HAPEJBA Ne 78 OT 21 HOEMBPH 2025 T'. 3A TPUIOBUBAHE HA
KBAJIM®OUKALUA 10 ITPOPECUATA "KUBEPCUT'YPHOCT"

W3naneHa oT MUHUCTBPA HAa 00pa30BaHUETO M HAayKaTa

Oon. /IB. op.103 om 2 /lexemepu 2025¢.

Pa3pea I.
O01IM MoJI0KeHN s

Ui 1. C ta3u HapenOa ce onpenens AbpKaBHUAAT oOpa3oBaTeneH crannapt (JJOC) 3a
npuao6uBaHeTo Ha kBannpukaius o npodecust 103202 "Kubepcurypaoct” ot obact Ha
obpazoBanue "CurypHoct u oTOpana" ot npodecnoHaiHo HanpasiaeHue 1032 "HanuonanHa u
JMYHA CUTYPHOCT U 3alllMTa HAa UMYIIecTBOTO" chriacHo Cnuchka Ha nmpodecuure 3a
npodecruoHaiHo oOpa3oBaHue U 00ydeHue 1o 4. 6, ai. 1 ot 3akoHa 3a MPOPECUOHATHOTO
oOpa3oBaHue U 00y4YeHHUE.

Ui 2. IppxaBHUAT 0Opa3oBaTesieH CTaHAAPT 3a MPUA00UBAHETO HA KBATH(PUKAIIHS TI0
npodecusara 103202 "KubepcurypHoct" chriiacCHO MPUIIOKEHHUETO KbM Ta3u Hapea0a onpenes
M3HCKBaHUATA 3a MPUA0OMBAHETO HAa TPETAa U YETBBPTA CTEIEH Ha NMpoQecroHaNIHa
KBaJM(UKanus no npodecusra, 3a MpuaIoOuBaHe Ha KBATU(UKAIUS 110 YacT OT mpodecusra,
KaKTO U 3a JIOCTUTaHe Ha OTAEITHU eIMHUIU PE3YyITaTh OT YUEHETO.

Y. 3. Bb3 ocHoBa Ha JIOC 1o un. 1 u pamkoBute nporpamu no 4i. 10, an. 3, 1. 3 ot
3akoHa 3a MpoPeCHOHATHOTO 00pa3oBaHne U 00yUYCHHUE ce pa3padOTBAT TUIIOBU yUeOHU TUIAHOBE
¥ y4eOHH ITporpamu 3a yueHHIH. B3 ocHOBa Ha pamkoBUTE mporpamu o wi. 10, an. 3, 1. 2,4 u
5 ce pa3paboTBaT y4yeOHM MIAaHOBE U yY€OHU MTPOTpaMu 3a JUIa, HAaBBPIIUIN 16 TOIUHY.

Paspean I1.
Chabp:xkanne Ha IbpKaBHUSA 00pa3oBaTeseH CTAHAAPT

Un. 4. (1) AbpxaBHUAT oOpa3oBaTesieH CTaHAAPT 10 Wi. 1 onpenesns H3UCKBaHHUITA KbM
KaHAMJATUTE, ONIMCAHUETO Ha MpodecrsTa, eIUHULIUTE Pe3yITaTH OT YUEHE 3a MPUI00uBaHe Ha
TpeTa U 4eTBbPTa CTEMNeH Ha MpodecroHanHa KBanudpukanus no npodecusra, KpUTEPUUTE U
CpeZcTBaTa 3a OICHSIBaHE Ha BCAKA €AMHUIIA PE3YNTAT OT yUeHE, ChbBKYITHOCTTA OT €MHUIIU
pe3yNTaTH OT YYEHETO, KOUTO (opMUpaT Mpu100MBaHETO HAa KBATM(UKAIIMS 110 YACT OT
npodecus, N3UCKBAHUATA KbM MaTepuaiHaTa 0a3a U M3UCKBAHUATA KbM 00yJaBalIuTe.

(2) IbpxaBHUAAT 00pa30BaTEICH CTAHIAPT 3a MPUA00MBaHE HAa KBATU(UKAITUS 110
npodecusaTa BKIIOUBaA 00IaTa, OTpacioBara u crenuduyHara npodecnoHasHa moroToBKa ¢
HEOOXO0UMUTE MPOo(ecuoHAHN KOMIETEHTHOCTH, KOUTO FapaHTUpAT Ha 00y4yaeMus
BB3MOKHOCTTA 32 yNpaKHsABaHE Ha MpodecusiTa ciell 3aBbpIIBaHe Ha 00yYEHHUETO.

3ak/0unTeTHN pa3nopenou

§ 1. YueOHuTE M1aHOBE U yueOHHUTE IPOrpaMu MO Wil 3, pa3paboTeHu Bh3 OCHOBA Ha
Ta3W Hapeada, 3armoyBaT J1a ce mpwiarat ot yuyeonara 2026 - 2027 1. 3a y4eHUIIUTE, KOUTO



noctsnBat B VIII kinac B yuunumnoTo npodecnoHanHo oopazoBaHue U 00ydeHue, a 3a JIMIa,
HaBbpIIWIK 16 TonuuM - oT 1 ssHyapu 2026 1.

§ 2. Ta3u HapenOa ce u3aaBa Ha OCHOBaHUE Wi. 22, aji. 6 BbB Bpb3Ka € aj. 2, T. 6 OT
3akoHa 3a MPEAYYMITUIIHOTO ¥ YYWIHIIHOTO 00pa3oBaHue.

IIpunosxxenne KpM 4. 2

JABbPKABEH OBPA30OBATEJIEH CTAHIAAPT

3A IIPUJOBUBAHE HA KBAJIM®OUKALUSA 10 IPOPECUATA

"KUBEPCUIT'YPHOCT"
ITIpodecnonaHo HanIpaBJIeHHE
Kon: 1032 | HaumnoHa/iHA ¥ JIMYHA CUTYPHOCT M 3a1IMTA HA UMYIIECTBOTO
IIpodecus
Kox: 103202 | Ku6epcurypuocr
CreneHu Ha npodecnoHaHa KBaaupukanus - - 111 |0%
Hupo no Hanuonayna kBajiu(puKalHOHHA PaMKa - - 4 5
(HKP)
Hugo no EBponeiicka kBaau(puKaluOHHA paMKa - - 4 5
(EKP)

1. M3uckBaHus KbM KaHAUAATUTE

1.1. I3uckBanus KbM KaHIUJATUTE 32 BXOJSIIO MUHUMAITHO 00pa30BaTEIHO U/ WIN
BXOJISII0 KBATU(UKAIIMOHHO paBHUIIE 32 MPUA00MBaHE HA CTENIEHU Ha MpodecroHalHa
KBaTM(UKALHS ChIIacHO 3aKOHa 3a MpodheCHOHATHOTO 00pa30BaHKE U 00yUEHHE.

3a npupoOuBaHe Ha TPeTa U YeTBHPTA CTETNCH Ha MpodecHOoHaTHA KBaTHU(PUKAIUS IO
npodecusita "Kubepcuryproct" ot Cniricbka Ha ipodecunte 3a mpodecrnonamHo oopazoBaHue U
oOyueHue, yTBbP/JeH OT MUHHCThpa Ha 00pa3oBaHUETO U Haykarta cbe 3amosen Ne PJ109-2230 ot
09.08.2024 1., u3UCKBaHMATA 32 BXOIANIOTO MUHUMAIIHO 00Pa30BaTEITHO PABHUINE KbM
KaHIUJATUTE ca:

1.1.1. 3a npunoOrBaHe Ha TpeTa CTeNeH Ha npodecroHanHa KBanUKalus

® 33 YYEHHIIH - 3aBbPILIEHO OCHOBHO 00pa30BaHMUE;

® 32 JIMIa, HABbPIIHIN 16 TOAMHU - TPUIOOUTO MIPABO 32 SBSIBAHE HA JbPKABHU
3pENOCTHH U3MHUTH WM 3aBBPLICHO CPETHO 00pa3OBaHUE.

1.1.2. 3a mpugoOuBaHe Ha YETBBPTA CTENEH Ha MpodecHoHaIHA KBATU(DUKALUSL

® 3aBBPIIEHO CPETHO 0Opa3OBaHHE.

1.2. 3ApaBOCIOBHOTO CHCTOSTHUE HA KaHIUAATa C€ YIOCTOBEPSIBA C METUIIMTHCKU
JOKYMEHT, JIOKa3Balll, 4e mpodecusra, 1Mo KoATo kKeJae Ja ce o0yyaBa, HE My € IPOTHBOIIOKa3HA.

2. Onucanue Ha npodecusita

2.1. Tpera creneH Ha npodecuoHanHa KBanudukanus no npodecusita

3aBBPIIMIMAT TPETA CTETIEH Ha MpodeCHoHaTHA KBATM(UKAIMS 110 Tpodecust
"KubepcurypHoct" 11e uma npuIo0uTH NpopecUOHATHU 3HaHUS, YMEHHUS U KOMIIETEHTHOCTH J1a



U3BBPIIBA IEHHOCTH ¢ KOMITJIEKCEH XapakTep 10 3alluTa Ha HHPOPMAIIMOHHU CUCTEMH, MPEXH U
JAaHHU TIPU U3MEHSIIM C€ YCIIOBHSI, KAKTO U Ja M0eMa OTTOBOPHOCTH 3a MOANOMaraHe Ha
paboTaTa Ha APYTH JHIA B PAMKUTE Ha €KUIIH 32 KHOEPCUTYPHOCT.

3aBbpUIMIINTE TPETa CTEIEH Ha NpodecroHanHa KBaludukamuus 1no npogecusita
"KubepcurypHocT" yyacTBaT akTUBHO B ONEPATUBHU JCHHOCTH MO HAOJIOACHUE, 3a1UTa U
pearupaHe B paMKUTE Ha €KUIIH, PHbKOBOJEHHU OT CHELMAIUCTH C MT0-BUCOKA KBaJIM(UKALIHS,
OTIOBOPHHU 32 CUTYPHOCTTA Ha HMHPOPMALIMOHHUTE CUCTEMHU U LIU(POBUTE AKTHUBHU B
opranusanusTa. Te ca NpsKo aHTa)XUPaHU C TEXHUUECKOTO U3ITbIHEHHUE HA €KETHEBHUTE 3a/1a4U
CBIJIACHO YTBBPJICHH MPOLEAYPH, CBbP3aHH C UICHTH(DULIMPaHE HA PUCKOBE, MOHUTOPUHT Ha
MpexoBus TpaduK, ChOMpaHe U aHaJIU3 Ha JaHHU OT CUCTEMHHU JIOTOBE, KAKTO U MpeanprueMaHe
Ha HayaJieH OTTOBOP MPU KHOCPUHIIUICHTH.

TexHuAT TpyA BKJIIOYBA UHCTAIMpaHe, KOH(PUTYypUpaHe U NOAAbpKaHE HA CUCTEMH 3a
3alUTa - 3alUTHU CTEHHU, AaHTUBUPYCEH COPTyep, MHCTPYMEHTH 33 KPUITUPAHE HA JJAHHU U
CpeZCTBa 3a OTKPUBAHE Ha 3JI0HAMEPEHa JeHHOCT. Te nmoamnomarar npuaaraHeTo U TECTBAHETO Ha
YTBBPJICHU NPOLEAYPHU 32 pearupaHe Ipu MHLIUICHTH, y4acTBaT B CUMYJIALUU U 00yUeHHs 3a
MOBHILIABAHE HA OCBEJOMEHOCTTA Ha CIY)KUTEIUTE U MOIbpXKaT 0a30Ba JOKyMEHTAIHS,
CBBbp3aHa C MOJUTHKH 3a 3alUTa Ha HH(POpMALUATA.

PaGoTHara cpena n3ucKkBa BUCOKO HUBO Ha ChCPENIOTOUYEHOCT, paboTa ¢ KOMIIOTBPHU
CUCTEMH B NIPOIBJDKUTEIIHA UHTEPBAIHN OT BpEME, BKIIFOUMTEIIHO Ha cMeHu. Hepsako ce Hanara
Obp3a peakius B KPU3UCHU CUTYyalllH, KOETO Mperoiara yCTOMYMBOCT Ha CTPeC U yMEHUS 3a
paboTa o] HanpexeHue.

JInuHOCTHHMTE KayecTBa, KOUTO UMAT KIIFOYOBO 3HAYEHHE 3a yCIEIlIHATa pealn3aus B
npodecusra, BKJIIOYBAT BUCOKA CTENEH Ha TUCIMIIMHUPAHOCT, BHUMAHUE KbM JETaNINTE,
€MOIIMOHAJIHA YCTOMYMBOCT U MOCTOSIHEH CTPEMEXK KbM YChBbpIIEeHCTBaHe. OT 0cOOEHA BaKHOCT
ca ChIIO TaKa yMEHUATA 32 eeKTUBHA paboTa B eKuI, J00paTa KOMYHUKAIUS U CTPUKTHATA
JIOSTHOCT IIpU OOpaBeHe C YyBCTBUTENHA U MOBEPUTETHA UHPOPMALIHSL.

2.2. YeTBbpTa cTENEH Ha npodecuoHanHa KBanudukanus no npodecusta

3aBbpUIMIIMAT YETBBPTA CTENEH Ha MpodecroHalHa KBanupukauus mo npodecus
"KubepcurypHoct" 1ie uma npu1o0uTH nNpoeCHOHAIHU 3HAHUS, YMEHHSI 1 KOMIIETEHTHOCTH 32
M3BBPIIBAHE HA IMIMPOK KPBI' IEHHOCTH ¢ KOMIUIEKCEH XapaKTep B o0yacTra Ha
UH(POPMAaLMOHHATA, MPEX0oBaTa U U(pPOBaTa CUTYPHOCT, IPH U3MEHSIIHN CE YCIOBHS, KAaKTO U
IIOEMaHEe Ha YIPaBICHCKH OTTOBOPHOCTH 3a paboTaTa Ha JPYTH JIMLA U 3a Pa3NpeeisiHe Ha
pecypcu MpH ynpaxxHsBaHe Ha MpodecusTa.

3aBbpUIMIINTE YETBHPTA CTEMNEH Ha MpodecnoHanHa KBaaudukanus no npodecusra
"KubepcurypHocT" U3IIBJIHABAT KAKTO TEXHUUYECKH, TaKa M YIPABIEHCKU M CTPATErNYECKH
¢byskun. Te oTroBapsAT 3a KOOPAMHALIKS U HA/I30p HA JEHHOCTUTE 110 HHPOPMAIIMOHHA U
MpEKOBa CUTYPHOCT, PbKOBOJAT €KHUIIH, YIIPABIABAT PECYPCU U YUacTBaT B U3TOTBSHETO U
MPUJIaraHeTO Ha MOJUTUKY Ha OPTaHU3aLMOHHO U MEXIYMHCTUTYIIMOHAIIHO HUBO.

Te n3BBPIIBAT aHAIN3 U OLIEHKA HAa PUCKOBETE, pa3paboTBaT U MpUilarar IiaHOBE 3a
pearupaHe npu UHIMJIEHTH, PbKOBOJIAT O0yUEHHUS U CUMYJIAlUU, KaKTO M Ch3/1aBaT CTPATEruu 3a
3aUTa Ha HH(GOPMAIIMOHHUTE pecypcH. B possita cu Te moaabpikaT akTUBHO B3aUMOJCHCTBUE C
OpraHU3allMIOHHU PBKOBOJCTBA, BHHIIIHU MAPTHHOPH U AbPIKABHU U MEXIAYHAPOJAHU OpraHH,
IIPEJICTaBAT CbCTOSTHUETO HA CUTYPHOCTTA, OLIEHSBAT 3aIlJIJaXX U y4acTBaT BbB B3€MaHETO Ha
CTpaTeruyecky pereHusl.

Te oTroBapsT 3a NPUIIAraHETO U KOHTPOJIA HA MEKIYHAPOJHU CTaHJApTU 32 CUTYPHOCT,
ydacTBaT B IPOLECH 10 cepTUUIIMpPaHe U aAIMUHUCTPUPAT CUCTEMH 3a yIpaBiIeHUE Ha
uHpopmanmonnata curyproct (Harpumep ISO/IEC 27001). OcBen ToBa BHeIpsIBAT UHOBATUBHU



TEXHOJIOTHMYHHU PELICHUS KaTO aBTOMATH3AIlMsl Ha MPOLIECH, MAIIUHHO 00y4YeHHEe U MHTEITUTeHTHU
CHCTEMHM 34 3aIlMTa.

CrienuanucThT ¢ YETBBPTA CTETICH Ha MPoQeCcHOoHATHA KBATU(UKAIIIS HOCU
OTTOBOPHOCT KaKTO 3a OlepaTHBHATA CUTYPHOCT, TaKa M 32 H3TPaKIaHETO U TOUTbPKAHETO Ha
KyJITypa Ha CUTYPHOCT B opranuzanusrta. Toit opranuszupa o0yueHus, pbKOBOIN UHUIIMATUBH 32
MOBHUIIIAaBaHE HA OCBEJOMEHOCTTA U HAChpUaBa OTTOBOPHOTO U(PPOBO MOBEACHHUE CPE/T
CITYKUTEIUTE.

PaboTHaTa cpena n3McKBa BIHCOKA CTETICH Ha aHT@KUPAHOCT, CITIOCOOHOCT 3a OBp30 U
aJICKBAaTHO pearupaHe Mpu UHIUICHTH, KaKTO U €()eKTUBHA KOMYHUKAIIUS C PA3IUYHU CKHUIIH,
BKJIFOYUTEITHO B yCJIOBUS HA HanpexeHue. CrennanucTuTe 0OMKHOBEHO paboTsIT B
TEXHOJIOTHYHO 00e3nedYeHr 0QUCH, HO MOTaT Ja U3BBPIIBAT AEHHOCTH U AUCTAHIIMOHHO WU B
WU3BBHPEHH CUTYAIIHH.

YcnenHoTo ynpaxHsIBaHe Ha podecusTa Ha TOBa HUBO M3UCKBA 33abJI0OYEHA
npodecuoHalIHa eKCTIEPTH3a, CTPATETHIECKO M AaHAIMTUYHO MUCIICHE, JTUICPCKH Ka4yecTBa U
CIIOCOOHOCT 32 B3€MaHEe Ha CAaMOCTOSATEITHH PEIICHUs, OCHOBAaHU HA JAHHU U PEATMCTUYHA
OIleHKa Ha pucka. OT CrenuaIuCcTUTE Ce OYaKkBa HEMPEKHCHATO MPOPECUOHAIHO PA3BUTHE U
MIPOAKTUBHO CIIeJICHEe Ha MEXIyHAPOAHUTE TCHICHIIMN, HOBOBB3HUKBAIIN 3aIlJIaXy U
peryIaToOpHHA N3UCKBAHUS.

3. Enununu pesyaratu ot yuyeHero (EPY) 3a npunoouBane Ha BesiKa OT CTeNeHUTE
Ha npogecuoHa Ha KBaJIuuKanusa no npogecusra

Crenen Ha |Hus Howmep na EPY u Bun npodecuonanna noaroroska (I1I1)
npodecronant o no[gp [EP [EP [EP [EP [EP [EP [EP [EP [EP [EP [EP [EP [EP [EP [EP [EP [EP [EP [EP
a HKly v v3yaly Yy Y Y Y IY Y Y IYIYIVIVIVIV IV Y
kBamuranus | P/ |1 b S5 6 [7 I8 19 (1011 |12 |13 (14 |15 |16 |17 |18 |19 |20
EKP O6ma [Otpacn Crnermmduana T1TT
IIIT |oBa
T111
1T 4 Ix|Ix|x| x|x|x|x[x|[x|x|x|x]|x]|x]|X
v Six|x|x| x|x|x|x|[x]x|x|[x|x|x|x|[x|x|x|[x]|xXx]X

3.1. Cniucbk Ha EnpHunuTe pe3y/iTaTi 0T Y4€HeTO 10 BUI0Be NPo()eCHOHATHA
NMOATr0TOBKA

EPY no o0ma npojgecnona/iHa IOATOTOBKA - €IMHHA 32 BCHYKH NPO(EeCHOHAIHHA
Hanpagsjenus oT Cnucbka Ha npodecunte 3a NpogecuoHATHO 00pa3oBaHue U 00yUeHHe

EPY 1. 3npaBociioBHH 1 6€30I1aCHU YCJIOBUS Ha TPY/ U ONa3BaHE Ha OKOJIHATa cpenia

EPY 2. UkoHOMUKA U TPEANTPUEMAYECTBO

EPY no orpaciioBa npogecuoHa/iHa NOATOTOBKA - ¢JUHHA 32 NPodecuuTe oT
npogecnoHaHO HanpasJieHue "HanuoHnaaHa v JTMYHA CUTYPHOCT M 3a1MTA HA
HMYLIECTBOTO"

EPV 3. KomyHukaTuBHU yMeHHMs U ITpodecnoHalHa eTHKa

EPY 4. Opranuzauus, yHKIUH U KOOPAUHAIMS B CUCTEMATa 3a HallMOHAJIHA CUTYPHOCT

EPY no cnenuduyHa npodecuoHaIHa OAr0TOBKA 110 NMpodecusTa
"Kubepcurypunocr"



EPYVY 5. IIpaBHa noaroroBka mno npodecusita

EPY 6. OcHOBM Ha TUTUTATHUTE TEXHOJIOTHH M KHOEpcpeaaTa

EPY 7. UndopmaninoHHa CUTYpHOCT M €THYHH CTaHAAPTU

EPY 8. Ynpaienue Ha HICHTHYHOCT U IOCTHII

EPV 9. Ilpunosxenue Ha 3allUTHU TEXHOJIOTUU

EPY 10. MOHUTOpPHHT ¥ OTKpUBAaHE HA UHIIUACHTH

EPV 11. Peakuust npu MHIMIEHTH U Bb3CTAaHOBSIBAaHE

EPV 12. OcHoBu Ha kpunrorpadusta

EPV 13. 3amura cpenty conuaaHo HHKEHEPCTBO

EPY 14. JlokyMeHTHpaHe U AOKJIaJBaHE HA MHUIUICHTH

EPV 15. [Ipunarane Ha NOJMTUKY U CTAaHJAPTH 32 CUTYPHOCT

EPV 16. CtpaTeruyecko ynpasiieHuEe Ha KHOEPCUTYPHOCTTA

EPY 17. PbKOBOJCTBO U pa3BUTHE HA €KUITH MO KHOEPCUTYPHOCT

EPV 18. TakTruuecka peakuus U ynpaBieHHE IPU KHOSPUHIUACHTH
EPVY 19. PerynaropHa 1 eTH4HA OTTOBOPHOCT B KHOEPCUTYPHOCTTA
EPV 20. TexHonoruuHa apXuTeKTypa 1 UHOBALlUU B KHOEPCUTYPHOCTTA
3.2. Onucanue HA eJMHULIUTE Pe3yJITATH OT Y4eHETO 32 MpodecuaTa

"Kub6epcurypuoct"

3.2.1. O0ma npogecnoHa/iHa MOATOTOBKA MO NMpodecusaTa

EPY 1 3apaBoc10BHU U 0€30IIaCHH YCJI0BHS HA TPY/ U ONa3BaHe HA OKOJIHATA
cpena
Pesyarar ot yuene 1.1 |Cna3Ba XurueHHUTE HOPMHU U 37PaBOCIOBHUTE U O€30IIaCHU YCJIOBUS Ha
tpyx (3bYT) Ha pabOTHOTO MSCTO
3HaHusA e [To3HaBa OCHOBHUTE HOPMATUBHHU aKTOBE 3a 37PaBOCIOBHU U O€30MacHU
YCIIOBHS Ha TPYJ
e O0sicHsIBa BB3MOXKHUTE MTPO(GECHOHAIHU U 3paBHU PUCKOBE HA paOOTHOTO
MSICTO U IPUUYMHUTE 3a TAXHOTO Bb3HUKBAHE
e Pa3zsicHsiBa OCHOBHHTE IIPaBUJIa IIPU OKa3BAHETO HA IIbPBa IIOMOII IIpU
TPYAOBH 3JI0MOIYKU
e 1130posiBa OCHOBHUTE BHJIOBE JIMYHH MIPEINa3HU CPEJICTBA U TEXHUTE
byHKIUN
e [To3HaBa BHJIOBETE 3AIUTHH MIPUCIIOCOOICHHS U CPEICTBA 32
CUTHAJIM3alusl 1 MApKUPOBKA 3a ocurypsiane Ha 3bYT
e 130posiBa npaBuiiaTa 3a padboTa Ipy aBapuM U aBapUMHU CUTYyallUn
Ymenus e [Ipunara mepku 3a 6e30macHOCT HAa paOOTHOTO MSCTO
e Cria3Ba XUTMEHHUTE HOPMU Ha pabOTHOTO MSICTO




o [Ipunara uHCTpYKIMH 32 Oe3omacHa paboTa

e Pearupa npaBuiIHO IpU aBapUITHU CUTYyAIUH

KomMmnerenTHOCTH

e Cria3Ba CTPUKTHO MEPKUTE 32 0€30MacHOCT NPU U3MTBIHEHHUE HA
Pa3IMYHUTE TPYIOBH ACHHOCTH

Pesyarar ot yuene 1.2

OcnhI1ecTBsIBa IIPEBaHTHBHA JICMTHOCT 3a OIla3BaHe Ha OKOJHATa Cpe€aa

3HaHusA

e [Jo3HaBa HOpMATUBHHU aKTOBE, CBBP3aHU C OIIa3BAHETO HA OKOJIHATA Cpela
u3bYT

e [To3HaBa Tpy1OBO-IIpaBHUTE HOPMHU, CBBp3aHH cbC 3BY T

e PazsicHsBa o0mmMTe M3MCKBaHMs 3a ocurypsisane Ha 3bYT cho0paszHo
cnienduKaTa Ha MPOBEKIaHATA JEHHOCT U M3UCKBAHUATA HA
TEXHUYECKOTO, TEXHOJIOTUYHOTO U COLIMAITHO Pa3BUTHUE C LIeJ 3aIlUTa Ha
KHBOTA, 3/[PaBETO U pabOTOCIIOCOOHOCTTA HA pabOTEIUTE

YMmenust

e Tvpcu nudopmanys 3a yCTOWIMBYU NPAKTUKH, IPUIIOKUMU B KOHKPETHATA
npodecroHaaHa JeHHOCT

o V3mbiHsABA IEMTHOCTH MO ChOMpaHe U ChXpaHsIBaHE Ha ONACHU MPOIYKTH,
U3J1e3]IM OT ynorpeda ypeau U KOHCYMaTHBU CbOOpa3HO IpaBuiIaTa 3a
peLUKIpane

e 13110/13Ba TEXHOJIOTUH U MaTcepurain, Maadin OKOJIHAaTa Cpcaa

e Crnia3Ba MMpakTUKHU 3a MECTeHE Ha BO/A, EHEPTHUs U IPYTH PECYpCH Ha
paboTHOTO MSICTO

KoMmnerenTHOCTH

e [IpaBmiHO 00paboTBa OTHAABIMTE HA PAOOTHOTO MSICTO CHOOPA3HO
M3UCKBAHUATA 32 COPTHPAHE

e BspHo 1 TO4YHO pa3no3HaBa 3aMbpcsABalIM (PAKTOPU Ha PAOOTHOTO MSCTO U
chJIeiicTBa 3a OrpaHNYaBaHE HA Bb3AEHCTBUETO UM

e CriocoOeH e CTPUKTHO J1a CJe/IBa yTBbPJCHUTE MTpaBUia U U3UCKBAHUS 3a
ola3BaHe Ha OKOJIHATA cpesia

Kpurepuu 3a
onensisane Ha EPY

Yact no Teopus Ha podecusTa:
e Biiazice TCOpeTUYHU 3HAHMS 32:

® XUTUCHHUTC HOPMU




e 3][paBOCJIOBHHUTE U OE30IIaCHU yCIOBUS Ha TPy Ha PaOOTHOTO MSCTO
e OBJIAJIIBAHETO HA aBapUHHU CUTYaLlMH U OKAa3BaHETO Ha I’bpPBa IOMOIL
e [IPEBAHTUBHATA JEMHOCT 3a ONla3BaHE HA OKOJHATA Cpesa
YacT no npaxkTHka Ha podecusTa:

e 1130upa cBOEBpEMEHHO Hall-aJIeKBaTHUS THUII ITOBEJICHHUE IIPU 3ajia/IeHaTa
PHCKOBa CUTyalUs

L BSIpHO 1 TOYHO OIIpCHACIIA HCO6XOI[I/IMI/IT6 JICHCTBUS 3a OKa3BaHE Ha IIbpBa
IIOMOII

Cpencrpa 3a
olleHABaHeE

YacT mo Teopus Ha nmpodecusra:
o [Tucmen u3nur
Yact no mpakTuka Ha nmpodecusra:

e II3nbiHEeHNE Ha IpaKTUYECKa 3aaya 110 MHIMBHIYaIHO 3aJaHue 110
IPAaKTHKA

EPY 2

HNxoHoMuka 1 npeanpuemMavecTBo

Pe3yarar ot yuene 2.1

Ilo3naBa ocHOBHTE Ha nasapHaTa MKOHOMHUKa

3Hanud

e [l03HaBa OCHOBHU MKOHOMHUYECKHU MOHATHUS - THPCEHE, IIpeiarate, masap,
KOHKYPEHIIUS, [IeHa

e [lo3HaBa posisita Ha JbpKaBaTa B MIKOHOMHUKATA - IAHBIIN, OIOJKET,
perynanuu

e O0sICHSIBA IEHHOCTTA HA OPTAHMU3AIMATA B KOHTEKCTA HA OCHOBHH
WKOHOMHWYECKHU TIPUHIIMITN ¥ TOHSTHUS

e Pa3sicHsiBa OCHOBHU NOHATHA BbB (DUHAHCUTE - TPUXOJIU, PA3XO/IH,
neyan0a, UHBECTHIIUU

e Pa30upa 3HaUECHHETO HA COIMATHATA U €KOJIOTUYHA OTTOBOPHOCT MPH
PHKOBOJICHE HA OU3HEC

YMenus

e I3m0:13Ba OCHOBHM NKOHOMHUYECKH MOHITHS KaTO TBPCCHE, MMpEAIarale,

nasap, KOHKypCHIUA U LICHA ITPH U3IIBJIHCHUC Ha HpO(l)eCI/IOHaJ'IHI/ITe CH
3aJa4du

e OTunTa 3HAYCHUETO HA OCHOBHHUTE (I)I/IHaHCOBI/I IIOKa3aTcJIu KaTo
MpUXO0aHn, pa3xoau, nevanda u WHBECTUITNHN




KoMmnerenTHocTH

o HpI/IJIaFa IMpaBuJiaTa U U3BUCKBAHUATA, CBbP3daHU C POJIATA HA AbPiKaBaTa B
HWKOHOMHMKATAa, BKIIIOYUTCIHO JaHbIH, 6IOI[)K€T U peryjianuu, B pPaMKHUTC
Ha pa60THaTa cpclia U CBOUTC HpO(l)eCI/IOHaJ'IHI/I AHI'a)KMMCHTHU

Pe3yarar ot yuene 2.2

[To3HaBa OCHOBUTE Ha MPEANTPUEMAYECTBOTO

3Hanud

e Ilo3naBa CbIIHOCTTA U POJIATa HA MPECANTPHUEMAYCCTBOTO B UKOHOMUKATA

e M3pexx1a OCHOBHUTE CTHIIKM IIPU CTapTHpaHe Ha OU3HEC, BKIIIOUYUTETHO
reHEpUpPAHE Ha UJied, Ta3apHO IPOyYBaHe, U3rOTBAHE HA OU3HEC IJ1aH

e 1130posiBa BuaoBeTe GUPMH U OpraHU3AIMOHHO-TIPAaBHU (GOPMU Ha
CTOITAaHCKa NEMHOCT

YMmennst

e PasrpanuuaBa BuI0BeTe PUPMU U OPraHU3ALUOHHO-TIPaBHUTE (HOPMHU HA
CTOITAaHCKa NEMHOCT

L] lexmara SHAHUWA 3a [IPCATTPUCMAUCCTBOTO B pa60THaTa CH CpCla

KomMmnerenTHocTH

e MnenTudumypa ycrnemHu MpakKTHYECKH MPUMEPH 3a yIpaBJIeHUE Ha
OU3HeC HAUMHAHUSA

e [Ipemnara pemenus 3a no1o0psiBaHe Ha JEMHOCTTA B CbOTBETCTBHE C
TEXHOJIOTUYHUTE U OPraHU3ALMOHHUTE U3UCKBAHUS

o [Ipu HEOOXOAMMOCT MPEACTABS UIEU U MPEUIOKEHUS MTpel KIMEHTH,
WHBECTUTOPH WIH ITAPTHBOPH, KATO apI'YMEHTHpA PEILICHUATA CH

Kpurepun 3a
ounenasane Ha EPY

Yacr o Teopust Ha podecusTa:

L Bﬂaﬂee OCHOBHUTC TCOPCTUYHH 3HAHUSA U IIOHATHUS B obnactra Ha
HNKOHOMMHKAaTa

e Brnanee ocnoBauTE TCOPCTUYIHHU ITOCTAHOBKHU B oOJracTra Ha
npeaInpuemMadcCTBO

Yacrt o npakTHKa Ha ipodecusiTa:

e BsipHO, TOYHO M MOTUBHUpPAHO OIpeAENs ACUCTBUATA 3a pa3pellaBaHe Ha
OInucaHus MpoOJIeM B 3aJa/IeHUs Ka3yc

e YyacTBa B pa3pa0b0OTBaHETO HA OW3HEC IUIaH Ha (upMmaTa criope
W3UCKBAHUATA HA IPEABAPUTEIIHO AeDUHUPAHOTO 3aTaHUC

Cpencrtna 3a
olleHsIBaHe

YacTt no Teopust Ha mpodecusnra:
e [Tucmen mu3nur
Yact no mpakTHKa Ha npodecusra:

e I3mp1HEHNE HA IMPAKTUYCCKA 3aJava 110 HHANBUAYAJITHO 3aJIaHUC I10




IIPaKTHKA

3.2.2. OTpacioBa npoecoHATHA MOAT0TOBKA 10 Mpodecusita

EPY 3 KoMyHuKaTHUBHHM YMeHHS U NPO(ECHOHATHA eTHKA

PesyaTat ot yuene 3.1 |O0On1yBa eh)eKTHBHO C YWICHOBETE Ha paOOTHUS €KHUIT IPH U3ITBIHCHHUE HA
CITY)KEOHU ACHHOCTH

3HaHus e 130posiBa OCHOBHUTE ITHKHOCTH B €KHIIAa U OOSICHSBA TAXHATA POJIS

e PazsicHsABa Kak (QyHKIIMOHMPA EKUITBT M KAKBH Ca TUIIOBETE
B3aUMOJICHICTBUE MEXKY YWICHOBETE MY

e OnucBa KaHAJIUTE 32 KOMYHUKAIIMS BETPE B OpraHu3anusaTa (Halpumep
JIOKJIaJ1, ChOOLIEHMsI, €IEKTPOHHA MOoNIa)

Ymenus e O011yBa SICHO U pa30UpPaeMo ¢ KOJIETH U MPEKH PbKOBOIUTENN MPU
U3MIBIHEHUE Ha 3a7auu

e I3mon3Ba OAXOJAII TOH, M3Ka3 U IMOBCACHUEC CHhI'JIAaCHO HpO(l)CCI/IOHaJIHI/I}I
€TUKET

e PaboTH ChbBMECTHO C €KHITa TIPH pa3peiesTHe Ha 3aJaui, CMEHU H
CITY)KE€OHU 3aTbIDKCHUS

e [Ipuara OCHOBHU TpaBHjIa MPHU KOMYHUKAIIHUS B TUTHTATHA Cpe/Ia
(eJIeKTpOHHA MO, MIATHOPMH, MECHHDKBPH)

KomnerentHocTn e [Tonapprka mpodecroHaneH CTUII Ha 00ITyBaHe, ChOoOpaseH C
OpraHU3alMOHHUTE TIPaBUIIA

e Pa3no3naBa curyanus, B KosSITO TpsiOBa Ja ce 00bpHE KbM PBKOBOAUTET
WU J1a ¢hoOIM nHpOpMaus

e PaboTH B exu, KaTo crna3Ba IpaBuiiaTa Ha J€JI0BO MTOBEACHHUE U
npodecroHaHa OTTOBOPHOCT

Pe3yarar ot yuene 3.2 |[Ipiio>xumMo U31013Ba KOMYHUKAIIHOHHA YMEHUS TIPU KOHMIIMKTH,
WHIMJICHTU U HECTAaHIAPTHU CUTYaIUN

3HaHus e 130posiBa OCHOBHU €TUYHU MpaBuja MPU KOMYHHUKALKUSA HA paOOTHOTO
MSICTO

e OmnucBa pa3IuKuTe MEXKIy BepOaliHa 1 HeBepOasiHa KOMYHUKALIUS

e OOsICHsIBa OCHOBHHU MPUYMHU 32 BH3HUKBAHE Ha KOHQIMKTH U METOIU 32
TAXHOTO U30STBAHE

Ymenus e [Ipuritara TEXHUKY 3a CIIOKOMHO U YBAKUTEIIHO IIOBEACHUE IIpU




HaIpeKCHUEC U CIIOPOBC

e Y4yacTBa B pOJIE€BU UTPU WU CUMYJIALIUU 32 IOBEICHUE B KPU3UCHU
CUTYaIMH (HalpuMep aBapuu, TEXHUUYECKH MPOOJIEMH, CIICIIHU CITy4Yan)

e [IpoBex/ia yCTEH MHCTPYKTAXK WU JIJaBa KPATKO MUCMEHO ChOOIICHNE
(moxma, OenexkKa, MMEH)

KoMnereHTHOCTH

e 1301pa noaxo 11 Ha4uH Ha 00lTyBaHe CIIPSIMO CUTYalMsATa U YOBEKA, C
KOT'OTO KOMYHHUKHPA

° I[eMOHCTpI/Ipa CAMOKOHTPOJI U aICKBATHOCT B HAIIPCTHATU CUTYyallUN

e CmasBa HpO(l)eCI/IOHaJ'IHI/I U CTUYHU CTAHAAPTH B IMCMCHATA U yCTHATa
KOMYHHKAIIWA

Kpurepuu 3a
onenasane Ha EPY

Yact o Teopusi Ha mpodecusra:

e JlebuHMpa OCHOBHHU MOHATHS, IPABUJIA U €TUYHA HOPMU B
npodecroHaHaTa KOMYHUKAILIHS

e OmmcBa CTPYKTypara Ha pabOTHHUS SKHIT M KAaHAIMTE 332 BTPEITHA
KOMYHUKALUA

e O0sCHsABA MMOAXOAAIIO MOBEACHUE U KOMYHUKALUS IPH KOH(IIUKTH,
VHLHJECHTU U KPU3UCHU CUTYaLUU

YacT o npaxTHKa Ha ipodecusiTa:

e JlemoHCcTpUpa €PEKTUBHO YCTHO U MMUCMEHO OOIIyBaHE B CUMYJIUPAHU
npodecroHalHu CUTYalluu

e YyacTBa AZICKBATHO B CKHUITHA KOMYHUKAIWUA U IIPU IPOBCKIAAHE HA
HHCTPYKTAX WA JOKJIAX

o 1361pa noaxosa1y KOMyHUKAIIMOHHU CTPATErUy B yCIIOBUS Ha
HanpeXeHUe UM KOH(QIUKT

CpencrBa 3a

Yact o Teopusi Ha mpodecusra:

OllCHSIBAHE
e [lucmeH mu3nuT
Yact no mpakTuKa Ha npodecusra:
e lI3mbinHeHne Ha IpakTUYECKa 3a/1a4a 0 MHAUBUAYAJIHO 3aJaHue 110
MpaKkTHUKa
EPY 4 Opranuzanmsi, yHKIUM U KOOPAUHALMS B CHCTEMATA 32 HAIMOHAJIHA

CUTYPHOCT




Pesyarar ot yuene 4.1

Pa3bupa crpykrypara, QyHKIIMHTE U €JIEeMEHTHTE Ha CUCTeMaTa 3a
HallMOHAJIHA CUTYPHOCT Ha JbprKaBara

3Hanus

e Jlepunupa nmouaTHeTO "HAIIOHAIHA CUTYPHOCT" M HEfHaTa MHUCHUS B
00111ECTBOTO

e 1130posiBa OCHOBHHUTE 1M U (PYHKIIMU HA CHCTEMaTa 3a HallHOHAJTHA
CUTYpHOCT

e PasrpannyaBa OCHOBHUTE KOMIIOHEHTH: OPTaHH, UHCTUTYIIUH, CHIIH,
pecypcu

e [lo3HaBa BHUIOBETE 3aIUIaxy 3a CUTYPHOCTTA - IPUPOIHH, TEXHOT'€HHH,
COLIMAJIHU, UKOHOMHUYECKU, UH()OPMAIIMOHHH

e Pa3bupa possita Ha B3aMMOJECMCTBUETO MEXKIY pa3IMuHUTE chepr Ha
CUT'YPHOCTTA (BbTpEIlIHA, BHHIIIHA, NKOHOMUYECKa, €KOJIOTMYHA U Jp.)

YmMmenus

e [IpencraBs ¢ npuMepy KakBO BKJIFOYBA JACHHOCTTA 10 OCUTYpsIBAHE Ha
CUT'YPHOCTTA Ha IbpKaBaTa U HACEIICHUETO

e MmrocTprpa ¢ KOHKPETHU CITy4Yad 3aIljIaxy WU KpU3H, 3acsraliy moBeye
OT €IUH €JIEMEHT Ha CUTYPHOCTTA

e O0sCcHsBA 321110 KOOPIMHALUATA MKy HHCTUTYIIMUTE € KIIFOUOBA B
CUTYyallMU Ha 3ariaxa

e OmnucBa nocieAnLy OT OTCIadBaHe WK HapyllaBaHe Ha Ja/ieH eJIEMEHT OT
CHCTEMATa 33 CUTYPHOCT

KomnerenTHocTn

e AHanu3upa BpB3KUTE MEXKIY €JIEeMEHTUTE Ha CHUCTEMAaTa 3a HallMOHAJIHA
CUTYPHOCT

e PaschkaBa BpXY HEOOXOIUMOCTTA OT ISIJIOCTEH MOXO0] ¥ TIPEBEHITUS

e ApryMeHTHpa POJIATa Ha BCEKU TPAXKAAHUH U TPOPECHOHATUCT B
V3TPaKJAHETO Ha YCTOWYMBA CHCTEMA 32 CUTYPHOCT

Pesyarar ot yuene 4.2

Pa3no3naBa HHCTUTYLIMUTE U CIY>KOUTE, UMAIIH POJISl B CUTYPHOCTTA U
o011ecTBeHMsI pell, U 00sCHSIBA TAXHOTO B3aUMOJICHCTBHE

3HaHuA

e 1130posiBa OCHOBHUTE IbP’KaBHU CTPYKTYpH, KOUTO pabOTAT 3a
CUTYpHOCTTA U OOILECTBEHUS e

e PasrpannyaBa MHCTUTYLIUHU C pa3indyeH (POKyC: BbTPELIHA CUTYPHOCT,
00I1IeCTBEH pell, Olla3BaHe Ha HACEICHUETO, 3alluTa IIpyu OeICTBU U Ap.

e [lo3HaBa NpUHIMINTE HA KOOPAUHALMSA U OOMEH Ha HH(OPMALIHS MEXIY
T€3U UHCTUTYLIUH




e nenTudunupa npuMepu 3a CbBMECTHH JCHCTBUS NPU UHIUIEHTH, KPU3H
WIW PYTHHHU NEHHOCTH

YMmenuns

e /laBa nprMepH 3a B3aUMOJICHCTBHE MEXY CITY>KOHM B pEaTHH WIIH
CUMYJIUPAaHU CUTyalluu

e O0siCcHsBA KaK MPOTHYA KOOPAUHALMITA MPU CUTHAIH 32 UHIIUICHTH,
MIPUPOTHU OCICTBUS, 3aIlJIaXH 3a OOIIECTBEHUS Pel

e Cp3/1aBa CXeMAaTUYHO MPEICTABSIHE HA KOMYHHKAIUS MEKIYy MHCTUTYIIUN
MpHY CLICHapHil

¢ OmnucBa npolieca Ha B3eMaHe Ha pelIeHUs U IpeaBaHe Ha nHpopmanus
IIPU CITY>KEOHU AEUCTBUS

KomnerenTHocTn

e AHanu3upa Moi3UTe OT ChIVIacyBaHaTa paboTa MEKIy pa3IMyHU 3BEHA Ha
CUTYPHOCTTa

e JlemoHCcTpHupa pazbupaHe 3a HEOOXOIUMOCTTA OT OATAHC MEKTY
WHCTUTYIIMOHAITHU OTTOBOPHOCTH U KOJIEKTUBHA PEaKIIUs

o Pa3rne>1</:[a CUT'YPHOCTTA KaTO CUCTEMA OT B3aMMOCBBHP3aHN KOMIIOHCHTH,
B KOSITO B3aUMOJICHCTBUETO € KIIFOUOBO

Kpurepuu 3a
ouensasane Ha EPY

YacT no Teopus Ha npodecusra:
e JlepuHMpa OCHOBHU MOHSATHS (CUTYPHOCT, ()YHKIIMH, KOMITOHEHTH )
e 130posiBa MHCTUTYLIMUTE U OIIMCBA TEXHUTE OCHOBHHU 3a]1auu

e OOsICHsBA JIOTUKATa Ha B3aUMOCBBP3aHOCT MEXY BUIOBETE CUTYPHOCT U
3BEHaTa B cUCTEMATa

Yact no mpakTHKa Ha npodecusra:

e AHanu3upa npuMepHa CUTyallus, 3aCTpallaBallla HallMOHaJTHaTa
CUTYPHOCT MJIM OOLIECTBEHUS pejl

e [IpencraBs cxema 3a B3aMMOJIEHCTBHE MEXKTy MHCTUTYLIMH IIPU
BB3HUKBAHE HA UHIUACHT

e l13ka3Ba apryMeHTUPaHO MHEHHE 3a HY>KJlaTa OT ChIVIacyBaHa paboTa u
MIPEBEHIIMS

CpencrBa 3a
OlICHSIBAHE

Yact o Teopust Ha mpodecusra:

e [TuicMeH u3nuT




Yact no mpakTrka Ha npodecusra:

e I3mbHeHrE HA TPaKTUYECKA 3a/1a4a M0 UHAUBUAYAITHO 3aJaHuE 110
MIPAKTHKA

3.2.3. Cneuuduyna npodecuoHaTHA MOATOTOBKA MO Npodecusita

EPY S

IIpaBHa moAroTroBKa no npogecuara

Pesyarar ot yuene 5.1

[To3HaBa chIIHOCTTA HA MMpaBHATa PaMKa 32 UHPOPMALIMOHHA U
KHOEPCUTYPHOCT

3HaHug

o I[e(l)I/IHI/Ipa I[MPpaBOTO Ha 3alllUTa Ha JINYHATa HH(bOpMaI_[PISI u
KOMYHHUKAIIMA KaTO KOHCTUTYHHMOHHO I'apaHTUPAHO IIPaBO

e 1130posiBa OCHOBHMTE MPUHIIUITK U HOPMH Ha 3aKOH 3a
kubepcurypnoct (3KC), Hakazatenen koaexc (HK), GDPR, 33J1/1
U CBBP3aHHUTE €BPONENCKU PEryIaMeHTH

e OmicBa OCHOBHH MOJIOKESHUS OT HaKa3aTEIIHOTO ImpaBoO, CBbP3aHoO C
MMPECTHIJICHUS B KI/I6epHpOCTpaHCTBOTO

o [lo3HaBa 3a1bJDKEHUATA HA QIMUHUCTPATOPU U ONIEPATOPU HA JIMYHU
IaHHU

e 1130posiBa OCHOBHMTE MpaBa U 3aJbJDKEHUS HA CIIY>)KUTEJINTE B 3BEHA
10 UHPOPMALIMOHHA CUTYPHOCT

e [Ipencrass nporenypure 3a 3aluTa Ha YyBCTBUTEIHA U
kinacudumpana vHGOpMAIHS

e [TocoyBa MpuI0’)KEHUETO HA AIMUHUCTPATUBHA U HaKa3aTeIHa
OTIOBOPHOCT IPW HAapylLIeHus B IdpoBa cpena

YMmennst

e O0sicHsIBa MPABOTO Ha 3alllUTa HAa JTUYHATa HH(pOpMaLus B IU(poBa
cpena

e PaznnyaBa ponuTe Ha aAMHUHHUCTPATOP, ONIEPATOP U ATHKHOCTHO
JIMIIE TIO CUTYPHOCTTA MO0 OTHOIIIEHHUE HA 3aIIMTaTa Ha JTMYHATA
uHbopmanus

e lHTEepnpeTrpa NOHATHUSA KaTO "HEMPABOMEPEH JOCTHII", "HapyIlIeHHe
Ha IIeJI0CTTa Ha AaHHu", "u3Tndane Ha uHopmarus"

e JlaBa nmpuMepH 3a MPAaBHU MOCIEACTBUS OT ACHCTBUS B
KHOeprnpocTpaHCTBOTO ((uiuHT, 3710BpesieH cohTyep,




HEpETJIaMEHTUPAH JOCTHI)

¢ OnucBa npoueaypu 3a yBe10OMsIBaHE IIPU MHIUAECHTU ChIJIACHO
HOpMaTHBHATa ypeaoa

e O000mIaBa MpakTUKH 3a padboTa ¢ KiacupurpaHa nHPOpMaIHs.

e MuTepnpernpa ChOTBETCTBUETO C MEXKIYHAPOIHH CTAHAAPTH 3a
curypaoct (ISO/IEC 27001, NIST)

KoMnerenTHocTH

¢ JleMoHCTpUpa pa3bupaHe Ha OCHOBUTE HA IPABOTO B 00JIACTTa Ha
CUTypHOCTTa Ha HH(OpMaIHsTa

e II3BBbpIIBa CITy’)K€OHH JEMHOCTH NpU ClIa3BaHE Ha 3aKOHOBHUTE U
BBTPEIIHO(PUPMEHH MIPAaBUJIA 32 3alIUTa HA JJAHHU M CUTYPHOCT

o [Ipennpuema aeiicTBys IpU HAPYLIEHUS B CbOTBETCTBUE C
HOPMAaTHUBHUTE U3UCKBAaHUs

Pesyarar ot yuene 5.2

Pa3no3naBa npecThIUICHHs U HapyIIeHHs B 00J1acTTa Ha
KHOCPCUTYPHOCTTA ¥ MHPOPMAITMOHHUTE TEXHOJIOTHH

3HaHug

o 1130posiBa OCHOBHM MPECTHIICHUS Cpelly [H(poBaTa HIEHTUYHOCT
(HepermaMeHTHpaH JAO0CTbII, cab0TaX, U3MAMHU U Jp.)

¢ OnucBa MppoBU NpecTHIUICHUS - (PUIMHT, U3MaMa ¢ JIMYHH JJaHHH,
pa3npocTpaHEeHKE Ha 3JI0BPEICH COPTyep

o Jlepunupa nonsituero "kubeprepopu3bM” U "HHIUIEHT ¢ KPUTUYHA
nHppacTpykTypa"

e [TocouBa 00OcTOATENCTBA, M3KIIFOUBAIIN OOIIECTBEHATA OIMACHOCT Ha
JIESTHUETO

o [Ipencrass nouaTueTo "UPPOBO 10KA3ATEICTBO" U MPABHUS CTATYT
Ha JIOTOBE, METAJaHHU U CUCTEMHHU 3aluCu

¢ [lo3HaBa OCHOBHMTE M3UCKBAHUS MPU Pa3ciie/[BaHE HA
KHOeprpecTbIIeHUs

e [TocouBa npoueaypuTe 3a B3aMMOAEHCTBHUE C ITpaBOIpUIaraniu
OpraH# B cay4ail Ha HU(POBO MPECTHIUICHNE

YMenus

¢ Pazno3naBa Haka3zyemu AesiHus B chepara Ha KUOSPCUTYPHOCTTA

o PasrpaHanBa 3aKOHHU M HE3aKOHHHM AEUCTBHUS C I/IH(I)OpMaI_[I/IOHHI/I
CHUCTCMHU U JaHHHU




e OOsICHSIBa PUIIOKCHUETO HA MIPUHIIMITATE 32 HeU30ekHa 0TOpaHa B
JTUTUTAJICH KOHTEKCT

° CpaBHSIBa )ICﬁCTBI/I?I, KOHUTO Ca MPECTHINICHUEC NI aAMUHUCTPATUBHO
HApyHICHUC IIpU JOCTHII 1 MAHUITYJIallUAd HA JdHHU

e AHanu3upa CIieHApUH Ha MPECTHIUICHUS - HAIPUMEpP aTaka Cpenry
CBHPBBP, BUPYyCHA UHBA3MS, U3THUAHE HA TAHHU

e JlehuHupa moaxosIa peakiys Mpyu UHIUJASHT ChIIIaCHO MpaBHATA
pamKka

e O0scHsABA CTBHIIKU 32 ChXpaHEHHE U Ipe/laBaHe Ha U(PPOBU
JI0OKa3aTesicTBa

o CT;I[CFICTB& Ha KOMIICTCHTHUTC OpralHu Ipru CUrHAJIU3UPAHE U
JOKJIaaABaHC HA MHIIUACHT

KoMnerenTHocTHn

¢ JleMoHCTpUpa MpaBHAa HHPOPMHUPAHOCT 3a MPECTHIJICHUS B
JTUTHUTATHA Cpenia

e Pearupa ajiekBaTHO IIpU YCTaHOBSIBaHE HAa HapyIIEHUs], KaTo ca3Ba
3aKOHOYCTAHOBEHHTE ITPOLELYPHU

e YuacTBa B IIPOIIEC M0 J0Ka3BaHE U JOKJIaJBaHE HA KHOCPUHIUICHTH,
CBIJIACHO 3aKOHOBUTE M3UCKBAHUS

Kpurepun 3a onensiBane
Ha EPY

Yact no Teopus Ha npodecusita:

e Pa3sriexxna u pasrpaHnyaBa paBHATa paMKa 3a CUTYpHOCTTA Ha
uHpOpMaLuATa U KHOepIpeCThIICHUS

¢ OnucBa npecThIUIeHNs, criennpruyHy 3a nudposaTa cpeia u
TEXHOJIOTMYHATa HHPPACTPYKTYpa

e [TocouBa cHLOTBETHUTE HOPMATUBHH U3TOYHHULU U IIPOLUCAYpPHU

e [IpescraBs mpaBa U 3abJDKEHUS HA CITYKUTENU TI0 CUTYPHOCTTA B
UT cexropa

Yact no npakTHka Ha npodecusra:
¢ PemiaBa ka3ycH, CBbp3aHH € IIpaBHU MPOOIEMH NPU UHIIMJIEHTH

e /131m0:13Ba aJieKBaTHO IIpaBHA TCPMHUHOJIOTHUSA IPHU ONNMCBAHC HA




UG pPOBU HAPYLICHUS

e Onucea MCPKHU 3a OIrpaHUYaBaHC U JOKJIAJIBAHC Ha HAPYIICHHA

CpencrBa 3a onieHsiBaHe

YacT no Teopust Ha mpodecusra:
o [Tucmen usnur
Yact no npakTuka Ha mpodecusTa:

e II3mbHEHNE HAa IpaKTUYeCKa 3ajaya 1o MHIUBUIYaTHO 3aJjaHue 110
IPAKTHKA

EPY 6

OcHOBM HA TUIMTAJTHATE TEXHOJIOTMH M KuOepcpeaara

Pe3yarar ot yuene 6.1

Pasmo3HaBa 1 W3M0/13Ba OCHOBHH KOMIIIOTBbPHU KOMIIOHEHTH U
OINCpallMOHHNU CUCTCMU

3Hanug

e [lo3HaBa OCHOBHHTE KOMIIOHEHTH Ha KOMITIOThPHATA CUCTEMA
(mporecop, mameT, XpaHwinile, nepudepus)

e 1130posiBa XapaKTepUCTUKHUTE ¥ (DYHKIIMHUTE HA PA3IMIHA
oneparmonnu cuctemu (Windows, Linux)

e O0sicHsIBa cTpyKTypaTa Ha (paiiioBa cucrema

¢ Onucaa ponsta Ha BIOS/UEFI, boot nporieca 1 0CHOBHU CUCTEMHU
yCIyTH

e [TocouBa HauMHa HA OpraHU3UPaAHE U JOCTBHII 0 JaHHU B u(poBa
cpena

o Jlepunupa noHsTHS KaTO ApaiiBep, MpoIlec, yciayra, BUPTyaIn3aus

[ ] I/I36p0$IBa CTaH,Z[apTHI/I I/IHCTPYMCHTI/I 3a CUCTEMHA JUArHOCTUKA U
HaOJIFO[eH1E

YMmenns

e CrapTupa 1 u3noi3Ba onepauuonna cucrema (Windows/Linux) 3a
U3ITBJIHCHUE Ha 0A30BHU 3aa4H

e Opranusupa (aitioBe U JUPEKTOPUH T10 33]aJI€HA JIOTHUKA

e 3non3Ba komanu oT TepmuHan (cmd/powershelll/bash) 3a ocHoBHI
JNENUCTBHUS

e II3n0n13Ba Brpa/ieHu HHCTPYMEHTH 32 HAOIIO/IEHUE HA CUCTEMATa
(Task Manager, top, htop, event viewer u 1ip.)




e II3BBpmIBa 6a30Ba KOH(PHUTYpanys Ha JTOKAJICH MOTPeOUTEN
e MHCTanupa 1 JeMHCTaNIupa CTaHIapTeH coPpTyep

e I13m013Ba OCHOBHY aaMUHUCTpaTUBHU (HyHKIMH - shutdown, restart,
device info, logs

KoMmnerenTHocTHn

e CaMOCTOSITENIHO U3II0JI3Ba KOMITIOThPHA CUCTEMA B MPOQecHOHaNIHA
UT cpena

¢ JleMoHCTpHUpa yBEPEHOCT NMpH paboTa C pa3NIuyHU ONEePallMOHHU
CUCTEMU

¢ Pasmo3HaBa cucreMHn adHOMAJIMH, KOUTO U3HMCKBAT €CKaJlallusd

Pesyarar ot yuene 6.2

I/I3B’prJ_IBa OCHOBHa MpPEKOBa HaCTPOﬁKa 1 JUAarHoCTuKa

3Hanuga

e O6scHsBa apxutekrypara Ha TCP/IP 1 0cHOBHM MpPeXOBU MOJIENTH
o Jlepunupa nousruero [P aapec, moampexa, nuio3, DNS
e [Io3naBa ponsta Ha DHCP, NAT, mapupytusupane

e I136posiea ocaoBHM MpexkoBu yciryru - HTTP, FTP, SSH, DNS,
SMTP

e PasrpannyvaBa yactHu u myonmanu [P Mpexu
e [To3naBa HaunHa Ha QyHKIIMOHUpaHE Ha JIoKanHa Mpexa (LAN)

e Onucsa ocHoBute Ha Wi-Fi u Ethernet cbp3anocT

YMmenuns

e Kongurypupa 6a3osu IP nactpoiiku (ppuno u upe3 DHCP)

e I3non3Ba kOMaHIM KaTo ping, ipconfig, tracert, netstat, nslookup 3a
JMarHOCTHKA

e CBBp3Ba YCTPOICTBO KbM JIOKAJIHA U O€3)KUYHA MpExXa

e [IpoBepsiBa CBbP3aHOCT U AOCTHITHOCT HA YCIYTH

e Mnentuguiypa 0CHOBHU NPoOIEeMHU B MPEXKOBaTa CBBP3aHOCT
e O6HOBsiBa DNS 1 npomeHst KOHpUTyparuu npu HyxXaa

e PaGoTu ¢ rpadmuHN ¥ TEKCTOBU MHTEpQECH 3a MpEKOBa HACTPOMKA

KoMnerenTHocTH

e JleMoHCTpHpa yMEHHUS 32 MbPBOHAYAIHO KOHPUTYpUpaHE U




ANAarHOCTUKA Ha MPCiKa

o Hoz[m,px(a OCHOBHA MPECKOBA CBBP3aHOCT B Cpc€lia C HUCKaA
CJIIOKHOCT

L I[OKJ'IaIlBa YCTAaHOBCHU OTKJIOHCHUS UJIN MOJO3PUTCIIHA AKTUBHOCT

Pe3yarart ot yuene 6.3

N3non3Ba 0cCHOBHU KOMYHUKAIIMOHHU M TEXHUYECKH TEPMUHU Ha YYK]{
€3UK MPHU padoTa C ONepauoHHN CUCTEMU, cohTyep U UPPOBU cpeaun

3Hanus

e Pa3no3HaBa yecTo U3MOI3BaHU UYXKI0€3UYHU TEPMUHH B COOTYEPHU
uHTEepdeicH U CUCTEMHU ChOOLICHUS

e [lo3HaBa OCHOBHHM JAyMH M U3pa3H B KOHTEKCTa HA KOMIIOThPHA U
MpexoBa pabora (Hampumep save, settings, network, security)

e Pa3bupa chIIHOCTTAa HA UHCTPYKIIUH, IPEIYIPERKACHUS U CUCTEMHU
YKa3aHHsS Ha 9YXKJI €3UK

YmMmenus

e Hapurupa B unTepdeiic Ha 4y e3UK NpHu ONepariOHHU CUCTEMHU U
MIPHIIOKEHUS

o Pa361/1pa " CJI€ABa TCXHUYCCKH MHCTPYKIUH, PbKOBOJACTBA U
IIOMOIIHHA C’bO6H_I€HI/I$I Ha 9y C3UK

e /31011382 4y)XI0€3MYHN TEPMHUHH IPH ThPCEHE Ha PEIICHUsS U ITPU
paboTa CbCc CUCTEMHHU MHCTPYMEHTH

KoMnerenTHocTH

e JleMoHCTpHUpa yBEpEHOCT MpH padoTa ¢ HUPPOBU CUCTEMHU U
w1aThOopMH € UyKI0€3UUeH HHTepQeiic

e [Ipunara 3HaHMs 32 TEPMUHK U HHCTPYKIIMH HA 9YK]] €3UK B PEaTHH
npodecuoHaIHU 337291

e Cria3Ba yKa3zaHus U IpoLelypH, Oa3upaH Ha 4y>KJO€3UYHO
1M(GPOBO ChIBPKAHNE

Kpurepun 3a onensiBane
Ha EPY

Yact no teopus Ha nmpodecusra

e [locTraBenure 3aaa4u Cca U3II'bJIHCHHU CAMOCTOATCIIHO U B paMKUTEC HA
NpEeaABapUTCIIHO 3aJaICHOTO 3a TOBa BPEMC

Yact no mpakTuka Ha npodecusiTa

o HeMOHCTpI/IpaHI/I Ca 3HaHUA, YMCHHA U KOMIIETCHTHOCTHU, CBBpP3aHU C
M3MO0JI3BAHCTO HA JUTUTAJTHUTC TCXHOJIOT U

CpencrBa 3a olieHsiBaHe

Yact o Teopust Ha podecusTa:

e [TuicmeH u3muT




YacT no mpaktuka Ha npodecusTa:

e lI3mbaHeHne HA MpaKTUYECKa 3a/1a4a 10 MHAUBUIYAIHO 3aJaHue 10
IPAKTHKA

EPY 7

NudopManuoHHA CUTYPHOCT U €THYHU CTAHIAPTH

Pesyarar ot yuene 7.1

Pa3zno3HaBa OCHOBHUTE IIPUHITUIIN Ha YIIPAaBJICHUC HA HACHTUYHOCT 1
KOHTPOJ Ha JOCTHII B I/IH(l)OpMaI_II/IOHHI/ITe CHUCTCMH

3Hanug

e JledbmHupa OCHOBHHUTE MPUHILIUIIK HAa MHPOPMAIIMOHHATA CUTYPHOCT -
KOH(UICHIIMAITHOCT, ISUIOCTHOCT, HATUYHOCT

e OnucBa NoHATHETO "MH(OPMAIIMOHEH aKTUB" U BUIOBETE
4yBCTBUTEIHA UH(pOpMaLIUs

e 1130posiBa KaTeropumTe 3aIulaxy 3a CUTYPHOCTTa Ha HH(popMarusTa
(TEXHOJIOTUYHU, OPraHU3ALMOHHY, YOBEIIKH (PaKTOp)

e Pa3zno3HaBa OCHOBHUTE LI€JIM Ha OpraHU3al[MOHHATA IOJIUTHKA 110
nH(GOpPMallMOHHA CUTYPHOCT

e [locouBa MeTOIM 3a 3aIIUTA HA JAHHU [IPU CbXPAHEHUE U MPEIABAHE

e OO0siCHsIBa pOJIsiTA HA MAPOJIH, KpUNITUPaHEe, MHOTO(aKkTOpHA
aBTCHTHKAITHS

e 1130posiBa 10OpH MPAKTHKH 32 CUTYPHO MOBEJICHHE NIPU paboTa ¢
WHGOPMAIIMOHHHA CUCTEMU

YMmenust

e Pasrpannyasa BujoBeTe 3amaaxu 3a MHQOpMAIUITa - BBTPEIIHH,
BBHIIHU, CIIy4allHH, 3JI0HAMEPEHHU

e nentudunupa npu3HaIy Ha HapylIeHne B uH(popMalmoHHaTa
CUTYPHOCT

e OO0sicHsIBa NEHCTBUATA CU TIPU OTKPUT PUCK HIIM UHITUICHT
e I13mo13Ba 6a30BU cpeaCcTBa 3a 3alIUTa HA TWYHU U CITYKCOHH TaHHU

e OueHsiBa CUTYalluH, B KOUTO IMOBEpUTEIIHA MH(OpMAIHS €
3acTpaleHa

e [Toxnbpixa curypHa paboTHa cpejia - 3aKII0YBaHe Ha EKpaHa,
KOHTPOJ Ha JOCTBIT

e [Ipunara eneMeHTapHH MPOLIEAYPH 3a 3aIIUTA HA TaHHU TIPU
eXeTHeBHA paboTa




KoMmnerenTHocTH

e JlemoHCTpHpa choOpa3eHo MoBeACHUE PH paboTa ¢
MH(GOPMALIMOHHH CUCTEMU

e I3bi1HABA CITy>)KEOHHUTE CH 33 IbJDKCHUSI C BHUMAHHE KbM 3allUTaTa
Ha YyBCTBUTEJIHA HHGOpMaLUs

e Och3HaBa coOCTBEHATa CH OTTOBOPHOCT IpU OOpaBeHe ¢
MH()OPMAIIMOHHH aKTUBH

Pesyarar ot yuene 7.2

[Mpuiara eTnaHr HOpMH U TIPOGECUOHATTHO TTOBEICHUE TIPpH paboTa ¢
HH(pOPMAITMOHHYU peCypCH

3Hanud

e OnucBa 3HAUEHHETO HA ETUYHUS KOJAEKC B c(pepara Ha
MH(GOPMALIMOHHUTE TEXHOJIOTHH

e II3peka OCHOBHUTE MPUHLIMIIK HA MPOQECHOHATHATA €THKA!
JI00POCHBECTHOCT, OTTOBOPHOCT, TIOBEPUTETHOCT

e [lo3naBa BUIOBCTC HCITPABOMCPHO IMOBCACHUC - IIIMMMOHANK,
YMUIIUICHO U3TUYAHC HA I/IH(bOpMaI_[I/IFI, HCOTOPHU3HUPAH JOCTDBII

e JleuHupa TepMuHM KaTo "BhTpellIHa 3amiaxa', "31noynorpeda cbe
ciry>ke0eH gocThi"

e OmmcBa MMOCJICACTBUATA OT CTUYHU HAPYIICHUSA - ATUCHUILIIMHAPHU,
AIMUHUCTPATUBHU, HAKA3ATCIITHAU

e 3Hae Kora u Kak CJI€ABa Ja CMIHaJIW31pa 3a HApyLUICHUEC

e Paszmno3naBa MOBEACHUETO, KOCTO 3acCTpallaBa MHTCITPUTETA Ha
cucreMara njn €KHuIia

YMmenns

e Cra3Ba BBTPCIIHU IIpaBuJIa 3a CTUIHO INOBCACHUC U 3alllUTA HA
nHpopmarusTa

e PasrpanuyaBa J0MyCTUMHU U HEJOIMYCTUMHU JEHCTBUS TPU JOCTBHII JI0
IaHHA

° I[GMOHCTpI/Ipa CTUYHO MMOBCACHUC TP KOMYHHUKAIUA C KOJICTH,
KIIMCHTHU, BbHIIIHH JIMIIA

e V3105138 Ci1y’keOHU pecypcH camo I10 MpeHa3HAYCHHE

e O0sCcHSIBA JIENCTBUATA CU npu Ha6J'IIOJICHI/Ie Ha HCCTUYHO UJIN
PHUCKOBO IMMOBECACHHUC

e J[oKJIaJBa 10 YCTAaHOBEH peJl 32 CbMHEHUS 34 HAPYILICHUS




e [Ipennpuema OTTOBOPHU IEUCTBUS 3a IPEAOTBPATABAHE HA €TUYHHU U
MH(POPMALIMOHHN HApYyLICHUS

KomMmnerenTHocTH

e I3mbiHABA City)keOHHUTE CH (DYHKIMH C BICOKA CTETIEH Ha JINYHA U
npogeCuoHAIIHA OTTOBOPHOCT

e YyacTBa B U3rpa)/1aHETO Ha KyJITypa Ha JOBEPHE, CUTYPHOCT U
€THKa B pa0OTHUS €KHII

e [lojyrbprka TMYHA M OPraHU3aMOHHA PEIyTaIUs Ype3
n00poChBECTHA paboTa

Pe3yarar ot yuene 7.3

[Ipwiara BETPEIIHATE TIOTUTHKY 32 CUTYPHOCT U TTOBEJICHHE TIPH
pabora ¢ nHOOPMAITMOHHN AKTHBH

3Hanus

e [To3HaBa cTpyKTyparTa U ChbABPKAHUETO HA BBTPELIIHUTE TOJIUTUKHU
3a UHPOPMALIMOHHA CUTYPHOCT

e 130posiBa KIIOYOBU OPraHU3AIMOHHU JOKYMEHTH: MOJIUTHKA 32
MapoJIH, MpaBuiia 3a JOCTHII, MPOLEAYPH PU UHITUACHTH

e OnucBa MoHATHETO "KJIac Ha YyBCTBUTEIHOCT HAa MH(popMmanusaTa" u
Kak ce 0003HavaBa

¢ Pa3no3naBa npaBuia 3a paborta ¢ HocuTenu Ha uHpopmarus - USB,
BBHIIIHU JUCKOBE, CIIOJICIIEHU YCTPOUCTBA

e [lo3HaBa cTHIKKTE 32 JOKJIAJBAHE HA HAPYIICHHE
e O0sicHsBa poJsiTa Ha ciayxuTenute no curypaoctra (CISO, DPO)

e PaznuuaBa crangapTHH npolexypu npu onboarding u offboarding na
CITYKHUTEIIN

YMmennst

e Crie1Ba IpoOLIEAYPUTE 3a 3alllUTa HA aKTUBH CIIOPE]] YCTAHOBEHUTE
IpaBuJIa

e Cria3Ba OrpaHMYCHUSTA 32 U3IOJI3BaHE HA JTMYHU/BHHIITHH
YCTpPOMCTBA B 3allIMTEHA Cpeaa

e [TombiBa U ChXpaHsABa PErUCTPALMOHHU (POPMYIISIPH, CBBP3aHU C
JOCTBII U CUTYPHOCT

e [Ipunara no6pa npaxkTuka npu 0OMeH Ha HHPOPMAaLUs BBTPE U
U3BBH OpraHu3anusara

e 113110113Ba NPaBUIIHO CUCTEMH 32 CIIyKeOHa KOMYHUKaIMs (BKIL.




KpunTtupanu kaHainu, VPN)

e Pearupa cpriiacHO yKa3aHUATa IPU CbMHEHHE 3a IPOOUB WU
HEOTOPHU3UPAH JI0CThII

e JlokagBa CBOEBPEMEHHO MHIIMAEHT YPE3 YTBBPACHHS KaHAI

KoMnerenTHocTH

o I[CﬁCTBa OTIr'OBOPHO U C'BO6pa3CHO C BbTPCIIHATA ITOJINTHUKA 3a
CUT'YPHOCT Ha OpraHu3anusTa

o Hozmbpxca CBbOTBCTCTBUC C UBNUCKBAHUATA HA JJIBKHOCTTA, CBbP3aHU
C MOBCPUTCIIHOCT U 3alllMTa HA JJaHHU

o CLHeﬁCTBa 3d U3rpaKaaHe Ha KYJITypa Ha ClIa3BaAHC HAa CUTYPHOCTTa
B CKHIIA

Kpurepun 3a onensiBane
Ha EPY

UYact no Teopus Ha nipodecusita:

e JledbuHupa OCHOBHHUTE IPUHLIUIIK HAa MH(POPMAIIMOHHATA CUTYPHOCT -
KOH(UICHIIMATHOCT, ISUIOCTHOCT, HATUYHOCT

e [IpeacraBs eTHUHUTE HOPMH U TTOBEJICHUETO, OYAKBAHO MPH paboTa ¢
udpoBa UHGOpMAIH

e O0scHABA PoJIsiTa Ha BBTPCHIHUTE IMOJIMTUKU 3a CUT'YPHOCT

e PasrpannyaBa ciry>keOHO ¥ HEETHYHO TIOBEJICHHE TIpU OOpaBeHe ¢
nHpopmanus

e nentudunupa OCHOBHU IpaBuiia 3a padoTa ¢ KiIacupHUIpaHa Win
4yBCTBUTEIHA MH(POpManus

e [lo3HaBa nporeca Ha TOKJIaIBAHE HA UHITUACHT U TPABHUTE
MOCJIEACTBUS OT HAPYLICHUE

Yact no mpakTHKa Ha npodecusra:

¢ O1ieHsBa peajiHa WM CUMYJIMpaHa CUTyalus U uAeHTuduurpa
NOTEHIMAJIEH PUCK 32 HH(POPMALIMOHHATA CUTYPHOCT

o HpI/IJ'IaFa IMPaBUJIHO MOACIT HAa IMMOBEACHHUE TP KOHTAKT C
YYBCTBUTCIIHU JaHHU

e V[30mpa moaxoas11l HAYKMH 32 Peaknus IPH HEETUYHO TTOBE/ICHNE B
paboTHa cpena




° I[GMOHCTpPIpa MU3I'BJIHCHUEC Ha I[GI\/'ICTBI/ISI CbI'JIaCHO BBTPCUIHA
mnpoucaypa nmpu HHOUACHT - IIOIIbJIBAHC HA JOKJIaZl, KOMYHUKAIHA C
OTTOBOPHO JIUIIC

e 310s13Ba 3alIUTEHN METO/IU 32 CIIOJIEIISIHE WM TIpe/laBaHe Ha
uHpOopManus

e CrieiBa OpraHM3allMOHHA MOJIMTHKA MPH paboTa ¢ MPEHOCUMHU
HOCHUTEJIM U IUYHHU YCTPOMCTBA

CpeacrTsa 3a oueHsiBaHe

UYact no Teopus Ha nipodecusita;
e [lucmeH u3nuT
YacT no mpaktuka Ha npodecusTa:

e lI3mbHeHne HA MpaKTUYECKa 3a/1a4a 10 MHAUBUIYAIHO 3aaHue 10
IPAKTHKA

EPY 8

YﬂpaBneHne HAa HACHTUYHOCT 1 J0CTHII

Pesyarar ot yuene 8.1

Pa3zno3zHaBa 0OCHOBHUTE IIPUHITUIIN Ha YIIPAaBJICHUC HA HACHTUYHOCT 1
KOHTPOJ Ha JOCTHII B I/IH(l)OpMaI_[I/IOHHI/I CHUCTCMH

3Hanug

e Jlepunupa nmousarusTa "uneHtTudukanus”, "aBTeHTHKAIUA",
"aBropuzanus"

e 1130posiBa OCHOBHUTE BUJI0BE MOTPEOUTENCKU UJIEHTUYHOCTH U POJIU
e O0scHsABa MpUHIMIIA HA "MUHUMaIHU nipaBa” (least privilege)
e OmmcBa ponesu mojenu 3a 1octoil (RBAC, ABAC)

e [locouBa pa3nukaTa MeXay JIOKaJeH U LIEHTPaJIeH KOHTPOJ Ha
JOCTBI

e Ha3oBaBa OCHOBHM TEXHOJIOTHH 3a UICHTU(UKALINS U JOCTHIT -
norpeburen/mapona, PIN, TokeH, kapra, bmometpus

e PasrpannvaBa THIOBETE MOTPEOUTEIH - AJIMUHUCTPATOPH,
OOWKHOBEHU, TOCTH U CITY)KEOHU aKayHTU

YMmenust

e PaznnuaBa HuBa Ha J0CTBII CIIOPCA POJIM U OTTOBOPHOCTHU
o CpaBHﬂBa MCTOJH 3a aBTCHTHUKAIIUA

L] I/I36Hpa nmoaxoJdmia aBTCHTUKAIMOHHA TCXHUKA CIIPSAMO KOHTCKCTA




e OO0scHsABa Mpolieca Ha 3asBKa, 0100pEeHUE U aKTUBHPAHE Ha JOCTHII
e Boau cnuchk ¢ OTpeOUTENH U TOCTBIIHU PECYPCH
e PasrpannvaBa moTeHIMAIHN cIa00CTH B KOHTPOJIA HA JIOCTHIT

L] I[OKJIaI[Ba HCCHOTBCTCTBUC B IIpaBaTa UJIM HCOTOPU3SUPAH NOCTHII

KoMmnerenTHocTH

e Cria3Ba mpaBuJiaTa 3a JOCTBHII U 3alliTa Ha HHPPACTPYKTYpa,
CUCTEMU U JaHHU

o [Ipunoxumo n3non3Ba UACHTU(GUKAIIMOHHU CUCTEMHU IIpU paboTa ¢
UH(GOPMAIIMOHHH aKTUBH

o Hoz[ubpn(a IMOBEPUTECIHOCTTA U LICJIOCTTA HA JIMYHUTE CU
I/II[GHTI/I(I)I/IKaI_[I/IOHHI/I JaHHHU

Pesyarar ot yuene 8.2

M3non3Ba TeXHOIOTHH 3a ABTCHTHUKAIIUA U MHOT'OCJIOMHA 3aluTa Ha
JOCTBII

3Hanug

e Onucsa npuHIMIia Ha MHOTO(akTopHa aBTeHTHKaUs (MFA)

e 1130posiBa akTopuTe HA ABTCHTUKAIIMS: 3HAHHE, IPUTCIKAHUE,
onomeTpus

e OO0sicHsIBa MPUJIOKEHUETO Ha TOKeHH, cMapT kaptu, OTP konose

¢ Paszno3HaBa Bb3MOXXKHOCTH U OrpaHHUYCHUSA HaA 6I/IOMCTpI/I‘-IHI/I
CUCTEMH

e [lo3HaBa 0OCHOBHU PUCKOBC ITPU HE3AIMUTCH JOCTBHIL

e [locouBa BB3/1EHCTBUETO HA HE3AIIUTEHA aBTCHTUKAINS BbPXY
CUTYPHOCTTA

o Pa3rpaHI/Iana ABTCHTUKAIIUS B JIOKAJIHA MPCKa U B obnayHa yciayra

YMmenns

o AxtuBupa MFA 3a nanen akayHt
e HactpoiiBa 6a30Bu mapaMeTpu 3a BXoj (I1apoJiia, pe3epBeH J0CTHIT)
e /13110:13Ba aBTEHTUKALIMOHHU TIPUIIOKEHUS

e M3nos3Ba kpunTupanu kananu npu Bxoa B cucremu (VPN, SSH,
HTTPS)

¢ PaznnyaBa NErUTUMEH OT CbMHUTEJICH OIIUT 3a BXOH




e [IpoMeHs 1 ynpaBisiBa MapoJINTE CU CIIOPE] BETPEIIHM ITPAaBHUIIa

e [Ipuara opranu3aniioHHa NOJIUTHKA 32 "CUTYpHA HAEHTUYHOCT"

KomMmnerenTHoCcTH

e J/leMoHCTpHUpa CIOCOOHOCT /1a yNpaBisiBa AOCThIIA CU B PAMKHUTE Ha
OpraHu3aIusTa

e II3pIHSBA }leﬁCTBHH C MIOBUIICHO BHUMAHUEC ITPHU aBTCHTUKAIIA

L Hozlm,pn(a TCXHUYCCKA U CTUYHA XUT'MCHA ITPU BXOJA B CUCTCMU

Pe3yarar ot yuene 8.3

JlokyMeHTupa 1 npujiara npaBuiia 3a yrnpapjieHHe Ha HOTPEOUTETHN U
WJIEHTUYHOCTHU

3Hanus

e 1130posiBa OpraHU3allMOHHH MIPOIIETyPH 32 PETUCTPAIHS U
JCPETUCTPAIS Ha TIOTPEOUTEIH

e OnucBa TUIIMYHUS )KU3HEH LIMKBI HA OTPEOUTEIICKH aKayHT

e [lo3HaBa NPUHIMINTE HA IOCTHIIA IO 3asiBKa U 0JJOOpEeHHE

e Pa3nuyaBa OCHOBHM KaTeropuu Ha 4UyBCTBUTEIHA HHPOpPMALIUS

e Mapkupa 3a1b/DKEHUATA Ha TOTPEOUTENNUTE IO BHTPEIIHU MOIUTHKU
e O0siCHsIBa POJISITa HA AIMHUHUCTPATOPHUTE IO AOCTHIIA

e [lo3HaBa m3uCKBaHUATA 3a OOWT U MPOCICAUMOCT

YMmenns

o IlomrbnBa 3asBKa 3a C’b3,£[aBaHe/Hp0MSIHa Ha HOTpCGI/ITCJ'ICKI/I JOCTBII

e Ch3aBa U aKTyaIM3upa PETUCTPALMOHHH (DOPMHU WU CTIPABKU 3a
JOCTBII

e CpaBHsiBa CIIMCHK HA PEATHU U PETUCTPUPAHU MOTPEOUTENN

e OTKpHBa akayHTH 0€3 BaJMIeH COOCTBEHHUK MM HYXJa OT
JI€aKTUBUPAHE

¢ JlokyMeHTHpa UHLIUJEHT, CBbP3aH C HEIPAaBOMEPEH JI0CTHII
e M3nos3Ba mabia0Hu U GOpMYJIISIpU, ChITIACHO BHTPELIHUTE TPaBUIIa

e CpieiicTBa 3a BHTPEUIHN OJUTH 10 JOCTHII

KoMnerenTHocTH

e CmazBa yYCTaHOBCHATA IpoucaAypa 3a aAMUHUCTPUPAHC Ha JOCTHII

e ["apanTHpa OTYETHOCT U MIPO3PAUYHOCT MPH padoTa ¢ MOTPEOUTEICKU
npaBa




e PaboTu B €KHUTI CHC CUCTEMHU aJIMUHUCTPATOPH U CTICIIHAIIUCTH 10
CUTYPHOCTTa

Pe3yarart ot yuene 8.4

[Tpunara opranu3anys ¥ KOHTPOJ Ha (PU3HYECKUS TOCTBIT 1O
MHGOPMALMOHHU PECYPCH

3Hanus

e OO0sICHsIBa 3HAUEHUETO Ha (U3MYecKaTa 3allluTa Ha CbPBbPHU U
KOMYHHKAI[HOHHU 30HU

e I130posiBa cpencTBara 3a KOHTPOJI Ha PU3UUECKH TOCTHII - KapTH,
MIUHOBE, OMOMETPHS

e [lo3HaBa pUCKOBE OT HEKOHTPOJIUPAH JOCTHII 10 TEXHUUECKH
MOMEIICHUS

o MapKHpa IMOJIMTHUKATA 3a JOCTBHII A0 ITOMEIICHHA C OIrPpaHUYCH
JOCTBII

e PasrpannyaBa THUIIOBE 30HU CIIOpPE]] KPUTUYHOCT (CBOOO/IEH,
KOHTPOJIMPaH, 3alIUTEH JTOCTHII)

e [Jo3HaBa TEXHUKHUTE 32 PEruCTprUpaHEC U JIOTBAHC HA JOCTHIIA

e 1130posiBa felicTBUATA IPU 3aCHYaHe Ha HEOTOPU3HPAH AOCThII

YMmennst

e Pa3nuyaBa HUBa HA PU3UUECKHU JOCTBHI MO JUTBKHOCT U pa3pellieHue
e I13n0113Ba cpeicTBA 3a JIETUTUMALUS B KOHTPOJIMPAHHU 30HU

e Cries1Ba MPOTOKOJ MPH BHBEXKIAHE HA MMOCETUTEI MM BHHIITHA
poBepKa

e [JombiBa 3anuc B THEBHUK 32 JOCTBII
e JloxiazBa CbMHUTEIHA AKTUBHOCT B YyBCTBUTEIHA 30HA
e Cp0mr0/1aBa MPOIYCKATETHUS PEXKUM CIIOPE]l BbTPELIHH MpaBuia

e [Ipuara ykasaHusi mpu aBapyH, MOKapy WM HHIUACHTH C
(U3HYECKU TOCTHII

KoMnerenTHocTH

e [Ipnara KOHTpOIMpPaHa U OTYETHA NMPAKTUKA MPH (PUIUUECKHS
JOCTBII 10 HTU(POBU aKTHBH

e YyacTBa B MOAABPIKAHETO HA CUT'YPHA Cpeaa B 30HUTE C OIrPaHUYUCH
JOCTBII

L Pearnpa AJICKBATHO IPpU MHIUACHT HUJIM HAPYHICHUC HaA (bI/IBI/I‘lCCKaTa




CUTYPHOCT

Kpurepun 3a ouensiBane
Ha EPY

UYact no Teopus Ha nipodecusiTa;

o I[e(i)I/IHI/Ipa MOHATHUECTO 3a YIIPABJIICHUC HA HACHTHUYHOCT, JOCTBII U
ABTCHTUKAIIUA

e I13m013Ba TUOBE CUCTEMHU M TEXHOJIOTHHU 3a YAOCTOBCPABAHE

e [IpencraBs npoueaypure 3a perucTpupaHe, OUT U KOHTPOJ Ha
NOTPEOUTEIICKH JTOCTBI

e O0sICHSIBAa MPUHITUIIATE 32 KOHTPOJ Ha (PU3UYECKUSI TOCTBHII 10
YYBCTBUTEIHHU PECYPCH

Yact no mpakTHKa Ha npodecusra:
e Kondurypupa npodut u onpenens pois B iudpona cpena
e JleMOHCTpHUpA U3MOI3BAHE HA TOKEH/MHOTO(AKTOPHA aBTCHTHKAIIHS
e [lonbyiBa TOKYMEHT 3a Ch3aBaHe/IpeKkpaTsiBaHe Ha TOCThII

e CniesiBa mpaBuiia 3a (PU3MYECKU JOCTBII U MOIMBJIBA PErUCTPALIMOHEH
KypHaI

CpeIlCTBa 3a OlICHABaHE

Yact mo Teopus Ha nipodecusita;
e [Tucmen m3nur
YacT o npakTrKa Ha npodecusiTa:

e I3rpIHEHNE HA IMpaKTUICCKaA 3aJavda 110 HHANBUAYAJIHO 3aJaHUC I10
IIPpAKTHUKA

EPY 9

Hpuﬂomeﬂne Ha 3AaIIMTHU TEXHOJOI'IH

Pesyarar ot yuene 9.1

Pasno3HaBa OCHOBHUTE 3alUTHU TEXHOJIOTUH 32 HH()OpMAITMOHHA
CUT'YPHOCT

3Hanud

e 1130posiBa OCHOBHHUTE KJIACOBE 3aIIUTHU TEXHOJIOTHUHU: aHTUBUPYCH,
samutHA cteHu, IDS/IPS, npokcu cvpBBpH, QruiTpu 3a
ChAbpKaAHUE

e OmnmcBa (I)yHI(I_[I/II/ITC Ha aHTUBHUPYCHA CUCTEMaA U MMOAXOAUTE 3a
OTKpPHBAHEC HA 3JIOBPCIACH KO

e Jlepunupa nonaruero "paitbpyon" u BumoBeTe MpaBuia 3a Tpaduk




e PasrpanndaBa MpexoBo-0a3upaHa M XOCT-0a3upaHa 3alura
e O0GscHsBa moHATuATa "0s41" M "UepeH cuuchK"
e [IpencraBs posdta Ha MPOKCU ChbPBBHPU U yeO duinTparus

e [To3HaBa MNPUHOUIINUTC HA MOBCACHYCCKHU U CUTHATYPCH aHAJIN3

YMenus

¢ Pasmo3naBa 3alMUTHUTE TEXHOJIOTUU B AaJICHA Cpeaa
e Omnucea I[GﬁCTBHGTO Ha BCAKa TCXHOJIOTUA CIIPAMO 3aIlllaXn

o HpI/Inara 3alllUTHU TEXHOJIOTHH B IOAXOAAIIA CUTyallus CIIPSAMO
KOHKPCTHUTC 3aIllJIaXn

o I/IHTepnpeTHpa BSaHMO,Z[CﬁCTBI/IeTO MCXKAY pa3IMdHU CJIOCBC HA
3almuTa

e 3B71ya ocHOBHA MH(POPMAITHUS 32 ChCTOSHUETO Ha CHCTEMATa OT
3anmUTeH copTyep

L] CpaBHHBa XAPaAKTCPUCTHUKU HA AJITCPHATUBHU PCHICHUA

e O0sACHIBa KaK KOMOMHALMS OT 3alllMTHA TEXHOJOTHHU Ch31aBa
cJIoecTa 3amura

KoMmnerenTHocTn

e JleMOHCTpHpa pa30upaHe 3a OCHOBHATA apXUTEKTypa Ha CUCTEMHTE
3a 3alMTa Ha HHPOopMaIusaTa

e Moxe f1a yuacTBa B MOIbpKaHE HA MHOTOCJIOWHA 3aIllUTHA
nHGpaCTPyKTypa

Pe3yarar ot yuene 9.2

Kondurypupa u n3nonssa 0a30BU aHTUBUPYCHH U MPEKOBU 3alIUTHU
CHUCTEMU

3Hanus

e [locouBa (hyHKIMUTE U MOAYJIUTE HA aHTUBUPYCHA Mporpama

e Jlebunupa paznuka MexIy CKaHupaHe Ha (aiiyoBe, mamer,
CTapTUPAIIH MPOIECH U yeO aKTUBHOCT

e OmrcBa HACTPOWKHUTE HA MIEPCOHATICH (PailbpyoIT
e PasrpannyaBa paspenieH/3abpaHeH Tpapuk
e 1130posiBa IeHCTBHSITA TIPU 3aceueHa 3ariaxa

e [lo3HaBa TuIoBeTE JIOTOBC, KOUTO I'CHCPUPAT 3aAITUTHUTC CUCTECMHU




e O0sCHsIBa KaK c€ HACTPOMBAT aBTOMATUYHHU aKTyalIN3aluy Ha Oa3uTe
ChC CUTHATYPH

YMenus e MHcTanupa 1 KOHQUTypupa aHTUBUPYCEH cOPTyep

e I3BBpIIIBAa IBJIHO U YACTUYHO CKAaHUPAHE

e HactpoliBa aBTOMaTH4HO MOBEACHUE MTPU OTKPUBAHE HA 3arljiaxa
e Kongurypupa 6a30Bu npasuia BbB Gailbpyos

e PaspemaBa/3abpaHsiBa IporpamMu WA TOPTOBE

e I13B11MYa JIOrOBE U TU AHAIM3HUPA 32 UHIUACHTU

e 1I3BBpIIIBa PYTUHHH NPOBEPKH U OOHOBJICHUS

KoMmnerenTHoCcTH e CriazBa YTBBPACHUTC IMPaBUJid 3@ TCXHUYCCKA CUTYPHOCT

e CaMOCTOATETHO MOIbPIKA 3aIIUTHUTE CPEJICTBA B CBOSI U MPEXKOBA
paboTHa cpena

o I[OKJ'IaIlBa HaBpPEMC IIPHU CbMHCHUC 3a OTKIIOHCHUC WJIN 3aIljlaXxa

Pesyarar ot yuene 9.3 Pabotu cbve cuctemu 3a puIITpUpaHE U KOHTPOJ Ha yeO JOCTHIT

3HaHuA e Jlepunupa nouarusTa "mpokcH chpBBp", "duinTpanus Ha
chabpxkanue', "0okupane Ha yebcaiitose"

e OmnucBa Bb3/ICHCTBHETO HA (PUITPU BBPXY CUTYPHOCTTA U
IIPOU3BOAUTEIIHOCTTA

e 1130posiBa MOAXOAUTE 32 KATErOpU3alus Ha CAalTOBE

e O06scHsBa kakBo € DNS ¢unrpupane

e [To3HaBa MHCTPYMEHTHUTE 32 POAUTEIICKHA/KOPIIOPATUBEH KOHTPOI
e Onucsa 6a3oBu HacTpoiiku Ha URL ¢untsp

] PasrpaHI/Iana IMOJI3BBAHCTO HA 3allIlMTCHU U HE3AIIWUTCHU BPH3KU
(HTTP/HTTPS)

Ymenus e Kondurypupa punrpupane Ha cbAbpKaHUE Ype3 aHTUBUPYC/TIPOKCH

e Cb3/1aBa CIUCHIM ¢ OJOKUpaHU/pa3pelIeH aipecu




e 1310:13Ba aIMHHUCTPATHBEH MTAaHEI 32 MOHUTOPUHT Ha Tpa(uK
e [IpoBepsiBa DNS ¢uiThp 3a 3aceueH pUCKOBU JI€CTHHALUI

e HaGiro1aBa moBeICHUETO HA MTOTPEOUTETN Ype3 HATUIHUTE
WHCTPYMEHTH

e [IpomeHns npaBuiIa Mpu HEOOXOAUMOCT U IO 33/1aJIEHU KPUTEPUU

e O000MImaBa pe3yaTaT OT OJIOKUPAHU TOCTHITN

KoMnerenTHocTH

e [lonabpka OCHOBHU MEXaHU3MH 3a ye0 3aluTa B MOTpeOuTeICKa
i yyeOHa nudposa cpena

e CpjeiicTBa 3a OrpaHMYaBaHE HA 3JI0BPEJICH JOCTHIT JO UHTEPHET
ChAbpKaAHUE

e JloxnazBa OIOKMPAaHU/PUCKOBU aKTUBHOCTH, YCTAHOBEHH Ype3
buiTpupania cuctema

Pesyarar ot yuene 9.4

[Ipunara 3amUTHU TEXHOJIOTUH 32 (U3MYECKA CUTYPHOCT B KOHTEKCTa
Ha KHOSPCUTYPHOCTTA

3Hanuga

e Jlepunupa possara Ha pu3HUECKaTa CUTYPHOCT KaTO 4acT OT
ISUIOCTHATa MH(OPMAIIMOHHA CUTYPHOCT

e 130posiBa 3alIUTHU TEXHOJIOTHH 32 (PU3UYECKH TOCTHII: €IEKTPOHHU
kioyoBe, RFID, GnoMeTpuyHu CKeHEpH, BUICOHAOIIOICHHE,
aJJapMCHH CHCTEMHU

e OnucBa pUCKOBE OT HEOTOPU3HPAH GUZUYECKU JOCTHII JO MPEXKOBU
U CBPBBPHH PECYPCH

o PasrpaHanBa 30HHU C PA3JIMYHO HUBO Ha AOCTHII U TAXHOTO
TEXHOJOTHYHO 00C3IeUYaBaHe

e O0sCHSBA MPUHIIMIIA HA "KOHTPOJIHA TOUYKA 3a JocThIl" (Access
Control Point)

e [IpencraBs B3auMOIEHCTBUETO MEXKAY IIU(PPOBU CUCTEMHU U
¢dusnuecka oxpana (Hanpumep SIEM + cuctemu 3a J0CTHI)

e [Jo3HaBa IIPUHOUIINTE HA JIOTBAHC U MPOCICAUMOCT IIPpU (1)H3PI‘-I€CKI/I
JOCTBII

YMmennst

e PaboTH ¢ TEXHOJIOTHH 3a KOHTPOJ Ha (1)I/I3I/I‘ICCKI/I JOCTBII 1O
YYBCTBUTCIIHU 30HU




e 113n10113Ba €EKTPOHHU UIEHTU(UKATOPU (KapTHU, TOKEHH, THHOBE)
IPY KOHTPOJIMPAHO PEMHHABaHE

e Pearupa npu anapMeH CUTHAJ WM HEOTOPU3HPAH PU3NYECKHU OIMUT
3a OCTBII

o [logabpika 3anuc 3a GU3MUECKU JOCTHI 10 OMEIICHUS U
YCTpOWCTBA

e O0sicHsBA MpaBWiIaTa 332 KOMOMHMpaHa 3amuTa (pusnaecka+
Joruyecka) B Hudposa cpena

e [IpoBepsiBa 1 OTUMTA CHCTOSTHUETO Ha YCTpOICTBaTa 3a pusndecka
3amuTa (eJIeKTPUUECKU 3aKII0UBAHNUS, CEH30pHU, BUICOKAMEPH)

o I[OKJ'IB.I[BEI WHIIMACHTHU UJIM CbMHCHUA 3a 3a00MKaJIsIHe Ha (bI/ISI/I‘IeCKI/I
3alllUTH

KoMnerenTHocTHn

e [Ipunara nporeaypu 3a KOHTPOJI Ha (PU3HUECKUS JOCTHII 10
MH(GOPMAIMOHHH U TEXHUYECKU PECypCcH

e PaboTu CbBMECTHO € €KUIIH 110 OXpaHa, TEXHUUYECKa MOAIPBKKA U
KHOEPCUTYPHOCT MPHU OCUTypsIBaHE Ha 3aIlUTa

e OcurypsBa IpocieAUMOCT U OTTOBOPHOCT IIpH paboTa B
KOHTPOJIMpaHa 30Ha

e [Tonabpika KyJiTypa Ha BHUMAaHUE U OTYETHOCT IIpU paboTa B
MOMEIICHHUS C KPUTHYHH WH(GOPMAITMOHHN U IH()POBU aKTHBH

Kpurepun 3a onensiBane
Ha EPY

UYact no Teopus Ha nipodecusita:

e /leprHMpa OCHOBHUTE KJIACOBE 3AIUTHH TEXHOJOTHH U TIPUHIIUITATE
UM Ha paboTa B Kubepcpena

e O0sicHsIBa pOJIsITa HA MHOTOCJIOMHATA 3alllMTa ¥ IPUHLUIINTE 32 yeo
¢buITpanus 1 KOHTPOJ HA ChIBPKAHUETO

e [IpencTaBs B3aMMOAEHCTBUETO MEX/1y JIOTHUECKA U (hru3nyecka
CUTYpHOCT TIPH 3aIUTa Ha HH()OPMAIIHOHHH PECYPCH

Yact no npakTHKa Ha npodecusTa:

e Kondurypupa antuBupyceH coryep WM 3alllUTHA CTEHAa C OCHOBHU
HAaCTPOMKH 32 CUTYPHOCT




e II3B11MYa U UHTEPIPETHPA JAHHU OT JIOTOBE WJIM CUCTEMHU 38 KOHTPOJI
Ha JIOCTBI

L] Hpnnara TCXHOJIOTMYHHU CPCACTBA 3a 3alllTa B CUMYJIMpaHa
CUTyalys, BKIITOUUTCIHO IIPpU MHIUJCHT C (1)I/I3I/I‘16CKI/I JOCTBII

Cpe}ICTBa 3a OLICHABAHE:

YacTt no Teopust Ha mpodecusra:
e [Tucmen m3nur
UYact no npakTuka Ha npodecusiTa:

e lI3mbHEHNE HA TPaKTHYECKa 3a/1a4a 10 HHAUBUAYATHO 3aJaHHUE TI0
MPAKTHKA

EPY 10

MOHHTOpI/IHF H OTKPpHUBAHC¢ HA MHIU/ICHTH

Pe3yarat ot yuene 10.1

Pasmo3naBa 0oCHOBHH MU3TOYHHIIH HA I/IH(l)OpMaIII/ISI 3a CbCTOSIHHUETO Ha
MPCKU U CUCTCEMU

3Hanus

e 1130posiBa OCHOBHUTE M3TOYHUIIM HA JAHHU 32 HAOJIO/IEHUE - JIOT
¢aiinoBe, CHCTEMHU CHOOIICHUS, aTapMU

e Onucsa ynkmusata Ha SIEM, IDS/IPS 1 MOHUTOPUHTOBU KOH30JIH

e O0scHaBa OoHATUETO "chOUTHE" U "UHLIMIEHT" B KOHTEKCTA HA
nH(popMaImoOHHATa CUTYPHOCT

o Pa3rpaHI/1ana HHUBAa Ha KPUTUYIHOCT HaA aJIapMU U U3BCCTHUA

e [To3HaBa OCHOBHH TTApaMETPH HA HOPMAITHO TIOBEICHHE Ha
cucTeMa/mMpexa

e Mapkupa KJII04YO0BH MHAMKATOpH 3a HapyieHue (Indicators of
Compromise - [0C)

¢ Paszno3HaBa JOTrUYECKH aTaKu CIIpsAMO aBTCHTHUKAIIUA, YCIIYTHU, HIIN
MPECXKOBA KOMYHHKAIUs

YMmennst

e Uete sior daitnioBe u uaeHTUPUIPAa OCHOBHU NTapaMeTpH (Aara,
W3TOYHHUK, CHOUTHE)

e Hapurupa agmunuctpatuseH naden Ha SIEM win IDS

e [IpoBepsiBa cTaTyca Ha ajapMa U s CpaBHSABA C HOPMAJTHUTE
CTOMHOCTH

o Pa3rpaHI/Iana (l)aJ'IIJ_II/IBI/I IMOJIOXKUTECIIHU OT pCaJlHU aJlapMU




e GunTpupa u coptTupa cbOUTHA MO BpeMe, YCTpOHCTBO, [P min
moTpeOuTEN

e O0sicHSIBA cCUTHAJ OT CUCTEMATa CIPsIMO KOHTEKCTa

e M3nom3Ba ocaoBHM 10C Kato KPHUTCPUH 3a aHAJIN3

KoMmnerenTHocTHn

e JleMOHCTpHpa OCH3HATO TMOBEACHUE TP HAOIIOICHUE HA
nH(bOopMallMOHHA UHPPACTPYKTypa

e [logabprka TOUHOCT U TIOCTIE0BATENHOCT NP paboTa ¢
MHCTPYMEHTH 32 MOHUTOPUHT

e CpielicTBa 32 HABPEMEHHO OTKPUBAHE Ha MOJJO3PUTEIHA AKTUBHOCT

Pesyarar ot yuene 10.2

[Ipunara npouenypu 3a aHaJIU3 ¥ IbPBOHAYAIHA OLIEHKA HA MHIUJIEHT

3Hanuga

e O0sicHABA MOCJICAOBATCIIHOCTTA IPHU OLCHKA HA MHIIUACHT -
I/II[CHTI/I(I)I/IKaI_[I/IH, aHaJIn3, KaTCropulanusi

e [lo3HaBa nousTusATa "BpeMe 3a peakuus', "eckananus”, "0bp30
orpaHnuyaBaHe"

L] I/ISGPO}IBa HU3UCKBAHHUATA 3a JOKYMCHTAIIUA U JOKJIAJIBAHC TTPpH
UHIIMACHT

e OmnmcBa KPUTCPUUTC 3a OLICHKA Ha B’bS,Z[GfICTBPICTO OT UHIUACHT

e [lo3HaBa crangapTHU CieHapHH 3a MpekoBH ataku (brute-force,
scanning, DoS u nip.)

e [locouBa 3HaueHHe Ha CBOCBPEMCHHOTO CUTHAJIM3UPAHEC

e PasrpannyaBa HHIMJEHT OT ONEPALMOHEH NMPOOIEM UITU
NOTpeOUTEICKa rPenIKa

YMmenuns

e AHanmu3upa ChIbpXKAHKUE Ha aapMa u (popMmyrpa XUImoTe3a 3a
CBHOUTHETO

e CbrocTaBs HAKOJIKO ChOMTHS 32 OTKpHBaHe Ha o0l1a MpUYMHA

e [lonbsiBa hopmysisip 3a MHIUACHT (1aTa, 3aCETHATH CUCTEMH,
OTIMCAHWE)

o ETI/IKCTI/Ipa HHOUICHTA CIIOPCI KPUTUIHOCT U BB3JCUCTBHE

e PemraBa ganu HHIUOEHTHT OMJIEKH HA €CKaIaLUs




° I[OKJ'IELI[B& CBOCBPEMCHHO KbM OTTOBOPHOTO JIMIEC UJIN CKUIT

e YyacTBa B IIBPBUYHO OT'paHN4YaBaHC HA JOCTbHIIA UK U30JIMPAHC Ha
cucreMara

KoMnerenTHocTH

e [lognomara HaBpeMeHHO UACHTH(HUIMPAHE U OTpaHUYAaBaHE Ha
HHIUJIEHTU

e PaboTu cwrizacHo OpTraHU3allMOHHUTC IPOLUCAYPU 3a CUTYPHOCT

o FapaHTI/Ipa TOYHOCT U NIOCJICIOBATCIIHOCT B aHAJIM3UTEC U JOKJIAJUTE

Pesyarar ot yuene 10.3

[Momabprka OTYETHOCT M KOMYHHUKAIUS TIPU HAOJIOICHUE U
CHUTHAJIM3UPAHE

3HaHudA

e 1130posiBa BUAOBETE JOKYMEHTH U 3aIMCH TIPH UHIUICHT - JIOTOBE,
bopmymsipu, THEBHUITH

e [lo3HaBa cTpyKTypaTa HAa HHUMIEHTEH JI0KJIA]l
e OO0sICHsIBa 3HAUEHUETO HA HABPEMEHHA M TOYHA KOMYHHKAIIHS

e Pa3no3HaBa KOMyHHKAIIMOHHN KaHAJIM (BBTPELICH TUKETHHT, e-mail,
KOH30JIHU U3BECTHS)

e OmnucBa npaBuIIaTa 3a MpejlaBaHe Ha YyBCTBUTENIHA HHPOpMAIU

e [TocouBa OTTOBOPHHUTE POJIH MU MHIMIEHTHA KoMmyHUKaius (SOC,
CIRT, CISO)

e [lo3HaBa nporegypuTe 3a ChbXpaHEHHUE Ha JIOKA3aTeJICTBA

YMenus

e [lomrbiiBa THEBHUK 3a HAOIIOAEHHUE U NEHCTBUSA

e 1I3roTBs KpaThK JOKIA/] 32 OTKPUT UHIIUACHT

e Cpo01maBa 1o 3a/1a71eH KaHal (BbTPEIICH TUKET, YCTHO, e-mail)

e [IpenaBa sICHO M KOHKPETHO HH(OpPMAIHSTA - KAKBO, KOTa, KBJIE, KaK
e CpxpaHsaBa CbOpaHHUTE JOKA3aTeNICTBA CIIOPE MpaBUiIaTa

e PaboTH B €KHII ¢ OCTAHAIUTE YYACTHUIU B MHIIMICHTHUSI OTTOBOP

L HpOCJ’IC,[[SIBa CJICABAIIN CTBIIKU CJIC CUTHAJIM3UPAHC

KoMmnerenTHocTn

e OcurypsiBa OTYETHOCT U MIPOCICTUMOCT MPU HAOITIOJCHUE HA
MH(GOPMAIIMOHHH CUCTEMHU




e CppeiicTBa e(DeKTUBHO B IIPoIIeca Ha UHIIUJIEHTEH OTTOBOP

e [Tonabprka KOMYHHUKALMS B YCJIOBUS Ha MOBHUILIEHO HANPEKEHUE U
pUCK

Kputepun 3a onensiBane
Ha EPY

Yact no Teopus Ha nipodecusita:

e Jlepunupa nmouaruero "MHGOPMAIIMOHESH HHIIUJACHT" B 00sICHSBA
paziuKaTa MeXIy ChOUTHE U MHIIUJICHT

e lI3pexa OCHOBHUTE N3TOYHHIIN 332 HAOJIIOICHHUE - JIOTOBE, ajlapMH,
curnanu ot IDS/IPS u SIEM cucremu

e OnmcBa mpoucaAypuTe 3a aHaJIM3, OLCHKA, JOKYMCHTHUPAHC U
CCKaJIMPAaHC HA THIIUACHT

Yact no npakTHKa Ha podecusTa:

e Pa3no3HaBa noTeHuManeH MHIKACHT B CUMYJIMpaHa paboTHaA cpeaa
(manpumep anapma B SIEM nanen)

e [lonbsiBa popmyssip 3a MHIUACHT ¢ TOUHA HHPOpMaIH (1aTa,
CUCTEMHU, OTHCAHUE, ICUCTBUS)

e VI3BBpp1IBa IBPBUYHA PEAKLIMS - CUTHAIIM3UPAHE, U30JIUPAHE,
MapKHpaHe Ha ChOUTHS, CIIOPE] OPTaHU3AMOHHN YKA3aHUS

CpeacrTsa 3a oueHsiBaHe

UYact no Teopus Ha nipodecusita:
e [lucmeH u3nuT
YacT no nmpaktuka Ha npodecusTa:

e II3nbHEeHne HA IPaKTUYECKa 3a/1a4a 110 MHAUBUAYAIHO 3aJaHUE 110
IIPaKTHKa

EPY 11

Peaknus IPA HHIUJICHTH U Bb3CTAaHOBJABAHE

Pesyarar ot yuene 11.1

Pa3no3naBa BUIOBETE MHIIUACHTH U MIPEANpHEeMa IbPBUYHU ACHCTBUS
MIpU KUOSPUHITUICHT

3HaHug

e Jlepunupa nmoHaTHETO "KMOSPUHIIMICHT" U Pa3IUIHUTE MY TUIIOBE
(malware, phishing, DDoS, HeoTopu3upan 1octsn u 1p.)

e O0sicHsIBa OCHOBHHUTE (ha3H HA )KU3HEHHSI IUKBI HA UHIIUCHTA:
UaeHTU(UKAINS, PEaKIUs, Bb3CTAHOBSIBAHE

o Pa3rne>1<ﬂa BUJOBCTC B’bSI[CﬁCTBHG OT HHIOMACHT - ITIO CUCTCMU,




YCIIYTH, TaHHH U OTPEOUTENN

e [lo3naBa koHIenIMATA 32 "Bpeme 3a peakiusa’ u "Bpeme 3a
BB3CTaHOBsIBaHE"

e 130posiBa BUAOBETE CUCTEMH U MHCTPYMEHTH, U3IIOJI3BAHU 32
OTKpPHUBAHE U YNPAaBJICHUE Ha UHLIUIEHTU

e OnucBa KpUTHYHU HHAMKaTOopH 3a poous (1oC) u nosenenue,
pas3nuyaBalo ce OT HOPMAIHOTO

e OO0sicHsIBa PUCKOBETE OT HEaJleKBaTHA WM 3a0aBEeHa PeaKIysl IpU
WHIUACHT

YMeHust e PasrpannvaBa HHIUJICHT OT HOPMAITHO CHOUTHE WJIH TPEIKA TIPH
pabora

e Pearupa npu anapma, Kato sl aHaJIu3upa U npearpruemMa
IpeBapuTesIHU JeHCTBUS

e YyacTBa B aKTHBHOTO HJICHTH(DHUIIMpaHe HA 3aceTHATAaTa CHCTEMa
WK TIOTpeduTeNn

e JlokagBa UHIIMAEHTA YPE3 ChOTBETHUA KaHAJ 3a €CKAJIAIMs
e [lomresiBa hopMyIsip ¢ OCHOBHU MapaMeTpH Ha UHITUICHTA

e CpaBHsiBa TEKYIIUS CIIy4ail ChC CTaHIAPTEH CIIEHAPUI Ha YECTO
CpelIaHu aTaku

e OnmcBa MMpEATIPpUCTUTC JEUCTBUS M CbCTOSIHUETO HA 3aCETHATUTE
CUCTCMH

KomnerentHocTHn e JleficTBa B CHOTBETCTBHE C BHTPEIIHATA MPOLIEypa 32 PEAKIIHs IPU
WHITUICHTH

o HpHnara HaBpEMCHHA U o0ocHOBaHa IIbpBHUYHA pCAKIUS IIPpU
HHIOUJICHTH B PAMKHUTC Ha IIPpaBOMOIIIUATA CHU

L CLHeﬁCTBa 3d Or'paHNYaBaHC HA CTUTC OT MHIUACHTA

Pe3yarart ot yuene 11.2 | M3onupa 3acerHatu CUCTEMH U ChACHCTBA MTPH OrpaHUYaBaHE Ha
VHLINJICHTA

3HaHus e 1130posiBa cTaHJapTHUTE METOIM 32 U30JIMPAHE HA 3aCErHaTU
YCTpOICTBa OT MpeXxara

e [l03HaBa KOMaHINUTE U AIMUHUCTPATUBHUTE CPEJICTBA 32




orpaHMYaBaHe Ha JOCTHIIA (JIOKATHO H MPEKOBO)
o Pa3rpaHI/Iana II'bJIHA U YaCTHUYHA U30JIalluAa

e OnrcBa OCHOBHH NOAXO/M 3a OJ0KupaHe Ha Tpaduk, [P agpecn,
NOTPEOUTENICKU NPODUIH

e OO0sICHsBA MOHATHETO "ChABPIKATETHA 30" TIPH
KopriopaTuBHHU yciayru (Hanpumep E-mail filtering, file blocking)

e Ilo3HaBa KPUTCPUUTC 3a OIPECACIIAHC HA TPUOPUTET IMPU UHIIUJACHT

e Omucna opraHu3anusaTa Ha KOMYHHUKaNUATa MCXKAY OTACIN IIpU
uHIMAEHT (SOC, pbKOBOACTBO U JIP.)

YMenus

e [IpexbcBa MpexoBaTa Bpbh3Ka Ha 3aC€rHATa CHCTEMa MPH HYXkK/1a
(Jtormueckyu WiH (PU3NIECKH )

e 3znon3Ba unrepdeiic va SIEM, IDS mmm npyr HHCTpyMEHT 3a
BPEMEHHO OJIOKMpaHe HAa KOMYHUKAIINH

e [IpeycraHoBsIBa aKTUBHU MTOTPEOUTEIICKU CECUU

e JlaBa npe10KEHNE 3a BPEMEHHO OIpaHUYEHUE Ha JIOCThIIA 10
yciyra

¢ JlokyMeHTHpa U3BBPIICHUTE ACUCTBUSA 110 U30JIMPAHE

e KoMyHuKHpa ¢ eKuna rno CUrypHoCT Ipu HEOOXOJUMOCT OT
JOITBJIHUTEITHU MEPKU

e Y4yacTBa B CECUH 32 OIICHKA Ha MPEANPUETUTE OTPAHUYUTEITHU
JIEUCTBUS

KoMnerenTHocTH

o I[eflCTBa CaMOCTOATCIIHO ITPU U3IIBJIHCHUEC HA 3a/1a4U 11O U30JIMPAHC
Ha CUCTEMHU

e Cria3Ba TakTUUYECKaTa MOCIEAOBATEIHOCT M KOOPAUHALUS TTPU
paboTa ¢ KpUTUIHH UHITUIACHTH

e PaboTu eKUIHO u C(I)CKTI/IBHO B ITMHAMHWYHA CUTyalusd

Pe3yarar ot yuene 11.3

[Tognmomara Bb3CTaHOBSIBAHETO U JIOKJIAJIBA PE3YIATATUTE OT UHIIUICHT

3Hanud

e O0sICHSIBA OCHOBHUTE MPUHIIUIIN HA BH3CTAHOBSIBAHE HA CUCTEMU
clie MHIIUJIEHT




e [lo3HaBa THUTIOBETE OCKBII - ITBJICH, MHKPEMEHTAJICH, TU(epCHIIATICH
e 130posiBa METOIM 3a MPOBEPKA HA [[EIOCTTA CIIE/ Bb3CTAHOBSBAHE

e OnucBa ChIBPKAHUETO HA (PUHATICH MHITUACHTECH JTOKIIa]

e OO0siCHsIBa KaKBO MPEACTABIISABA MIPOIIECa HA aHATH3 CIIE]] MHIIUICHT

e [To3naBa ocnoBute Ha Root Cause Analysis (RCA) nnu ananusa Ha
I'BPBOMIPHYNHUTE

e O0scHABA C’b06pa)KeHI/IHTa 3a IOBTOPHO BBBCIKAAHC B CKCIIOATAlIHA
Ha 3aC€rHaTa CUCTEMa

YMmenust

e [logmomara Bb3CTaHOBUTEITHHS SKUIT Ype3 MPEJOCTABIHE HA
uH(pOpPMaLUs OT JIOTOBE U ChOUTHS

e YyacTBa B MPOBEpKa Ha HOpMaTHaTa (PYHKIIMOHAHOCT CIIE]
BB3CTaHOBSIBAHE

e JIoKkyMeHTHpa BPEMETO U JEHUCTBUATA 10 Bb3CTAHOBSBAHE
e CppeiicTBa 3a uIeHTU(DHUIIPaHe HAa MTFPBONPUYMHATA HA WHIIAICHTA

e II3roTBsl KpaThK OTYET 3a NPEINPUETH ACUCTBUS, CPOKOBE U
pe3ynraTu

L] HOI[HOMaI‘a nmpomneca Ha TCCTBAHC HAa MCPKUTC 3a Bb3CTAHOBABAHC

e ChielicTBa IpU aKTyaIU3UpaHe Ha MpoLeaypH 3a ObIeIIo
MIpEA0TBpPATIABAHE

KoMmnerenTHocTH

e JleiicTBa ¢ BHUMaHUE KbM YCTOMYMBOCTTA Ha CHCTEMUTE U LIEJIOCTTA
Ha HHpOpMaIUITa

e YyacTBa B Mpolieca Ha yueHe OT UHIUIEHTHU U MoA00psBaHe Ha
CUTYPHOCTTa

o OCI/II‘ypHBa IpO3PavYHOCT U OTYCTHOCT HA NPCAIIPUCTUTE ,Z[eflCTBI/IH B
cTrara CJICa pCakuus Ha MHIIUIACHT

Kpurepun 3a ouensipane
Ha EPY

Yact no Teopus Ha npodecusTa:

e OmnucBa neifHOCTTa MO0 UACHTU(ULIMpaHe, OTpaHYaBaHE U
BBH3CTAaHOBSIBAHE cJie]l KHOSPHHIIUACHT, BKIIOUUTEITHO OLIEHKA Ha
BB3/ICCTBUETO U Ch3/1aBaHE HA UHIUACHTEH JTOKJIA]

JleduHupa npaBuiara, ykazaHusTa U €TalUTe Ha peaKiysl Py




MHIUJICHT B ChOTBETCTBUE C BHTPEIIHA IPOLEAYPA, PHKOBOJCTBO
WM HallMOHAJIeH/MeXayHapoeH ctannapt (Hanpumep NIST,
ISO/IEC 27035)

e [loguepraBa NpUMEpPHU TAKTUYECKU YKA3aHUS 3a ICUCTBUS IIPU
Pa3JIMYHU TUIIOBE HHIMJCHTH - HEOTOPH3UPAH JOCTBII, 3I0BPEACH
copryep, DDoS, ¢umunr u np.

Yact no npakTHka Ha npodecusTa:

e O0siCHSBA IEHHOCTTA MO MEPBUYHO UJICHTU(DHUITUPAHE U
JOKYMEHTUpPaHE Ha KHOCPUHIIUACHT, BKIIIOUYUTEIHO ChONpaHe Ha
JI0Ka3aTeJICTBA U KOMYHHUKAIIHS C OTTOBOPHU JIUTIA

e Pa3nuuaBa npaBuiarta, ykazaHUATAa U M3UCKBAHHUATA 32 OrpaHHYaBaHE
Ha MHIWICHT Ype3 U30JIMPaHe Ha CHCTeMa, OJIOKMpaHe Ha
notpeduTen/TpaduK U MojaKpena npyu Bb3CTaHOBSBAHE

o I[aBa MNPpUMCPH 3a TAKTUYCCKH YKa3aHUs 3a ﬂeﬁCTBHH IIpH PaA3JIMIHU
HWHIOUJICHTH, BKIIFOUUTCIIHO JOKJIAABAHEC, JIOTUYCCKO OrpaHNYaBaHC
Ha B'b3I[CI\/'ICTBI/IeT0, BB3CTAaHOBABAHE OT PE3CPBHU KOIIUA U
OTUCTHOCT 34 NPCAIIPUCTUTEC I[GﬁCTBHH CJICA MHIIUACHTA

CpencrTBa 3a onieHsiBaHe

Yact no Teopus Ha npodecusiTa:
o [TuicmeH u3muT
Yact mo npakTuka Ha podecusiTa:

e II3nbHeHne HA IPaKTUYECKa 3a/1a4a 110 MHAUBUAYAIHO 3aJaHUE 110
IIpaKTHKA

EPY 12

OcHoBM Ha KpunTorpaguaTa

Pesyarar ot yuene 12.1

Pasno3HaBa OCHOBHUTE KpUNTOrpa(CKH KOHLENLUU U TIXHOTO
MIPHJIOKEHNE

3Hanuga

o Jlebunupa nousTusTa "Kpuntupane'", "nekpuntupane”, "xemmpane",
"udpos moamuc"

e PasrpannyaBa cuMeTpUYHa U aCUMETPUYHA KpUITOTpadus
e OmucBa poJsiTa Ha MyOJUYHUS M YaCTHUS KIIFOY B KPUTITHPAHETO
e [To3naBa ocnoBute Ha PKI (MH(ppacTpykTypa ¢ myOnuyeH Kiod)

e 1130posiBa anropurmu 3a kpuntupane u xemupane (AES, RSA,




SHA-256 u np.)
e O0scHsIBa ITpeTHA3HAUCHUETO HA ITU(PPOBH cepTUDUKATH

e OnucBa (pyHKIIMUTE Ha yaocToBepsBaiuTe opranu (CA)

YMmenns

e Pasno3naBa kpuntupad u Hekpuntupa Tpaduk (Hanpumep HTTP vs
HTTPS)

e JleMOHCTpHpa U3MIOJI3BaHE HA MHCTPYMEHT 3a XEIINpaHe Ha (aiinose

e M3non3Ba 6a3oBa kpunrorpadcka nmporpaMa 3a Kpuntiupase/
nekpuntupane Ha qaHHu (Hanpumep VeraCrypt, GPG)

e [IpoBepsiBa BamuaHOCTTa Ha IIU(POB cepTuUKaT B yed Opay3bp

e lnenTudunupa HeCHOTBETCTBUS B KPUNTHPAHA KOMYHHUKAIIHS
(HarmpuMep cepTUuUKaT ¢ U3TEKBJI CPOK)

e 13mo13Ba xent 3a mpoBepKa Ha MeJI0CTTa Ha (aiin

e PaboTH c MHCTPYMEHTH 33 TeHEPUPAHE U ChXPAaHEHUE HA KIIIOYOBE

KoMnerenTHocTH

e [Ipunara ocHOBHU KpunTorpadcku CpeicTBa 3a 3aluTa Ha JaHHH
[IPU IPEHOC WU ChbXpaHEHUE

e YyacTBa B Mpolieca Ha IpoBepKa Ha U(POBa UIEHTUUHOCT U
BaJIMIHOCT Ha KOMYHHKAIIHS

e I31b1HSBA 3371a9U C TOBHUIIIEHO BHUMAHUE KbM
KOH(UICHIIMATHOCTTA U 1IeJI0CTTa Ha HH(popmanusTa

Pesyarar ot yuene 12.2

H3nomsBa CUT'YPHHU KaHaJIX 3a CJIICKTPOHHA KOMYHUKAIIHUA

3Hanus

e [lo3naBa MeToauTe 3a 3amura Ha KoMmyHuKamusaTa - VPN, SSL/TLS,
SSH

e O0sCcHBA MOHATHETO "KpUNTOrpadCKU MPOTOKON"

e Pasrpann4aBa CUrypHa U HECUTYPHA KOMYHMKALU B JIOKAJIHU U
MHTEPHET Cpeau

e 1130posiBa pUCKOBE OT M3MOJI3BaHE HA OTBOPEHU U HE3AIUTEHU
MpEXHU

e OnrcBa MpoIEIypHUTE 32 Ch3/IaBaHe Ha 3aIUTCHA CECHSI

e [lo3HaBa TepMuHu Kato "mmdposan TyHen", "KpunTrupaHa Bpb3Ka',




"aBTeHTUKAIAI Ha KaHa"

e 1130posiBa 6a30BU MPUIIOKEHUS X IPOTOKOJIU C BrpajicHa
kpunrrorpadus (HTTPS, FTPS, SFTP, SSH)

YMmenns

e Ycranossia VPN Bpb3Kka upe3 KIIMEHTCKA IporpaMa

e CBBp3Ba ce KbM OTJIaJIeUeH ChpBBp upe3 SSH kineHT

e Pa3no3naBa kpunrupanu umeninu u crobmierus (PGP, S/MIME)

e [IpoBepsiBa curypHocTTa Ha yeOcaiT upe3 mperjen Ha cepTudukar

e l13m013Ba KpUNTHpPaHU 00JIAYHN YCIIYTH MPHU CIIOACIISTHE Ha (pailioBe

e PaboTu ¢ KpUNTHPAHU YaT/KOMYHHUKAIIMOHHM T1aT(GOpMH (Harp.
Signal)

e Crie/1Ba mpaBUJIaTa 3a CUTypHa KOMYHHUKAIMs B OPraHU3allMOHEH
KOHTEKCT

KoMmnerenTHocTH

e ['apaHTHpa CUTYpHOCTTA HA KOMYHUKAIIMOHHUTE KaHAJH B PAMKHUTE
Ha CITY>K€OHUTE 33 TbIKCHUS

e PaGoTu OTroBOpHO C YyBCTBUTENHA HH(pOpMAIHA B IU(pOBa cpena

o Hoz[m,pn(a KOH(i)I/II[eHI_[I/IaJ'IHOCT IIpHU BbTPCIUIHA U BbHIIIHA
CJICKTPOHHA KOPCCIIOHACHIIM S

Pesyarar ot yuene 12.3

[Ipunara monuTHUKY ¥ JOOPU MPAKTUKU 3a KpunTorpadceka 3amuTa Ha
JAaHHU

3Hanug

o I/I36p0;1Ba OpraHU3allMOHHU U3UCKBAHHWA 3a KPUIITUPAHC HA JJaHHU U
3allyuTa Ha HOCHUTCIIN

e [To3HaBa MOJUTHKH 32 CUTYPHOCT, CBbP3aHH C KpUNTOrpadcKu
KIIO4OBE

e OrnucBa pUCKOBE IIPU HEMPABUIIHO yNPaBJIEHUE HA KIIOUOBE WM
cepTuduKaTh

e [To3HaBa cranmaptu 3a Kpurnrorpagdcka curypHoct (Hanpumep NIST
SP 800-57, ISO/IEC 27001)

e PasrpannyaBa poiu B mpolrieca 1o yrpasieHHe Ha KIIIOYOBE -
Ch3JaTell, pa3poCTPaHUTEN, TOTPEOUTET




e /lepunnpa ">KHU3HEH HUKBJI HA KpUnTorpadcku Kirod"

e Ilo3HaBa NPpONCAYPUTC 3a YHUIIIOXKABAHC HA YYBCTBUTCIIHU JaHHU

YMenunst

e [Ipuara opraHu3alMOHHN HHCTPYKIIMH 32 H3TOJI3BaHE Ha
kpurnrtupanu Hocutenm (USB, HDD)

e 13n0n3Ba kpuntupane Ha ycrpoictBo (BitLocker, LUKS u ap.)

e JlokyMeHTHpa U3MOJI3BAHE WU MPeiaBaHe Ha Kpunrorpadcku
Marepuan

e CrieiBa yKa3aHMs 32 CbXpaHEHHUE U apXMBHPaHE Ha KIIIOYOBE

e OreHsIBa PUCKOBETE MIPU U3IOJI3BaHE HAa BBHHIIHK O0JIAYHH YCIYTH
0e3 KpunTUpaHe

e [Ipunara mepk# 3a 3amura npu paboTa ¢ MPEHOCUMHU YCTPOHCTBA

e Cria3Ba CpOKOBE 3a IMOTHOBSIBAHE WJIM OTHEMAHE Ha CepTU(DUKATH

KoMnerenTHocTH

e Cnia3zBa 00pH MPaKTUKHU 33 KpunTorpadcka 3ammra ChbriaiacHO
BBTPEUIHUTE MMOJIUTUKH

e PabGoTu chriacyBaHo ¢ aIMUHUCTPATOPCKU M TEXHUYECKU E€KUII 110
CUTYPHOCTTa

e CpielicTBa 3a IPEOTBPATABAHE HA MHIIUJEHTH, CBBP3aHU C
KOMIIPOMETHpPAHE Ha KPUIITUPaHa HH(OpMAIHsI

Kpurepun 3a onensiBane
Ha EPY

UYact no Teopus Ha nipodecusita:

e OmnmcBa JieiiHOCTTA 110 KpUnTorpadcka 3aiura Ha JaHHUTE 9pe3
CUMETPUYHO U aCUMETPUYHO KPUIITUPAHE, XELIUPAHE U U3II0I3BaHE
Ha IU(POBU MOAIHCH

o Jlepunupa npaBuiiata, ykazaHusTa 1 M3MCKBAHUATA 32 Ch3/1aBaHE Ha

CHT'YPHU KOMYHHUKAIIMOHHHU KaHAJTK C TIOMOIIITa Ha KpUITOTpadCKu
nportokonu (SSL/TLS, VPN, SSH)

e [loguepraBa MpUMepHH TAKTUYECKU YKa3aHHS 32 M3MIOJI3BaHE Ha
KpUNTOTpadCKu pelieHHs B Pa3INUHN CUTYAIlUH - IPU ChbXPaHEHHE
Ha JJaHHU, IPY KOMYHHUKaNUs 1 Ipu paboTa ¢ 4yBCTBUTETHA
uHpOpManus

Yact no npakTHka Ha npodecusTa:




e OO0sicHsIBa JEMTHOCTTA 10 3alIUTa HA JAHHUTE Ype3 U3I0JI3BaHE HA
KPHUIITHpaHU (aiiioBe, Xenl GyHKIUH U CUTYPHH KaHAIH 3a
KOMYHHKallUA

e Pa3nuuaBa npaBuiara, ykazaHUsATa U U3UCKBaHUATA 3a paboTa ¢
KPUIITHPAHU HOCUTEIIH, KPUIITHPAHA eJIEKTPOHHA ToIIa U OOMEH Ha
YYBCTBUTEIHU JaHHU

e JlaBa mpuMepH 3a U3M0JI3BaHe HA 6a30BU KpUNITOTpadCKu
uHctpyMmenTH (Hanpumep GPG, BitLocker, ceprudukaru, VPN
KJIMEHT) NIPH W3ITBJIHEHUE Ha CITY)KEOHHU 3a1a4H

CpeacrTsa 3a oueHsiBaHe

UYact no Teopus Ha nipodecusita;
e [lucmeH u3nuT
YacT no mpaktuka Ha npodecusTa:

e lI3mbaHeHne HA MpaKTUYECKa 3a/1a4a 10 MHAUBUIYAIHO 3aJaHue 10
IPAKTHKA

EPY 13

3amnTa cpemy ConuaTHO HHIKCHEPCTBO

Pesyarar ot yuene 13.1

Pa3no3naBa conuaaHuTe TEXHUKHU 332 U3MaMa U TEXHUTE
XapaKTePUCTUKU

3HaHudA

e JledbuHupa MOHATHETO "COIMATHO MHKEHEPCTBO" B KOHTEKCTA HA
nH(pOpMallMOHHATA CUTYPHOCT

e 1130posiBa OCHOBHUTE BHIOBE aTaKH YPE3 COLMATHO UHKEHEPCTBO -
(bumuHT, ciubp-(UIITUHT, BUIIMHAT, OCHTHHT, pretexting u jp.

e O0sicHABA IICUXOJIOTUYECKUTE MCXaHU3MHU, U3IIOJI3BAHU ITIPpH
COIMAITHO WHKEHEPCTBO (CTpax, aBTOPUTET, TIOOOTTUTCTBO,
CIEITHOCT U Jp.)

o P asrpaHruvaBa TapreTUupaHu OT MACOBH aTaKH

e [lo3HaBa nmpu3Hany Ha (panmmBa KOMyHUKauus (umeis, SMS,
obaxxaaHe)

e 130posiBa crieHapuu, Mpy KOUTO HAN-UYECTO CE€ M3ITOJI3BA COITHATTHO
MHXEHEPCTBO - MHIMJIEHTHU JOKJIa/M, TOJAKaHa 3a CIIEIIHa CMIHA
Ha mapoJia, Gpanmuusy pakTypu

e OnucBa MocieCTBUATA OT YCIEIIHA aTaka (JI0CTHII 10 CUCTEMHU,
n3Mama, Kpax0a Ha JTaHHU!)

YMmenns

e Pa3no3HaBa cho0IIEHUS, ChIBPIKAIIN UHINKATOPH 32 (GUIIHHT




e AHanu3upa eIeMEeHTH Ha (ajilliiBa KOMyHHUKAIHS - TOAIIPaBeH
nojaTes, HenpaBUIEH AOMEHH, HeOOUYaeH CTHI

e CpriocTaBs 111a0JI0HHU aTaKu C peaJlHU Ka3ycu
e JlokaziBa CbMHUTENIHO CHOOILEHHE Ype3 3aj1aJIeH CykeOeH KaHal

e [IpoBepsiBa aBTEHTUYHOCTTA Ha U3TOUYHULIM Ype3 oOpaTHa
KOMYHHKAITHS

e Criozienst MpUMEPH 3a CPEILAHU aTaKU U IEHUCTBUS, KOUTO Ca
IIPEAOTBPATUIIH IIETUTE

e PaGoTu ch00pa3eHo ¢ mpaBuiiaTa 3a OTBAPSHE HAa MPUKAYCHH
(aiioBe U clieIBaHE HA TUHKOBE

KoMnerenTHocTH

o ]_ICMOHCTpI/Ipa OCBH3HATO INOBCACHUC B CPEaa, N3JI0KCHA Ha COUAJIHU
3arjiaxm

o Hpﬂnara npcAInasii MCpPKHU IMpH CJIICKTPOHHA KOMYHUKAITHUA

e [Ipennpuema nenCTBUA IPU CbMHEHUE 32 MAHUITYJIAUS YpE3
COLIMAJIHYA KaHAJIH

Pesyarar ot yuene 13.2

Pearupa npu onur 3a coraiHO HHKEHEPCTBO

3Hanug

e OmrcBa CTHIIKUTE 3a peaKnusd IMMPpHU YCTAHOBSABAHC HA (1)I/IH_II/IHF
C'I>06H.ICHI/IG WJIN OTIUT 3a MaHUITYyJIalluA

e [Io3HaBa BBTPCIIHUTC MPOLUCAYPHU 3a JOKIIAABAHC HA UHIIUACHT OT
YOBCHIKHU MPOU3XO0J

e 130posiBa OpraHU3allMOHHU POJIA, KOUTO Y4acTBaT B PEaKIIUATA -
CITY)KUTEJ 10 CUTYPHOCTTA, €KHUII, PhKOBOJICTBO

o JlebuHupa MOHATHETO "MHIUICHT C YOBEIIIKA MAaHUITYyIaIHs"

e OO0sICHsIBa PUCKOBETE OT HECIIO/IETISTHE WIIM IPUKPUBAHE Ha OIUT 32
n3MamMa

o PasrpaHI/Iana HHIUICHT, Bb3HUKHAJ OT YOBCIIIKA I'p€lIKa, OT
YMUIIUICHA aTaKa

e [lo3HaBa eneMeHTHTE Ha (bopMmepa 3a C’bO6H_IaBaHe Ha MHIIMACHT

YMmenns

e I3BbpIIIBa IbPBUYHA MPOBEPKA HA CHOOIICHUETO, O€3 1a T0 0TBAPS
WIIM U3ITBJIHSBA




e [TomrpiBa HHIMAEHTEH (HOPMYIISIP CHC CHMHEHUE 32 (DUITMHT HITH
u3Mama

o YBGJIOMSIBa MMPEKHUA PHbKOBOJUTEIT U 3BCHOTO 110 CUT'YPHOCT

e CpJeiicTBa IpU M30JIMPAHETO HA CBMHUTETHATa KOMYHHKAIIHS
(Hamp. ype3 MapKHpaHe B CCTEMAaTa)

e Crieu opuIMaIHATA PEaKIMs U PEAYIPEKICHHE KbM IPYTH
noTpeduTenu

e Y4acTBa B KPaTKO yCTHO/MTUCMEHO JOKIIAJBaHE HA WHITUICHTA

o HpI/Inara YKa3aHuA 3a BpEMCHHO ITOBECACHUC CJIICA HHIOUIACHT (Hanp.
BB3AbPIKAHC OT KOMYHUKaAIUs C ONIPCACIICH HOHaTeH)

KoMnerenTHocTH

o Peampa OTTOBOPHO U CBITIACYBAHO IIPHU COHUAIHO MHXKCHEPHA aTaKa

e [Tognbpxa npodecroHaIHo NOBeICHNE IPH CbMHEHUE 3a YOBEIIKa
MaHMITyJIalUs

° FapaHTI/Ipa TOYHOCT U OTUCTHOCT B JOKJIAAUTC, CBbP3aHH ChC
COIIMaJIHM aTaKH1

Pesyarar ot yuene 13.3

YuacTBa B J€HOCTH 3a IIOBUIIIaBaHE HAa OCBEIOMEHOCTTa OTHOCHO
COIMAITHOTO MHKEHEPCTBO

3Hanus

e OmnucBa poJisiTa Ha OCBEOMEHOCTTA B IPEBEHIIUATA CPELLY
COLIMAJTHU aTaKu

e [lo3HaBa popmu Ha BTPELIHN KaMIIaHUH U 00y4eHHUs (€JIEKTPOHHU
O0JIETHHH, IJIaKaTH, AEMOHCTPALIUHU, UTPH)

e PasrpannyaBa noaxoau 3a 00y4eHHUe Ha pPa3InyHU IPYIHU CITYKUTEIH
-TIepCOHAN, aIMUHUCTPAIUS, BHHIIHU U3MBIHUTEIH

e 1130posiBa 4ecTo cpellaHy TPEIKU MPU peakius Ha GUITHHT

e O0siCHsIBa CTOWHOCTTA HA CUMYJIMPAHU TECTOBE ((PUIIUHT KaMIIaHUH,
MIPOBEPKA HA PEAKITHS)

e [lo3HaBa MOHATHS KaTO "TMICUXOJOTHYECKa yCTOMUUBOCT",
"uadopmanronHa Xxuruena", "Kyatrypa Ha CUTypHOCT"

e Jle¢uHupa moBeneHYECKN HMHIUKATOPH, KOUTO MOJICKA3BaT 3a
W3JIaraHe Ha PUCK

YMenunst

e YyacTBa B KpaTKO BTPELIHO 00yUEHHE WM UHCTPYKTAXK T10




CUTYPHOCT

o Pa3np00TpaH;1Ba CLO6H_I6HI/I$I WM MaTCpraIii, CBbp3aHn C KaMIIaHUA
10 OCBEAOMCHOCT

L] C’b6I/Ipa 06paTHa BpPb3Ka OT HOTpe6I/ITCJ'II/I 34 IOAO3PUTCIIHU ClIydan

e [loaroTss 6a3oBa nHMOpMalKs 3a MPUMEPHHU aTaKu U MPEBAHTUBHU
MEpKHU

e CpielicTBa IpU OpraHU3aUATa Ha CUMYJIAIIUOHEH (DUIIHHT TeCT

e [loamomMara ciy>kKUTeNH ¢ TIO-Majika HHPOPMAIIMOHHA TPAMOTHOCT
MpU WACHTH(UIIMPAHE HA PUCKOBHU CHOOIIICHUS

e [Ipenpaina MaTeprail WM pecypcu 3a 00ydeHue

KoMnerenTHocTH

e YyacTBa B H3rpa’XJaHETO HA OCB3HATO U OTTOBOPHO IMOBEACHHUE B
opraHuszanusiara

e [Tokpens BbTPEUTHUTE HHUIIUATHBH IO CUTYPHOCT, CBhP3aHH C
YOBEIIKU (haKTop

e Ci1y’M KaTO KOMYHHMKAIIMOHHA BPB3Ka MEXy TEXHUUECKH U
HETEXHUYECKHU CIYKUTEIIU IPU PUCKOBU CUTYaLlUH

Kpurepun 3a onensiBane
Ha EPY

UYact no Teopus Ha npodecusita:

e OnrcBa JEHHOCTTA MO Pa3NO3HaBaHE U NMPEIOTBPATABAHE HA
COLIMAJIHM aTaKu uype3 eNeKTPOHHA U MEXIyIIEPCOHAIHA
KOMYHHKaLWA, BKIIFOUUTCITHO (bHH_II/IHF, CHI/I'Bp-(l)I/IIHI/IHF, BUIIIUHT 1
apyru GopMH HA MaHUITY AU

o Jlebunupa npaBuiara, ykazaHusITa U U3UCKBAHUATA 32 PEAKLIUS [IPU
YCTaHOBSIBAHE HA OIUT 33 COLMAITHO UHXKEHEPCTBO U MOBEJICHUETO
HAa CITY>KUTEJs P KOMYHHUKALUS ¢ HEU3BECTEH WM CbMHUTEICH
WU3TOYHUK

e [loquepTaBa MpUMEPHH TAKTUYCCKU YKa3aHUS 3a JICHCTBUS IIPH
BB3HUKBAHC HA COI_II/IaHHO-I/IH)KeHepeH UHIIUACHT, BKIIFOUHUTCIIHO
JOKJIaJIBaHE, M30JMPAHE U MOBUIIABAaHE HA OCBEJIOMEHOCTTA CPEe
KOJIET!

Yact no npakTHKa Ha podecusTa:

e OO0sicHsIBA JICHHOCTTA 1O WACHTU(UIIMPAHE HA TIPU3HALIM 32
(banmuBy UMEIIN, ChOOIICHUS WM 00KIAHUS U JIEMOHCTPHpPA




MMOBEACHUE IIPpU CbMHCHHE 3a U3MaMa

e PaznuuaBa npaBuiiata u JOOpUTE MPAKTHKH 32 KOMYHHUKAIUS C
BBHILIHY JIUIA, BKJIOYUTEIHO U3II0JI3BAHETO Ha CIIyKEOHU KaHAIU U
OrpaHUYEHUs MIPH CHIOJICIISIHE Ha HHPOpMAaLUs

e /laBa mpuMepwH 3a yyacTHe B JICHHOCTH 110 OCBEJIOMEHOCT,
CUMYJHUpPaHU (QUIIHHT TECTOBE U 00yUeHUE Ha MOTPEOUTENH,
CBBP3aHU C YOBEHIKHsI (HaKTOp B CHTYPHOCTTA

CpeIlCTBa 3a OlICHABaHE

Yact mo Teopus Ha nipodecusita;
e [Tucmen m3nur
YacT o npakTHKa Ha npodecusiTa:

e I3rpIHEHNE HA IMpaKTUICCKaA 3aJavda 110 HHANBUAYAJIHO 3aJaHUC I10
IIPpAKTHUKA

EPY 14

I[OKyMeHTI/IpaHe H JOKJIaJBaHEC HA HHIIUACHTH

Pesyarar ot yuene 14.1

Omnucea JIIEHOCTTA 110 OXpaHa Ha CCICKOCTOIIaHCKO NMYIIICCTBO

3HaHud

e 1130posiBa BUAOBETE JOKYMEHTAIMS, CBbpP3aHa C MHIIUJICHTH -
dbopmyIsip 32 UHIIUIEHT, )KypHAI 3a CbOUTHSA, JIOT (aiis, THEBHUK
Ha peakuusTa

e [lo3HaBa cTpyKTypaTa U 3aAbJDKUTEITHUTE €IEMEHTH HAa UHIUJICHTEH
JOoKJaz (Bpeme, TUI, 3aCerHaTH CUCTEMH, ONTMCAaHue, 1eiCTBu,
OTTOBOPHHMIIN)

e OmnucBa pa3iMKaTa MeIy OlepaTUBEH XypHall, (popManeH JoKIan
3a MHUUACHT U aHaJlu3 HAa IPUYUHUTE U MOCIEACTBUSITA CIIe]T

HHIUACHTA

e JlepuHupa moHATHETO "MPOCTETUMOCT" B KOHTEKCTA Ha
MH(OPMALIMOHHATA CUTYPHOCT

e [Io3HaBa BBTPCHIHUTC ITpaBHJIa 3a JOKYMCHTHUPAHE B OpraHnU3alusiATa

L] I/I36p0$[Ba 3aABJDKCHUATA HA IICPCOHAIA 110 OTHOLNICHUC HA
OTUYCTHOCT IIPpHU CUTYPHOCT

e OO0sICHsIBa 3HAUEHUETO Ha SICHOTO, 0OEKTHBHO U KPaTKO HM3pa3siBaHe B
clTy>keOHaTa JIOKyMEeHTalus

YMenus

¢ Pasmo3naBa noAXOoAAIursA JOKYMCHT CIIOPE] BUAa HA HHIIUIACHTA

e ChIIOCTaBS CIIEMEHTHU OT Pa3JIMYHN OOKJIAAN U U3BCKIA 06H.[8.Ta




CTPYKTypa

e OrmicBa OC/IEI0BATEIHOCTTA HA CHhOUTHATA OT HAJTMYHUTE TaHHU
(manmpumep ot Jor (haii)

e Mnentudummpa munceama nHGopMaIys B HE'bJICH JOKIIA/
e [TobiBa popmyiisip Mo obpasel ¢ NpUMEPHU TaHHU

e CpxpaHsiBa JOKyMEHTAITUS B ChOTBETCTBUE C U3UCKBAHMSTA 32
JOCTHIT U KOH(PUICHIIMATHOCT

e PaboTH ¢ enekTpoHHH 1a0JI0OHH U MIaTGOPMH 3a MHIIUIEHTHA
OTYETHOCT

KoMnerenTHocTHn

e [lonabprka TOUHA ¥ ITBJIHA JOKYMEHTAIHS 32 CHOUTHS, CBBP3aHU C
KHOCPUHIIUICHTH

e OcurypsiBa NpoCIeIMMOCT Ha IEUCTBUITA U KOMYHHKAIIUATA 110
BpEME Ha MHIIMJICHTA

o Cnesza BBTPCITHOYCTAHOBCHUTC M3MCKBAHUS 3a OTYCTHOCT

Pesyarar ot yuene 14.2

CwcTaBs AOKIIA U JOKJIABA 32 UHIMICHT Ha paOOTHO HUBO

3Hanuga

e [To3HaBa opmara u CTHIA Ha CITy)K€OEH OKJIaI ¥ HHIMIACHTHA
OeJexKa

e 1130posiBa €3UKOBHUTE M aIMUHUCTPATUBHU IIPABUJIA IIPU CHCTABSHE
Ha opuIHaTIeH TEKCT (0OEKTUBHOCT, XPOHOJIOTHs, 03
IPE/ATIONIOKEHUS )

e OnrcBa poJisiTa Ha OTYETA KAaTO FOPUANYECKHA U OJJUTEH IOKYMEHT

e [To3HaBa OPpUMCPHU CUCHAPUH Ha TCXHUYCCKU MHIIUACHTHU,
HU3HUCKBAlW AOKJIAa/

e PasrpannyaBa JTOKIa/IBaHe 1O BBTPEIIIEH KaHal (TUKET, e-mail,
maTdopma) OT BBHIIHO yBeoMsiBaHe (Hanpumep kbM KoMucusra
3a 3amura Ha guunnte ganau, K3JIJ1, Hanponanaxa arenuuys 3a
npuxoaute - HAII, Komucus 3a perynupane Ha ChbOOIICHHITA -
KPC, kakTo 1 KbM OnpeieieHUTe Crielu(puIHN OpraHy 1o
KOMITETCHIIHS )

e 1130posiBa MaTa 1 JUIb)KHOCTUTE, 10 KOUTO C€ aJpecupa J0KIaIbT
CHIOpe KpUTUYHOCTTA




e OnucBa popmara Ha oOpaTHaTa Bpb3Ka ClIe] MOJaAEH JOKIIA]

YMmennst

e ChcTaBst KpaThK JIOKIIA]T 32 MHIMJICHT 110 3aJ1a/IeH 11a0JI0H

e 1310:13Ba TOYEH €3UK, NMOCIEA0BATEITHOCT U ITBJTHOTA MPU ONTUCAHUE
Ha MHIIAJEHTA

e [Ipunara crannaptau popMatu ¥ GOPMYJIUPOBKH 32 CUTYPHOCT
e [IpoBepsiBa 10KIa1a 3a IPOIYCKU U HEACHOTH

e O600maBa nHpOpMaIUs OT HIKOJIKO H3TOYHHKA (JIOTOBE,
CBUJCTEIICTBA, CHOOIICHHS)

o HpI/I,Z["bp)Ka C€ KbM 3a1aJICH 00eM M HUBO Ha IIOBEPUTECIHOCT

e [lombJIBa TEXHMYECKA YACT OT JOKJIAJA C IMOAKPETa OT CTapIu
CIIEIIUAJINCT, aKO € HEOOXOUMO

KoMmnerenTHoCcTH

e ChCTaBs TOYHM U IIOJIC3HU JOKYMCHTH B PAMKHTC Ha coOCTBEHATa CH
KOMIIECTCHTHOCT

° Honzn,pnca KOMYHHUKAIIMOHHA OTYETHOCT C KOJICTU U PBKOBOJICTBO

e JlompuHacs 3a aHanM3a U NOA0OPSBAHETO HA MEPKUTE 110
CUTYPHOCTTA Upe3 TIOKYMEHTHpPAHE

Pesyarar ot yuene 14.3

W3pbpiuiBa aHaau3 Ha MHIMJACHTH U IIpUJIara BUCOKOTEXHOJIOTMYHH
penieHus 3a 00paboTka Ha HHpOpMaIHs

3HaHudA

e O0siCHsIBA KaKBO MPE/ICTABIISIBA aHAIM3A CJIE]] Bb3HUKHAJ MHITUICHT
1 3Ha4YeHUeTo Ha "HaydeHu yporu" (lessns learned)

e [lo3HaBa cTpyKTypaTa U NpeHa3HAYeHUEeTO Ha (puHasIeH/
aHAJIMTUYEH JOKJIa]

e 1130posiBa MPUIIOKEHUSATA HA TUTUTAIIHA HHCTPYMEHTH,
BimrounTetHo MU, 3a 06001enue, knacudunupane u
BU3YaJM3UpPaHe HA MHIMICHTHA HHPOpMAIIH

e O0scHsIBa ITpaBUJIaTa 3a YOBEILKA IPOBEPKA U BAIMAUPAHE HA
pesynararure, resepupanu ot M1

e PasrpannvaBa 10MyCTUMHTE OT HEJIOMyCTUMH aBTOMATH3HPaHU
neiicTBUs pu 00paboTKa Ha CITy>KeOHa JOKYMEHTAIHS

e OnycBa NPUHLMIIMTE 32 3aIUTa HA JIUYHU U YyBCTBUTEIIHU JaHHU
npu pabota ¢ UM u npyru aBTOMaTu3upanu CpeacTBa




YMmenns

e II3Bn1ua peneBanTHA MHPOpPMAIIHS OT TOKJIAAHU, JIOTOBE U
(dbopMyIIpu 3a UHIUIEHTH, CAMOCTOSATEIHO WX ¢ ToMorra Ha M
WHCTPYMEHT

e CbCTaBs U CTPYKTYpHpPaA OCHOBHA YACT OT aHAJIUTUYEH TEKCT WIH
TabJIMIa C KIIFOYOBM MOMEHTH ChC WM 0€3 U3MOI3BaHe Ha
aBTOMATU3HMPAHU CPEICTBA

o [Ipunara ykazanus 3a pelakTUpaHe, KOpUTUPAHE U BAJIUJIMpaHe Ha
npeyoxeH Teket ot MW npu moAroroBka Ha OTYET

e BximtouBa uieHTUUITUPAHA TTPOITYCKHU HITA IPETIOPHKH KbM
OpraHMU3alMOHHUTE MPOLIEypPH, KaTO aHAIU3Upa HHPOpMaIusITa
JUPEKTHO WIX € MOAKPETIAIA aBTOMATU3aLUs

e [IpencTaBs mocie0BaTEITHO XPOHOJIOTHS HA CHOUTHSATA Ype3 MPOCTH
CpeICTBa - TAOJHUIH, CIIUCHIN, BPEMEBH JIMHUH, Bh3 OCHOBA Ha
Joruyecko pascwxacHue u/mmu MU o6padboTka

e CpielicTBa IpU MOArOTOBKA HA (PMHAIHA MTPE3CHTALMS UITU
0000111eH1e HAa MHLIUCHTA, BKIIFOUUTEIHO BU3yaJIHH CPEJCTBA,
Ch3/1aJICHU ChC COPTyEepHA OMOILL

KoMnerenTHocTH

e Crioco6eH e Ja y4acTBa B aHAIM3a U JJOKJIaJBAHETO HA MHIIMICHTH,
KaTO M3MOJ3Ba IUTUTATHI HHCTPYMEHTH CaMOCTOSITEIIHO WJIH C
nomoinra Ha MU, criopen 3amaneHnuTe mpoueaypu

e Cma3Ba CTaHJAPTUTC 3a KAYCCTBO, JOCTOBCPHOCT U MOBCPUTCIIHOCT
IIpUuU JOKYMCHTHUPAHE, HE3AaBUCUMO OT M3II0JI3BaAHATA TCXHOJIOI'UA

e [Toaappika OTYETHOCT U IOTIPHUHACS 38 OPTaHU3AI[MOHHOTO yUCHE
Ype3 CMECEHO MpUJIaraHe Ha YOBEIIKU MPEIECHKH U TEXHOJIOTHYHHU
CpesicTBa

Kpurepun 3a onensiBane
Ha EPY

UYact no Teopus Ha nipodecusita;

e OnucBa JeHHOCTTA MO JOKYMEHTUPaHE U JOKJIaJBaHE HA MHIIUICHTH
4pe3 MOombJIBaHe Ha POPMYIISIpH, BOJACHE HA JTHEBHHIIU, CHCTABSIHE
Ha CITY)KeOHU JOKJIaJIM U y9acTHE B aHAJIM3a HA PUYUHUTE U
IOCIICACTBUSATA CIIC HHIIUACHTA

o I[eq)HHHpa [IpaBujiaTa, yKadaHusTa 1 U3UCKBAHUATA 34 CbCTABAHC HA
HWHIUJICHTHU JOKYMCHTH, BKIIFOYUTCIHO Bb3MOXKXHOCTTA 34
H3II0JI3BAHC HA JUT'MTAJIHU HHCTPYMCHTH U U3KYCTBCH UHTCJICKT
IIpu Cr1a3BaHC HA CTAHAAPTUTEC 3a TOUHOCT U MMOBCPUTCIITHOCT

L HonqepTaBa IPUMCPHU TAKTUYCCKU YKa3aHH 34 Cb31dBAHC HaA




oTueTd U HOPMYJISIPHU 32 MHIUEHTH, KaKTO U MEPKH 3a
nooOpsiBaHe Ha MpoIleca Ype3 aHaIu3 Ha MPEAXOIHU ChOUTHUS

Yact no mpakTHKa Ha npodecusra:

e OO0sicHsBa NEMTHOCTTA 10 ChCTABSIHE HA MHIMICHTEH JOKJIal,
BKJIIOUMTEIIHO ChOMpaHe, CTPYKTypUpaHe U MPEJICTaBsIHE Ha
nH(popMalus 3a HaCTHIIUIIO ChOUTHE, ChC WK Oe3 momourra Ha MU

e PaznuuaBa npaBuiiarta, ykazaHUATa U M3UCKBaHUATA MPU paboTa ¢
JOKYMEHTH 32 UHIUJIEHTH - BETPEIIHU GOopMYJIIsipH, (PUHATHI
OTYETH, JOKJIATH 32 aHATU3, BKIFOUYUTEIIHO aBTOMATU3UPAHH
1a0JI0HU

e J[aBa mpuMepH 3a NpUiIaraHe Ha JOKyMEHTUPAHE HAa peaHu WIN
CUMYJIMPAHU MHLIMJECHTH, BKIIOUUTEIHO yyacTue B 00001aBaHe
ype3 MU nnatdopmu mim eeKTpOHHN CHCTEMH 38 CUTYPHOCT

CpencrBa 3a onieHsiBaHe

Yact o Teopus Ha npodecusiTa:
o [TucmeH u3muT
Yact no npakTuka Ha podecusTa:

e I3mbi1HEeHNE Ha MpaKTUYECKa 3a/1a4a 110 UHAMBUYATHO 3a/1aHUE T10
IIPAKTHKA

EPY 15

Hpnnarane Ha MOJIUTHKH U CTAHIAPTHU 32 CUTYPHOCT

Pesyarar ot yuene 15.1

[To3HaBa NpUIOKUMUTE OJUTUKH, 3aKOHOBU U CTaHAAPTHU
V3HCKBAHUS B KHOCPCUTYPHOCTTA

3Hanug

e 1130posiBa OCHOBHUTE HOPMATUBHU aKTOBE U CTaHJAPTU: 3aKOH 3a
kubepcurypuoct (3KC), Pernmament (EC) 2016/679 (GDPR),
ISO/IEC 27001, kakTo ¥ BCUYKH akTyaiHu perjamenTd Ha EC B
cdepaTa Ha KHOEPCUTYPHOCTTA

o JlebuHupa MOHATHETO "MONUTHKA 32 CUTYPHOCT" U HEHHUTE
KOMIIOHEHTHU: LIEJIH, 00XBAT, POJIU, MEPKU, OTYETHOCT

e PasrpannyaBa HMBA Ha CUTYPHOCT U ITIOBEPUTEIHOCT CIIOPE TUIIA
naHHU (OOMKHOBEHH, YyBCTBUTEIHH, KIIaCU(DUIIUPAHH U JP.)

e [Io3HaBa IpaBaTa U 3abJDKCHUATA HA CITYKUTCIUTC ITPU pa60Ta C
JIMYHU JaHHHU

e O0sicHsBa ponsiTa HAa JuThxkHOCTH Kato DPO (oTroBopHUK 10 3amuTa




Ha ganHuTe), CISO (0TroBOpHMK 1O MH(POPMAIIMOHHA CUTYPHOCT)

o I/I36p0;113a CaHKIUU IIPpHU HCCIIAa3BaHC HAa U3MCKBAHUATA 3a 3alllUTa HAa
JaHHHU

e [lo3HaBa TepMUHU KaTo ""CHOTBETCTBUE", "MHIIUACHT C TUYHU
nanHu", "perynatopeH oaut", "ordeTHOCT"

YMmenns

¢ Pasno3HaBa NOJIUTUKYU U NPOLEAYPH 32 CUTYPHOCT, IPUIIOKUMU B
CBOsITA OpraHu3aLus

e VnenTuduimpa Kou JaHHU TOJIJISKAT Ha 3amuTa 1o JlupekTruBara 3a
3amuTa Ha JuyHuTe JaHHu - GDPR, kakTo u MoXke Ja eTuKeTupa
BUJI0BETE UH(DOPMALIHS

e Crnia3Ba mpaBuiia 3a chOUpaHe, ChbXpaHEHHUE U Mpe/laBaHe Ha JTNYHU
TaHHU

o Pa3rpaHI/Iana MMPaBUJIHOTO U HCIIPABUIIHOTO IMOBCACHUC CIIPAMO
BBTPCIIHATA IMOJIMTUKA

e PaGoTu cbe ciykeOHU TOKYMEHTH U cOhTyepHH IIaTHOpMH CIIOpea
3aJ1a/IeHN HHCTPYKIMH 332 TIOBEPUTEITHOCT

e Cp0ur0/1aBa yCJIOBHATA 32 JOCTBII 10 Pa3IMYHA HHPOPMALIMOHHU
pecypcu criopen KiacupukanusTa

o CJIGI[I/I CPOKOBC 3a OTUCTHOCT, apXHUBUPAHC UM YHUIIOXKABAHC HA
JOKYMEHTH

KomMnerenTHoCTH

e PaboTu B ChOTBETCTBHE C MPUETUTE B OPraHU3aLUATA CTAaHIAPTH,
peryjanuy U BbTPEIIHM ITPAaBUIIA

e M3mrbi1HSABA 3aABJDKCHUATA CU B CbOTBCTCTBUC C IIPUHIIUIIA HA
npaBHA 3aKOHOCHOOPa3HOCT

e [lonabpika nmoBeeHNE, TApaHTHUPAIIIO 3alIUTA HA TOBEPUTEIIHOCTTA U
CUT'YPHOCTTa Ha uHGOpManusTa

Pesyarar ot yuene 15.2

[Tpunara monuTuky 3a HHGOPMAIIMOHHA CUTYPHOCT TPU M3ITBIHEHUE HA
KOHKPETHH 3aa4U

3Hanud

e 1130posiBa THMUYHM €JIEMEHTH Ha BHTPEIITHA MOJUTHKA 110
CUTYPHOCTTA: KOHTPOJ Ha IOCTHII, padoTa ¢ MPEHOCUMHU HOCHTEIIH,
KpHUITUPaHe, JOKIaJBaHEe HA UHUIUICHTH

e Ilo3HaBa IpOoUCAYPUTC NPHU HNPHUECMAHC U HAITYCKAHC Ha CIIYKHUTCII




(nbarding/ftbarding), acnexkTure, cCBbp3aHu ¢ KHOEPCUTYPHOCTTA

e OrucBa NPaKTHKH 32 CUTYPHO MOBEJICHHUE - 3aKII0UBAaHE HA EKPaHa,
CMsIHA Ha NapoJiy, 3a0paHa 3a CHOJENsHE Ha aKayHTH

e PasrpannyaBa HMBaTa Ha CAHKIIMOHUPAHE NIPU HApYIIaBaHE HA
BBTPEIIHUTE TTOJIMTUKHU

e JlepuHupa TepMUHM KaTo "MHUHUMAaJEH JO0CThI", "NeKkIapanus 3a
MOBEPUTEIHOCT", "3aIbJDKEHHE 3a ChoOIaBaHe"

e [lo3HaBa MONUTUKUTE 32 OTJIajeueHa padoTa U 3aIIuTa Ipu
U3IOJI3BaHE Ha TUYHU ycTpoiicTBa (BYOD)

e 1130posiBa OCHOBHU MEPKH 3a (pr3uuecKa CUTYpHOCT Ha pabOTHOTO
MSICTO

YMmenus

e Cnia3Ba MpoLEeaypHUTE 3a OTOPU3UPAH JOCTBHII 10 CUCTEMHU U
MOMEILEHUS

o HOKJ’I&)IB& IMpU YCTAHOBCHO OTKJIOHCHHUEC OT IMOJIMTUKATA - 3ary6a Ha
HOCHUTCII, HAPYIICH JOCTBII, HCPA3PCUICH oOMeH

e [Ipunara MHCTPYKIIMH 3a TOBEJCHUE TTPH 00pab0TKa Ha CiIykeOHa
uHpopManus

e 3non3sa 3alllyTa Ha €KpaH, I1apoJia, ,Z[BY(l)aKTOpHa ABTCHTHUKaI U

e 3m0:13Ba MpaBUIIHO MK(POBAHN HOCUTENN U IPEHOCHMHU
yCTpOMCTBa

e Ciieiu 32 HEOTOPU3HMpPAHA AKTUBHOCT U S I0OKJIa/1Ba

e YyacTBa BbB BBTPEUIHU IPOBEPKU U OOYUEHUS MO0 CUTYPHOCTTA

KomMmnerenTHocTH

e [Ipunara Ha MpaKTUKA U3UCKBAHUATA OT BHTPEITHUTE TOJUTUKH 110
CUTYPHOCTTa

e [lonabpika OTYETHOCT 3a TOCTHIA K 00pabOTKAaTa Ha YyBCTBUTEIHA
nHpopmanus

o HGMOHCTpI/Ipa OTTOBOPHO MOBCACHUE, CLOTBCTCTBAIIIO HA POJIATa MYy
B OpraHU3allMOHHATa CTPYKTYypa

Pe3yarar ot yuene 15.3

[Toanomara mnporieca 1mo moaIbp)kaHe Ha CbOTBETCTBHE U YYACTHE B
OJINTH U IPOBEPKHU

3Hanus

e O0sCHSIBA KaKBO € ""ChOTBETCTBHE ChC CTAHIAPT" U POJISATA MY 3a




OpraHM3aliOHHATa CUTYpHOCT

e 1130posiBa 1eHCTBHSATA, KOUTO MOJIEkKAT Ha MIPOBEPKA NP BTPELICH
WIM BBHUIEH OAUT (AOCTBII, JOKYMEHTH, 10KJIa/IBAHE)

e Jlepunupa nonarusita "peructbp Ha 0OpadoTBanusTa", "10T daiin",
"onuTHa ciena”

e [lo3HaBa OCHOBHHUTE MOMEHTH B MOJUTHKATA 3a 3alla3BaHe Ha JaHHU

e 1130posiBa mpaBa U 3abJKEHHS Ha CITYKUTEJs IPU BhTPEIIHA
MpoBEpPKa

e [lo3HaBa eranuTe Ha MOJrOTOBKA 3a CEPTH(UKAIMS IO CTaHAAPT
(IS/IEC 27001) u xak TO#i MOXe Aa 0bJe NPUIOKEH MPH
BHEJ[pSBaHE HA PAMKH 32 KHOCPCUTYPHOCT

e O0sicHsIBa HEOOXOAUMOCTTA OT OOYUYEHUE U IEPUOTUIHO
HperjexaaHe Ha MOJUTHKU

YMmenns

° Ho;[m,pnca TOYHA U II'bJIHA JOKYMCHTAIHA 3a I[CﬁCTBPISI, KOHTO
HU3BbpHIBA B CUCTEMHU UK IIPU JOCTBHII 10 JaHHH

e CpJeiicTBa Ha MPOBEPSBALL] €KHII, TIPEAOCTABSIMKH WHPOPMAIIHS IO
3asBKa

e YyacTBa B MOI'BJIBAHE HA PETUCTPU U (POPMYIISIpH, CBBP3aHU CHC
CUTYPHOCTTa

e Cr0upa u CTPYKTypUpa A0KA3aTEICTBA MIPH OJUT - OTYETH, e-mail,
KypHaIH

e PaboTu ¢ nrabJIoHM 32 CaMOOIIEHKA HAa ChOTBETCTBUE

e CniazBa CpPOKOBE M MHCTPYKIMH MPU IOATOTBUTEIHU AEHHOCTH 32
IIPOBEPKA

e JlonpuHacs ¢ npeaioKeHus 32 IOA00PEHUE, YCTAHOBEHH Upe3
peaiHa MPaKTHKA

KoMnerenTHoCTH

e OcurypsiBa MpociIeIMMOCT Ha JICUCTBUATA CU B KOHTEKCTa Ha
W3UCKBAHMATA 3a CbOTBETCTBUE

® HOI[HOMaI‘a CKHIIA 11O CUTYPHOCTTA YPE€3 TOYHA, HABPECMCHHA U
npoBeprmMa HHGOpMAaIIHS

e [Tonabpoka Harnaca 3a NOAOOPsIBaHE HAa BBTPEIIHUTE IPOLECH U




KYJTypa Ha CbOTBETCTBUE

Kpurepun 3a ouensiBane
Ha EPY

UYact no Teopus Ha nipodecusiTa;

e O0sicHsIBa LIeNITA M CTPYKTypaTa Ha MOJUTUKHUTE 32 CUTYPHOCT B
OpraHMU3allOHEH KOHTEKCT

e PasrpannyaBa OCHOBHM HOPMAaTHBHU U CTaHJIAPTHU W3UCKBAHUS B
KHOEPCHTYpHOCTTA

e JledmHupa KIIFOUOBU MOHATHUS KaTO "CHOTBETCTBUE", "MHIIUJCHT C
JIMYHU JaHau", "onuTHA ciiena"

Yact no npakTuka Ha podecusiTa:

o HpI/mara IIpaBUJia 3a 3al11MTa HAa JIUYHU WU 9YBCTBUTCIIHU JaHHU IIPU
H3IIbJIHCHHUEC HA KOHKPETHA

e JlokJaiBa MHIMICHT WM OTKIIOHEHUE OT BHTPEIIIHA TIOJIMTHKA Ype3
3ajia/ieHa mporeaypa

e CpaielicTBa B CUMYJIMPaHa IPOBEPKA WM OJIUT, KAaTO MOIbJIBA U
npeJicTaBs HeoOXoquMaTa JOKYMEHTalus

CpeacrtBa 3a oueHsiBaHe

Yact no Teopus Ha nipodecusita;
e [[ucmen m3nur
Yacrt o npakTHKa Ha ipodecusira:

e II3mbaHEeHNe HA TpaKTUYECKa 3a/1a4a 10 MHAUBUIYATHO 3aaHUE 110
MPAKTHKA

EPY 16

CTpaTeruquKo YIpaBJICHUEC Ha KﬂﬁePCI/IprHOCTTa

Pesyarar ot yuene 16.1

Pa3paboTBa cTparerus 3a KHOEpCUTypHOCT, Oa3upaHa Ha aHaJIU3 Ha
BBTpEIIHATA W BHHIITHATA CpeJia

3Hanud

e OO0sICHsIBa KaKBO MPECTABIISBA CTPATETUUIECKOTO YIIPABICHUE M KaKBa
€ HeroBara poJisi 3a epeKTUBHATA 3alTuTa Ha HHOPMAIIMOHHHUTE
AKTHUBU Ha €IHA OpraHu3aluia

e [To3HaBa CHABPKAHUETO U OCHOBHHUTE MPUHIIUITN HA MEXTyHAPOIHUTE
crangaptu karo ISO/IEC 27001 (cTanmapt 3a ynpaBjieHUE HA
nHpopmarnmonHata curypHoct) u NIST Cybersecurity Framework
(pamka, U3MOJI3BaHa 32 UICHTH(UIIMPaHE U yIIpaBJICHUE HA
PHCKOBETE)

e PazscusaBa kak ce HU3BBPHIBA CTPATCTMYCCKU aHAJIM3 Ha Cpeaara 4Ype3




uHcTpyMeHTH Kato SWOT ananu3 (naeHTuduumpase Ha CUIHH U
ciabu cTpaHy, Bb3MOHOCTH U 3aruiaxu) u PESTLE ananu3 (oneHka
Ha MOJUTHYECKHU, MKOHOMUYECKH, COLTUAIHU, TEXHOJIOTUYHH, TPaBHU
U €KOJIOTMYHH (pakTopn)

e Mosxe n1a 1epuHUpa KOU aKTUBH B €/JHA OPraHU3alus ca KpUTUYHHU 32
HEIHaTa CUTYPHOCT - HallpUMep ChbPBBPU, KIMEHTCKH 0a3u TaHHU
WU €JIEKTPOHHU KOMYHUKALIUU

YMmenns

e [Iposexna SWOT u PESTLE ananu3u, kato cb0upa 1 aHanu3upa
nH(pOpMalus 32 BRHIIHY U BTPEUIHU (PAKTOPH, BIUSEHIN BbPXY
CUTYPHOCTTa

L] d)opMyana CTPATCTUYCCKU LEIN, KOUTO Ca B CbOTBETCTBHUE C
MHCHATA U IPUOPUTCTUTC HA OpTraHU3alusaTa

e nentudunupa u aHalM3upa 3aMHTEPECOBAHUTE CTPAHU
(PBKOBOJICTBO, CIYKUTENIN, KIIMEHTH, PETYJIATOPH) U TEXHUTE
OYaKBaHUS CIIPSIMO CUTYPHOCTTA

e 13n013Ba rpaduky, 1uarpaMu 1 JJOTUYECKH KapTH, 3a 1a BU3yaau3upa
€JIEMEHTHUTE Ha CTpaTerusaTa

KomMmnerenTHocTH

e CriocoO€eH € caMOCTOSITENHO J1a IPEUI0KH CTPYKTypa Ha
CTPAaTETNYeCK! JOKYMEHT 32 KHOEPCUTYPHOCT

e Pasmonara ¢ ymeHwus a agantupa CTpaTerusiTa KbM Crienn(uKnTe Ha
OpraHu3aIusiTa

e PaboTu epekTHUBHO ¢ APYTU OTIENU 32 UHTETPUPAHE HA
CTpaTErMueCKUTEe LeJIU B ISJIOCTHATA JEHHOCT HA HHCTUTYLIHUATA

Pe3yarat ot yuene 16.2

Omnpenens nmokazaTenu U u3MepBa e()eKTUBHOCTTA Ha CTpaTErusTa 3a
CUTYPHOCT

3Hanus

e OO0sICHsIBa 3HAUEHUETO Ha KJIIOYOBU UHAMKATOpH 3a u3nbiHeHue (KPIs
- Key Performance Indicators) - ToBa ca u3sMmepuMu CTOWHOCTH, KOUTO
MOKa3BaT JI0 KaKBa CTETICH CE MOCTUTAT TIOCTABEHUTE LIEITH

e [To3naBa xiroyoButTe nHAMKaTopu 3a puck (KRIs - Key Risk
Indicators) - Te maBat nH(pOpMAaIKA 32 MOTEHIIUATHH 3aIUIaXu 1
BBH3MOKHOCT 32 TAXHOTO PaHHO UACHTHU(PHULIKPaHE

e 3Hae KaKBO BKJIFOUBA HUKBIBT HA CTPATETNICCKO YIIPABJICHUC -
IJIaHUPAHEC, U3ITBJIHCHHUC, MOHUTOPHUHT 1 HO,Z[O6peHI/I€

YmMmenus

e Onpenens nokazarenu (KPIs u KRIs), kouTto ca mpuioxumMu KbM
KOHKPETHA CUTYAaIHsI UM THUIT OpTraHU3aIus




e Cp31aBa gopmart (1mabaoH) 3a OTYET, Ype3 KOWUTO J1a Ce CICIH
HanpebKa M0 M3IbJIHEHHE Ha CTPATErusITa

o [Ipunara npunuuna SMART npu ¢popMyninpaHe Ha LENH - T.€. LeIuTe
TpsiOBa 1a ObJAT KOHKPETHHU, U3MEPUMHU, TOCTUKUMHU, PEIEBAHTHH U
BpEMEBO OOBbP3AHU

KoMnerenTHocTH

e CrrocoOeH e Ja Ha6J'H-OI[aBa HU3IIBbJIHCHUETO HA CTpaTCTHUATA YPE3
HU3MCPUMU JaHHU

¢ Paszno3HaBa OTKJIOHEHMs OT OYaKBAHOTO U IIpejulara KOHKPETHH
MEpPKH 32 KOPEKLUs

L] HOI[FOTBS[ NEpUOANYHU OTUCTH, KOUTO NPCACTABA IIPE
PBHKOBOACTBOTO MJIM 3aAMHTCPCCOBAHU CTPAHU

Pesyarar ot yuene 16.3

Pa3paboTBa miaH 3a HEMPEKHCBAEMOCT Ha ICWHOCTTA U BH3CTAHOBSIBAHE
cJIed MHIUAEHTH

3HaHudA

e O0sCHsIBa KaKBO MPECTABISBAT IUIaH 32 HEITPEKbCBAEMOCT Ha
o6usHeca (BCP - Business Continuity Plan) u rian 3a Bb3cTaHOBSIBaHE
cien namuaeHT (DRP - Disaster Recovery Plan)

e 3Hae Kak ce IpaBy aHAJIM3 Ha BB3JICUCTBUETO BbpXY OnsHeca (BIA -
Business Impact Analysis) - ananu3s, KOHTO onpezens KOu MpoIecH
ca KPUTUYHH U KAaKBO 1€ CTPYBa TAXHOTO MPEKbCBAHE

e Pasrpanuyaga jiBa KJIIOUOBHU MapaMeTbpa:

e [{eneno Bpeme 3a Bp3cTaHoBsBaHe RTO (Recovery Time Objective) -
MaKCHMAJHUAT JOIYCTUM MEpUOJT (MAKCUMAIIHOTO BPEME), 32 KONTO
JaJIeH MpoLec, CUCTEMa MITH yCIlyra TpsioBa Jja ObJ1aT Bb3CTaHOBEHU
ClIe]l MHIIUJIEHT, 3a Ja ce U30erHaT 3HAUUTEIHN 3aryou

e [leneBa Touna 3a Bp3cTaHoBsiBaHe RPO (Recovery Point Objective)-
MaKCHMAITHUSIT JIOIyCTUM IMEPUOJI, 32 KOWTO TaHHU MOTaT Ja ObJar
3aryOeHH MOpajy HHIMICHT, 0e3 1a e KOMIPOMETUPAT KPUTHIHUTE
OWM3HEC MPOoIecH

YMmennst

o [IpoBexna BIA (Ananu3 3a Be3IeHCTBUE BbPXY OH3HECA), KATO
OLICHSBA KOU ITPOLIECH €A HAW-KPUTUYHU 32 OPraHU3aLUsATa

e Ompenens pa3yMHU IpaHuiy 3a Bp3ctaHoBsBane (RTO, RPO), B
3aBUCUMOCT OT PUCKa ¥ Bb3MOKHOCTUTE Ha OpraHU3alusiaTa

L] C’BS,Z[aBa U TeCTBa IIJIAaHOBE 3a JeHCTBUS npu aBapPIﬁHH CUTyalluunu

e 113n0113Ba clieHapUM 1 CUMYJIAIMK 3a MPoBepKa Ha e()eKTUBHOCTTA Ha




IIJIAHOBETEC

KomnerenTHocTH

e YyacTBa B M3rOTBsIHE U noAabpkane Ha peaaHu BCP/DRP nokymenTu
e [lHTerpupa mIaHOBETE B CTPATErMYeCKaTa paMKa Ha OpraHu3anusaTa

e OcurypsiBa pakTHuecKa roTOBHOCT 32 Bb3CTAaHOBSIBAHE CJI€]I CPUB
WK UHIAAEHT

Kputepun 3a onensiBane
Ha EPY

UYact no Teopus Ha nipodecusita:
e O0sicHsIBA Bpb3KaTa MEXKy CTPATETHs, [IOKA3aTEeIId U YCTOHYUBOCT

e Jlepunupa u npunara noustus kato KPI, KRI, BIA, RTO, RPO

e Pasno3HaBa IpwIOKUMOCTTA HA MEKyHApPOJHU CTaHAAPTU U
AHAIMTUYHH MOJEIIH

Yact mo npakTuka Ha podecusiTa:

e VI3roTBst mpuMepHa cTpaterus 3a HHPOPMaIHOHHA CUTYPHOCT

e 3BppmiBa SWOT ananu3 no 3agajeH Kazyc

e Pa3paboTBa OM3HEC-TUIaH 32 BH3CTAHOBSIBAHE NP 33aJ1CH UHIUICHT

e [IpencraBs THAMKATOPU 32 MOHUTOPHUHT U OLIEHKA HA U3IbJIHEHHUE HA
CTpaTerus

CpencrTBa 3a olieHsiBaHe

Yact no Teopus Ha npodecusiTa:
o [TuicmeH u3muT
Yact mo npakTuka Ha podecusiTa:

e II3nbHeHue HA IpaKTUYECKa 3a/1a4a 110 MHAUBUAYAIHO 3aJaHUE 110
IIPaKTHKa

EPY 17

PBbKoBOACTBO M pa3BUTHE HA €eKUIIM MO KHOEPCUTYPHOCT

Pesyarar ot yuene 17.1

Ananuzupa posieBuTe npo(uiar 1 HeOOXOTUMHUTE KOMIIETCHIIUU B €KUITH
110 KHOEPCUTYPHOCT

3Hanuga

e [To3HaBa OCHOBHHTE posieBU Mpod i, onpeaeicHn B EBponeiickaTa
pamKka 3a ymeHus B obnactTa Ha kubepcurypHocrra (ECSF) - manp.
ananu3atop B SOC, CrienuaiicT 1Mo pearupane mpu WHIUICHTH,
PBKOBOJIUTEIT HAa €KHII, CTICIIHATUCT 10 PHUCK

o Pa3rpaHI/Iana TCXHUYCCKH, ITOBCACHYCCKU U YIIPABJICHCKHU




KOMITETCHIINH, HEOOXOUMU 33 PA3TUIHUTE POITH

e [lo3HaBa MPUHIUIIUTE HA KOMIIETEHTHOCTHUSI MOJIEJI U KaK TOU ce
W3I0JI3Ba IPY U3rPaXKAaHe HAa OPraHU3alOHHA CTPYKTYpa

YMmenns

e Mnentuguimpa KOHKPETHU KOMIIETEHIIMH U KBATU(UKALIUH 32
Pa3INYHA JITHKHOCTH B €KHIIA

e M3roTBs nmpodmwin Ha JUI'HKHOCTU M OIMCAHUS Ha Posd, Oa3upaHu Ha
peaJIHU OPraHU3aLMOHHU HYXIH

[ ] I/I3HOJI3Ba paMKI/I 34 CbOTBCTCTBUC Me)KI[y N3UCKBAHUsATA HA JJIIBXKHOCT
v iporiia Ha KaHAKMIaTa

KoMmnerenTHoCcTH

e CaMOCTOSITENIHO aHAJIN3UPA HYKJIUTE OT YOBELIKU PECypC U
MpernopbyBa KOHKPETHU MEPKH 3a MOITbJIBAHE HA EKUIIa

e OrieHsiBa MPUTOTHOCTTA HA KaHIUAATUTE CIPSIMO HYKIUTE HA €KUIa
110 CUTYPHOCT

Pesyarar ot yuene 17.2

Opranusupa mpoiieca 1o nog00p 1 BbBEkKAaHEe Ha MEPCOHAI

3HaHud

e [lo3HaBa pa3nuYHU METOAM 32 TOJOOP: UHTEPBIOTA, TEXHUUECKU
TECTOBE, Ka3ycH, nosejeHuecku nuTepBiota (STAR meroanka)

e AHanM3upa eTUYHUTE U PEryIaTOPHUTE U3UCKBAHUS IIPH MOI00D HA
IIEPCOHAJIA, BKJIIFOUUTEIIHO CBBP3aHU ChC 3alUTa Ha JINYHU JaHHU U
IIOBEPUTEITHOCT

e [Io3HaBa norukara u CTpyKTypara Ha IIpoLeca Ha BbBEXKAAHE HA HOBU
CITYKUTEIIN

YmMmenus

e [loaroTss u nMpoBex1a HHTEPBIOTA ¢ (OKYC BbPXY TEXHUYECKA,
MOBEJICHYECKA U KYJITYpHA IPUTOTHOCT

e Nsrorssa KPHUTCPHUH 3a OLICHKA HA KAHAUJATUTE, C"bO6pa3eHI/I C
HYXJIUTC Ha OpraHu3anusaTa

o OpraHH3Hpa BBBCK Al 06yquH;1 N HACTaBHUYCCTBO 34 HOBU
YJICHOBC HAa CKHUIIa

KoMnerenTHocTHn

e PrKkoBOIM mpolieca 1o HabupaHe U alanTanus Ha HOBU CIIY)KUTEJH 110
CUTYPHOCTTA

e OcurypsiBa IJIaBeH MPEX0/1 OT KaHAUIATCTBaHE KbM e(heKTHBHA
paboTa B exuna

Pesyarar ot yuene 17.3

HpI/mara MOTHUBAIIMOHHU U JINACPCKHU MMOAXOAU B pa60TaTa Ha CKHUIIa

3Hanus

e [lo3HaBa pa3nUYHU MOTHBAIMOHHU Teopuu (Hamp. Macnoy,
Xepubepr, Deci & Ryan) u TIXHOTO 3HaYeHHE B €KUITUTE




e Pa3nnuaBa CTHIIOBE Ha PHKOBOJICTBO - aBTOPUTAPEH, IEMOKPATHYEH,
KOYYMHT, CUTYallMOHEH U TSXHATa MPUIOKUMOCT

e Pa36upa dakropure, Bojemu 10 MpodhecrnoHalIHO U3TOLUICHHE
(burnout), 1 MeXaHU3MHUTE 3a IPEBEHIINS

YMenunst

e 113n1013Ba MOAX OIS JIMJEPCKH CTUII CIIOPE]] CUTyalUsTa,
XapaKTePUCTUKUTE Ha €KUIa M KOHTEKCTa

e [Ipuara MeTou 3a MOAKpPENa Ha CIIYKUTEIH IPU CTPEC WIIK BUCOKO
HATOBapBaHe

e Opranusupa HHANBUAYAIHU U €KUITHU CPELIH 3a 00paTHa Bpb3Ka U
HacbhbpyaBaHE HA AHTAKUPAHOCT

KoMmnerenTHocTHn

e Cb31aBa MOJOXKUTENHA €KUITHA KYJITYpa, HachpyaBalia
CHTPYIHUYECTBO, IOBEPHE U OTKPUTOCT

e [Ipunara crpaTeruu 3a 3abp>KaHe Ha KaJIpy U YCTOMYMBO pa3BUTHE HA
eKuna

Kpurepun 3a ouensipane
Ha EPY

Yact o Teopust Ha podecusTa:

e O0siCHsIBa 3HAYCHUETO Ha POJIEBUTE MPOQHIN U KaK TE IMOAIIOMAarar
YIPaBICHNETO HA YOBEIIKUTE PECYPCH

e JlepuHupa muaepcKy CTUIIOBE, MOTUBALIMOHHHU MTOJIXO/IM U PUCKOBE 32
U3TOLIEHUE

e [lo3HaBa CTHIKUTE 32 OPraHU3HPAHE HA BHTPEIIHO 00yUYeHHE

Yact no npakTHKa Ha podecusTa:

e M3roTBs JUI'bKHOCTHA XapaKTEPUCTUKA HA POJISL B KHOEPCUTYpHOCTTA

e [IpoBesk1a MHTEPBIO 110 CLIEHAPUI U OLICHBA KaHIUAT

e Cb3/1aBa MMHH IJIaH 32 00y4eHHe 110 TeMa OT cpepara Ha CUTYpHOCTTA

e AHanu3upa Kazyc ¢ JEMOTHBAIUS B €KHUIIA U MpeJjiara KOpUrupaniy
NEeNCTBUA

CpencrBa 3a onieHsIBaHe

YacTt no Teopust Ha mpodecusra:
e [TuicmeH u3nuT

Yact no npakTHka Ha npodecusTa:




e I3rpIHEHNME HA MMPpaKTUYCCKa 3aJavda 10 HHANBUAYAJITHO 3aJaHUC T10
IIPpAKTHUKA

EPY 18

TaxkTHuyecka pe€akuus U YIipaBJICHHUEC IIPU Kl/lﬁepI/IHIII/I)IeHTI/I

Pesyarar ot yuene 18.1

AHanu3upa 3ariaxy 1 u30upa TaKTUIECKH TMOIXOIH 3 pearupaHe npu
KHOCPUHIIMJICHTH

3Hanud

e O0sicHsBa (pa3uTe HA KU3HEHUS IIUKBI Ha pearupaHe Mpyu WHIUACHTH
- BKIIFOUUTETHO WACHTH()UKAIHS, H30IalHsl, OTpaHUYaBaHe,
eIMMUHHUpPaHE, Bb3CTAHOBSIBAHE U MOCIIEABAIL AaHAIH3 - KaTO Tpuara
PaMKHU M CTaHAAPTH

e [lo3HaBa pa3IMYHUTE THIIOBE KHOCPUHIIUICHTH - BKITIOYUTEITHO aTaKH
ype3 GUIITUHT, 3JI0BpeieH coPpTyep, oTkas oT ycayra (DDoS),
poOUBH B 0a3M TaHHU M BHTPEIIHU 3aIlIaXH - U TAXHOTO
BB3/ICHCTBUE BBPXY CUTYPHOCTTA Ha OpraHU3aIUsATa

L] Pa3rpaHI/1ana TAKTHYCCKHU MMOAXO0AH CIIOPEA HUBOTO HA KPUTUYHOCT
Ha MHIUJICHTA U YYBCTBUTEIHOCTTA HA 3aCETHATUTE aKTUBH,
BKJIFOUMTEITHO CIICHApUH 3a "0bp30 orpannyaBane” (containment) u
CTPATETHYECKO U30JIMPAHE HA CUCTEMHU

YMenunst

e I3BBpIIIBa IBPBOHAYATHA OI[EHKA HA CHTYAIUATA 10 KITFOYOBU
nHaukatopu 3a uHuaeHT (Indicators of Compromise - [0Cs),
BKITFOUMTEITHO aHAIIU3 Ha JIOTOBE, AJIAPMEHH CUTHAIIN U
MOJI03PUTEITHA MPEKOBA aKTUBHOCT

e [Ipunara moaxoasil MOCI 3a pearupane Crope ] TUITA UHIUICHT U
HAJIMYHUTE PECYpPCH, KaTO B3eMa MPEABU]l IPUOPUTU3UPAHETO HA
OWM3HEC MPOIIECH U KPUTHYHU aKTHBU

° I[OKyMeHTI/Ipa MOCJIEIOBATEIHOCTTA Ha JCHCTBUATA U
MMpoCICANMOCTTA HA crOnuTHATA B XPOHOJIOTMYCH U aHAJIUTUYCH
(I)OpMaT, MOJAXOJAIN 3a BbTPCIICH aHAJIN3 U BbHIICH OOUT

KoMmnerenTHocTn

e CriocobeH e na n30upa, nmpujara 1 afantupa TAKTHIECKA MOJIEIH 3a
pearupaHe Ha 0a3ara Ha KOHKpETHATa OlepaTUBHA Cpelia U
HaJIMyHaTa UH(OpMaLMs, KaTo rapaHTHpa MUHUMAJIHO Bb3/IEHCTBUE
BBPXY OM3HEC IPOIIECUTE

e JleMoHCTpHUpa aHANUTHYHA YCTOWYUBOCT MPH paboTa MoJ| HaNpeKeHNe
U B3eMa pelleHHs], CboOpa3eH! ¢ IpaBHATa paMKa, BbTPEIIHUTE
ITOJINTUKY Y TIPUHIMIIUTE HA 3aIUTAa HA JAHHUTE

e Birasiee cmocoOHOCTTA ]a KOMYHUKHPA TAKTHYECKUTE CTHITKH U
PHCKOBETE, CBbP3aHH C UHIIMJICHTA, KAKTO KbM TEXHUUECKH CKHUIIH,
TakKa ¥ KbM YIPABICHCKH M HETEXHUYECKH ayTUTOPUH

Pe3yarar ot yuene 18.2

HHCcTpyKTHpa M KOOpAUHUpPA JECUCTBUATA HA €KUIIa TIO BpEME HA




WHIUIECHT

3Hanug

e Ompezens CTPyKTypaTa ¥ poJIUTE B €KUITH 3a pearrupaHe Ha
uaiuaeHTy (CSIRT/SOC) - BKIIOYUTETHO ONEPAaTOpU OT IBPBO
HUBO, aHAJIU3aTOPHU, KOOPIMHATOPH U BHHIIHH YYaCTHULIU

e Pa30upa npornenypure 3a akTHBHpPAHE Ha MPEIBAPUTEITHO
paszpaboTeHu ciieHapuu 3a pearupane (playbooks), kakto u
AJITOPUTMUTC 3a CCKaJlallud Ha UHIIUJACHTU IIPU MPOMAHA B CTCIICHTA
Ha KPUTHYHOCT

e [To3HaBa 100pU MPAKTUKH 32 ONEpaTUBHA KOMYHHUKAITHS,
BKJIFOUUTEJIHO U3I0JI3BAHE HA TUKETUHT CUCTEMHU, CUTYPHH
KOMYHUKAIIMOHHY KaHAJIU U pa3lpeIeJICHUE Ha POJIM 110 BpeMe Ha
WHIUICHT

YMmenuns

e [IpoBexna OpUQHUHT 1 MHCTPYKTAX 32 YWICHOBETE HA €KUIIA, C SICHO
ne(GUHUpPaHU 331a4K U CTBIIKU 3a JIeHCTBHE

L Ocnryps[Ba KOOpAuHanug MEKAY pa3IMdHU €KUM U OTACIIN,
y4daCTBallli B MHIIUJACHTHUS OTTOBOP

e [logabprka akTyaseH 3anuc Ha MPEAIPUETUTE ICUCTBUS,
M3I0JI3BAHUTE UHCTPYMEHTH U PE3YITATUTE OT PEAKLUATA B PEATHO
BpeMe

KoMnerenTHocTH

e PrkoBOIM €(pEeKTUBHO JIeiiCTBUATAa HA MHOTONIPO(UIIEH EKHIT IPU
KPUTHYEH MHIUJIEHT, KaTO ChUY€TaBa TAKTUYECKO MUCIIEHE,
JUJIEPCTBO U NPELU3HOCT MPH paspeelisiHe Ha OTTOBOPHOCTH

e OcurypsiBa ChIJIaCYBaHOCT Ha JCHCTBUATA ChC CTPATETUYECKUTE 1IN
Ha OpTraHU3alMTa, BKIIOYUTEIHO 3aa3BaHe Ha penyTalusaiTa,
CHOTBETCTBUE C HOPMATHBHATA paMKa M OrpaHHYaBaHe Ha IIETUTE

° I[CMOHCTpI/Ipa CIIOCOOHOCT 3a ICHa U YBCpPCHA KOMYHHKAIUs B pC€ailHO
BpPEMC C BCUYKH YUACTHHUIU B IIPOLCCA - KAKTO BBTPCIUIHH, TaKa 1
BBHIIIHU, BKJIIOYUTCIIHO PEI'yJIaATOPH WU IMIAPTHHOPH

Pe3yarar ot yuene 18.3

VYyacTBa B aHaNuU3 clie]] MHITUACHTA U pa3paboTBaHe HA KOPUTHUPAIITH
NENCTBUS

3Hanus

e Pasz0Oupa 3nauenuero Ha Post-Incident Analysis (PIA) u erana "lessons
learned" kaTo KJIFOUOBH 3a MOBHIIIABAHE HA OPraHU3AlMOHHATA
YCTOMYUBOCT

e [To3HaBa ma0JIOHH 3a JJOKJIaABaHE HA MHITUACHTH, BKIIOUYUTEITHO
3aIBJDKATEITHUTE CIICMEHTH: ONMMCAaHUE Ha ChOMTHETO, 3aCETHATH

AKTUBH, NIPEIIIPUETH ICUCTBUS, Bb3ICUCTBUE, U3BOJAU U MPEIOPBKHU

e [lo3naBa MCTO/IY 3a U3BBPIIBAHC HA dHAJIN3 HA KOPCHHATA IIPpUYINHA




(root cause analysis - RCA) ¢ uen uaeHTuduimpane Ha CACTEMHU
c1ab0CTH U MPENIOKEeHUS 32 e(DeKTUBHU MEPKU 3a MPEIOTBPATIBaHE
Ha OBIEIM MHIUACHTH

YMmenns

e I3roTBs AerailiieH JOKIaJ 3a MHIUACHTA, B KOMTO aHaIu3Hupa
e(eKTUBHOCTTA Ha PEANPUETUTE AEUCTBUS U OLICHSBA
BBH3MOKHOCTHUTE 32 OJOOpEHUE

e [IpoBexa ekummHa cpenia 3a aHaau3 U pedyieKkcus ciie] MHITUACHTA,
KaTo chbOMpa MHEHUS, CPABHSBA BEPCUU M YCTAHOBSBA Pa3IUUUS

e lnenTuduimpa noBTapsIIy ce MPOIyCKH WX HEJOCTAThIIN B
TEXHHYECKaTa U OpraHu3alnoOHHaTa HHPPACTPYKTYpa U T 0OBBP3Ba
C KOHKPETHHU NPEJI0KEHUS 38 ONTUMHU3ALINS

KoMnerenTHoCTH

e /leMOHCTpHpa CIIOCOOHOCT J1a yIpaBisiBa 3aBbPILICHUS LIUKBI HA
MHIUJICHTA - OT peaklysATa A0 aHaJli3a U IPUIaraHeTo Ha
KOpUTHpAILY IeHCTBH, KaTO TapaHTUpPa 3aTBOpEHa oOpaTHa Bpb3Ka B
mporeca

e [Ipeara afeKkBaTHU U YCTOMYMBHU PELICHHUS 32 MTOA0OpsSBaHE HA
IIPOLEAYPUTE U TEXHOJIOTHUHUTE, KOUTO HAATPAXKAAT PeaKkuusaTa pu
ObJeIIN UHITUACHTH

e OcurypsiBa aHT2)XHPAHOCT HA €KUIA U PHKOBOJACTBOTO KbM
MPEBEHIUATA YPE3 CTPATETMUECKU IIPENOPHKU U KyITypa Ha YYE€HE OT
peasTHu ChbOUTHUS

Kpurepumn 3a ouensiBane
Ha EPY

Yact mo Teopus Ha nipodecusita;

e O06sicHsBa (Da3uTe Ha MHIIMJCHTHUS OTTOBOP M TSAXHATA JIOTHUECKA
Bpb3Ka

e Omnucsa Pa3INIHA TUTIOBC HHIIUMACHTU U CbOTBCTHUTC TAKTUUCCKHU
MOJIXO/IH 33 pearupaHe

e [lo3HaBa cTpyKTypara Ha JOKJIA/ 32 MHIUICHT U OCHOBHUTE
npuHIuny Ha "lessons learned"

YacTt no nmpaktuka Ha npodecusTa:

e 1130upa noaxoas1] TAKTHYECKU TOAXO0.I IPU CUMYJIMPaH MHIUICHTEH
CUEHapHuil

e PEKOBOIM cUMyalysl 110 pearupaHe - poBeXkKaa HHCTPYKTAK,
3anucBa JIeHCTBUSA, IOATOTBS KPaThK IIaH




e Uzrotes mucmen noknan cb¢ SWOT ananu3 Ha peaiHo Win
CHMYJIMPAHO MHIIMICHTHO ChOMTHE M MIPETIOPHKH 3a IMOJT00pCHHE

Cpe)ICTBa 3a OLICHABaHE

YacTt no Teopust Ha mpodecusra:
e [Tucmen m3nur
Yact no mpakTHKa Ha npodecusra:

e II3mp1HEHNE HA IMpaKTUYCCKaA 3aJavda 10 HHANBUAYAJITHO 3aJaHUC I10
IIPpAKTHUKA

EPY 19

PeryjiaTopHa 1 eTHYHA OTTOBOPHOCT B KHOEPCUTYPHOCTTA

Pesyarar ot yuene 19.1

[Ipunara HopMaTHBHATa pamMKa 3a 3allUTa Ha JIUYHU U YyBCTBUTEIIHU
TaHHA

3Hanus

e O0sCHSIBa OCHOBHUTE IPUHITUIHN U 33 TBJDKEHUS, CBBP3aHH C
Pernamenta 3a 3amura Ha muaante qanau (GDPR), BkarounTenHo
MOHSTHS KaTo "agMuHucTpaTop", "o6paboTBail fanHK", "IpaBo Ha
3a0paBsHe" U "MPEHOCUMOCT Ha JIaHHH"

e [lo3naBa 3akona 3a kubepcurypsoct (3KC) B bparapus u Heroporo
B3auMoJieiicTBHe ¢ eBporeiickuTe aupekTuBu NIS2 (nupexTuBa 3a
CUTYPHOCT Ha MpexuTe U uHpopmarronHute cucremMu) 1 DORA
(perimaMeHT 3a nu(ppoBa onepaTuBHA YCTONUNBOCT BbB (PMHAHCOBUS
CEKTOp), KaKTO U APYTU akTyasnHo qupekTuBu Ha EC niau pernameHTH

e [To3naBa crangapra ISO/IEC 27701, xoiiTo mpenoctaBs pa3imnpeHue
kbM [SO/IEC 27001 ¢ dhokyc BEpXy TOBEPUTEIHOCTTA 1
YOPABJICHUETO HA JIMYHU JAHHU.

YMmenus

e lnentudunupa cutyauuu, B KOUTO ce 00paboTBaT JIUYHU U
YyBCTBUTEIHU JJAHHU, U ITPUJIAra aJleKBaTHU TEXHUYECKHU U
OpraHMU3allMOHHU MEPKH 3a TAXHaTa 3alluTa

e /I3BbpIIBa IIpEIICHKA HAa 3aKOHOBUTE OCHOBaHUs 3a 00paboTKa Ha
JAaHHU - HapuMep UHOOPMHUPAHO ChIIacHe, JOTOBOPHO 33 IbJKEHUE,
JIETUTUMEH UHTEPEC

e Kinacudunupa nannu u npoueaypu o HUBO Ha YYBCTBUTEITHOCT U
M3HMCKBAHMS 32 3aIIUTa

KoMnerenTHocTH

e Crioco0eH € /1a IPUIIOKH TOYHO KOHKPETHH HOPMATUBHU M3UCKBAHHUS
KBbM Pa3IUYHU MPOPECHOHATHH CUTYAIUH, CBBP3aHH ChC
ChXpaHeHue, Tpancdep u 00padboTka Ha JaHHU

e JlemoHCTpHpa pa3zdupane 3a 6amaHca MKy OlepaTUBHATA HYX/a OT
JIaHHH U TpaBaTa Ha CyOeKTHTE Ha TaHHHU, KaTo 3alliTaBa
MHTEPECUTE HA OPraHU3alMATa U ChLIIEBPEMEHHO IrapaHTupa




ChOTBETCTBHEC CHC 3aKOHA

e [Ipunara eTHYHU IPUHIUIH [IPU paboTa ¢ IMYHA UH(POPMAIIHS, KATO
JE€MOHCTPHpA OTTOBOPHOCT, YBaKCHHE KbM ITOBEPUTEIHOCTTA U
OTYETHOCTTA

Pesyarar ot yuyene 19.2

Pa3pa0®oTBa BbTpEIIHN NOJIUTUKH, IPOLEAYPU U €TUYHU KOJIEKCU

3Hanus

e [lo3HaBa cTpyKTypara Ha BbTPEIIHU HOPMATUBHU aKTOBE: MOJIUTUKA
3a MOBEPUTETHOCT, MOJIMTHKA 33 JOCTHII, KOJEKC 3a €TUYHO
[IOBEJICHUE, BBTPEILIHA IIPOLIEAypa 38 CUTHAIU3UPAHE

e Pasrpanuuasa nousTuero "crorBercTBHE" (compliance) ot
"eTHYHOCT", KaTo 0OSICHSIBA 3aI1l0 U JIBETE Ca KPUTUYHO BayKHU 32
ycTOoWYMBaTa KHOEPCUTYPHOCT

e [To3HaBa MeXIyHAPOTHH HACOKH M TOOPH MPAKTUKHU 3a U3TPaXKIaHe
Ha eTnyHa Kyntypa (Hanp. ENISA Guidelines, ISO Code of Ethics)

YMmenus

e 113roTBs BHTpEIIHA MOJIUTHKA, ChoOpa3eHa ¢ perynauuu kato GDPR u
NIS 2, BKIIOUUTENHO CHO (POPMYIMPaHU OTTOBOPHOCTH, MPOLEAYPHU
3a JOCTBII U [IpaBa Ha CIIyKUTEIUTE

e Cb3/1aBa MHCTPYKUUH U (HOPMYJIISIPU 32 YIIPABICHHUE Ha ChIJIacHe,
IIPOCIEAUMOCT Ha TOCThIIA, U YBEIOMSABAHE IPY MHIUJECHTH

e Pa3paboTBa eTHYEH KOJICKC, BAJIH/ICH 3a TEXHUYCCKH U HETEXHUYCCKH
pOJIH, C aKIEHT BbPXY HHTETPUTET, KOHPHUICHIUATHOCT U
pohecHoHATN3bM

KoMmnerenTHocTH

e Crioco0eH e /1a pa3paboTH MPaBUITHO ISUIOCTHA BETPEITHA PaMKa 3a
€TUYHO U MPAaBHO ChOTBETCTBHE, BKIIOYUTEITHO TOKYMEHTH,
MPOIIETypH U OTTOBOPHOCTH

e BpBek1a MEXaHU3MHU, YpE3 KOUTO CIY>KUTEIIUTE Ja pa3oupar,
MpUJIArat u clieJIBaT BbTPEIIHUTE NOJUTHKHU 10 €TUYHO MOBECHHUE

e OcurypsiBa CbIriacCyBaHOCT MEKy €TUYHUTE CTaHIApPTH, KyJITypara Ha
OpPraHM3aLMATA U KOHKPETHUTE ACUCTBHS HA CILy)KUTEIIUTE 110
CUT'YPHOCTTA

Pesyarar ot yuene 19.3

OueHsiBa CbOTBETCTBUETO U MOATOTBA JOKYMEHTALUS 32 OJUTH U
KOHTPOJI

3Hanuga

e [lo3HaBa eTanuTe Ha BHTPEILIECH U BHHIIEH OJUT [0 CUTYPHOCTTA -
BKITIOUMTEITHO TUIAHUPAHE, MHTEPBIONPAHE, ChOMpaHe Ha
J0Ka3aTeNICTBA, aHAJIU3 HA HEChOTBETCTBUS M U3TOTBSIHE HA JJOKJIA]]

e Pa30upa KakBo Mpe/icTaByIsIBa OLIEHKA Ha Bb3JCHCTBUETO BHPXY




3amurara Ha ganHuTe (DPIA) 1 kora e 3anbmkurenna copen GDPR

e [To3HaBa MexaHHU3MUTE 3a BbTpelIeH KOHTpod - checklists, onuTHH
JHEBHUIIM, MATPUIM Ha CHOTBETCTBHE, KAKTO U MPUHIUIIATE HA
"nBOMHA OTYETHOCT"

YmMmenus

e [IpoBexna BeTpenIHa nmpoBepka (self-assessment) Ha CbOTBETCTBHE C
OTIpe/IeTICH periiaMeHT WU CTaHapT

e CbCTaBs TOKJIAA OT OAUTHA AEWHOCT, B KOWTO ITOCOYBA OTKPUTHU
HECBOTBETCTBHUS U IIPENOPBYBA KOPUTHPALLU MEPKH

e M3rotes Marpuia 3a crotBeTcTBUE ¢ GDPR, ISO nnu BbTpeinieH
€TUYEH KOJIEKC, BKIIFOUBAIlla OTTOBOPHOCTU, CPOKOBE M KOHTPOIHHU
MEXaHU3MHU

KoMmnerenTHoCTH

e OcurypsiBa yCTOMYUB MPOIEC IO CAMOIIPOBEPKA U KOPEKTUBHU
JIENCTBUS, C LIe] HEeMIPeKbCHATO M0J00peHNe Ha ChOTBETCTBUETO B
OpraHH3aIHsITa

o [loaroTBst JOKyMEHTAIMS U MIPEICTaBs Pe3yATaTH MPE PeryIaTOpHU
OpraHu, KaTo JeMOHCTPHUpa MPOo(HeCcHOHATN3BM, TPO3PAYHOCT U
aHTaXUPAHOCT KbM CIIa3BaHE Ha U3MCKBAHUSITA

e Crioco0eH € /1a uAeHTH(PHUINPA U TIPETOTBPATH €TUYHHU U ITPABHA
HapyUIeHUs, KaTO BbBEX/a e()EKTHBHU MEXaHU3MH 32 KOHTPOJ U
CHTHAJIM3UPaHE

Kpurepun 3a onensiBane
Ha EPY

Yact no Teopus Ha mpodecusra:

e O0siCHsIBa OCHOBHM ITPUHLMIIN U 33bJDKEHU 110 JlupextuBaTta 3a
3amuTa Ha 1uuHu Janau - GDPR, JlupektuBata 3a MpexxoBa u
nHpopmanmonna curypHoct Ha EC - MUC, Axra 3a onepatuBHa
ycroitunBocT - DORA, 3akona 3a kubepcurypsoct - 3KC

- PazrpannuaBa nonsitusara "eruka", "cborBeTcTBHE", "MTOMUTHKA",
"Hpoueﬂypa"

e Jlebunupa cTpykTypara Ha BHTpEIIHA MTOJUTHKA U 000CHOBABA
Hy)1aTta oT OIeHKa Ha BB3/ICHCTBUETO BHPXY 3allUTATa HA TAHHUTE
(Data Protection Impact Assessment - DPIA)

YacT 1o npakTrKa Ha npodecusira:

e II3rorBsa BBTPCIIHA ITOJUTHKA 1O CUTYPHOCT HJIW ITIOBEPHUTCIHOCT

e CheTaBs (I)OpMyJI}Ip 3a OI_ICHKa Ha BB3ACHCTBUETO BBPXY 3alllUTATa HA




JaHHUTC WJIN ITJIaH 3a €TUYHO 06y‘-ICHI/IC

e [IpoBex/1a Ka3yCHO yIpa)KHEHHUE 110 OTKPUBAHE U JIOKJIa/IBaHE Ha
HEChOTBETCTBUE

o HOI[I‘OTBSI JAOKJIad 3a CbOTBCTCTBHUEC WJIM OJJUTHA MaTpHLIA.

CpencrBa 3a onleHsiBaHe

Yact no Teopus Ha npodecusiTa:
o [TuicmeH u3muT
Yact mo npakTuka Ha podecusiTa:

e II3nbHeHne HA IPaKTUYECKa 3a/1a4a 110 MHAUBUAYAIHO 3aJaHUE 110
IIPaKTHKa

EPY 20

TexHoJIOrHYHA APXUTEKTYPAa M HHOBALIMM B KHOEPCUTYPHOCTTA

Pesyarar ot yuene 20.1

OneHsiBa ¥ BHEIPSiIBa HOBH TEXHOJIOTUU B KOHTEKCTA Ha
KHOCPCUTYPHOCTTA

3Hanuga

e [To3HaBa ChBPEMEHHHUTE TEXHOJIOTHYHH MAPATUTMH, U3MI0JI3BAHU B
o0acTTa Ha CHTYpHOCTTA, BKIIoUUTeNHO Zero Trust Architecture,
Security as a Service, XDR (Extended Detection and Response) u
SOAR (Security Orchestration, Automation and Response)

o Pa3rpaHI/Iana BB3MOKHOCTHUTC U PUCKOBCTC IIPU U3IIOJI3BAHC HA
HN3KYCTBCH MHTCJICKT 1 MAIMHHO CaMOO6y‘-ICHI/I€ B 3allIMTHU CUCTCMU
- HAlIpUMCEP IIpU OTKPHBAHC HA aHOMAJIMU, aBTOMATHU3UPaHa pCaKIusl
HJIN pa3lo3HaBaHC Ha MMOBCACHYCCKU MOACIIN

e [To3HaBa koHIenuusATa 3a "compliance automation" - T.e. u3Mmoia3BaHe

Ha TEXHOJIOTUU 32 ABTOMATHYHO MIPOCTEASIBAHE U ChOTBETCTBUE CHC
cranjaptu kato GDPR, ISO 27001 u EC MUC

YMenus

e I3BBpIIBa IpEABApUTEITHA OIICHKA HA PUCKA U BH3JICHCTBUETO TIPU
BBBEIK/IaHE HAa HOBA TEXHOJIOTHS B ChIIECTBYBaIIa upposa
UHPPACTPYKTYpa

o I/IHTCFpI/Ipa MECXaHHU3MM 3a Ha6J'IIO,Z[CHI/Ie, OTUCTHOCT U MIPOCICANUMOCT B
HOBHU TCXHOJIOTUYHU PCUICHUA

e M3non3Ba nHCTpyMeHTH 3a threat intelligence u aHanu3 Ha cUrHANMM OT
paznnunu uzroununy (sorose, SIEM, UEBA nmnatdopmn)

KomnerenTHocTH

e [Ipunara cTpyKTypupaH NoaXo0/ 3a U300p, BHEAPSIBAHE U KOHTPOJI Ha
TEXHOJIOTMH ¢ KPUTUYHO 3HAUYE€HKE 32 MH(POPMAllMOHHATA CUTYPHOCT,
BKJIIOYMTEIIHO YPe3 aBTOMATU3UPAHU MIaTGOpMU U
CTaHJIaPTU3UPAHU METOJOJIOTUU




e JlemoHCcTpUpa MHPOPMUPAHOCT U ATANITUBHOCT KbM TEXHOJIOTUYHHUTE
TCHICHIIMH, KaTO Mpe/ylara YyMEeCTHH U YCTOHYMBY HHOBAIIUH,
ChOOpa3eHH ChC crienu(uKaTa Ha OPraHU3AIHSITA

e B3ema caMOCTOATEIHU PELIEHHs] OTHOCHO IIPUIOTHOCTTA Ha aJeHa
TEXHOJIOTHS 32 HY)KJUTE Ha CUTYPHOCTTA, OalaHCHPANKH MEXTY
e(eKTUBHOCT, CbBMECTUMOCT U ChbOTBETCTBUE

Pe3yarat ot yuene 20.2

[IpoexTHupa u ympasisiBa apXUTEKTypH 3a CHTYPHOCT Ha Ii(poBa
nH(ppacTpyKTypa

3Hanus

e Pa30upa npuHIMIIUTE HA MOJYJIHA U CJIOECTa apPXUTEKTypa Ha
CUTYPHOCTTA - BKJIIOYUTEIHO JIOTUYECKO pa3zeisiHe, CETMEHTAlMsI Ha
MpEKH, 3alI1Ta HAa IEPUMETHP U BHTPEIIHHU 30HU

e [lo3HaBa MeToAMTE 32 YNPaBICHUE HA UAEHTUYHOCT U JocThl (IAM),
BKJIFOUMTEJIHO MOJIUTUKH 32 MUHUMAJIHU IPUBUJIETUH,
MHOTro()akTOpHa aBTEHTHKAIUA U CAMOCTOSITETTHO aIMUHHCTPUPaAHE

e [lo3HaBa TEXHUYECKUTE CPEJCTBA 3a PU3NICCKA CUTYPHOCT -
BUJICOHAOIIO/ICHNE, KOHTPOJ Ha (PM3UYECKH JIOCTBHII, 3alIUTa Ha
ChPBBPHH ITOMEIIICHHUS - M TAXHATA HHTETPAIUS ChC CUCTEMHTE 32
MH(GOPMALIMOHHA CUTYPHOCT

YmMmenus

e 1I3BBpIIIBa OLIEHKA HA ChIIECTBYBAIIa HU(POBa ApXUTEKTYpa, KATO
uaeHTU(GUIHIPA YA3BUMHU TOUKHU M JTUTICA HA WHTETPAIHs MEKIY
€JIEMEHTH Ha CUTYpPHOCTTA

e [IpoekTupa apXUTEKTypa, KOATO KOMOMHUpPA MpPEKOBA 3aIlUTa,
YIPAaBIEHUE HA JOCTBI, MOHUTOPUHT U OTYETHOCT, B CbOTBETCTBHE C
IIPUETUTE CTAHJAPTH

e Kondurypupa norudyecku v pu3nuecku KOHTPOITHH MEXaHU3MU
(manpumep SIEM cucteMu, KOHTPOJ Ha AOCThIA, 3alIUTa MO JTU3AMH)

KoMmnerenTHocTH

L] praBJ’IfIBa eI )KU3HEH UKDBJI Ha TEXHOJIOrMYHaTa apXuTCKTypa 1o
CUT'YPHOCT - OT INTaHUPAHC U BHCAPABAHC N0 MOAAPDBIKKA U OLICHKA

o KOOpI[I/IHI/Ipa ycuiATa MEKAY Pa3JIMYHU CKUIIN 3a U3TPAKIAHC HA
O4JI0CTHA CUCTEMA 3a 3alluTa, KOATO O6CI[I/IH$IBa X0pa, TCXHOJIOTUH U
IOJIMTHKH

e [Ipeaiara apXuTeKTypHHU pellieHus, 0a3upanu Ha OU3HEC HYKIH,
peryaaTOpHH U3UCKBAHUA U aHAJIU3 HA TEXHOJIOTUYCH PHUCK,
BKJTIOYHMTEITHO 32 00J1auHa, XMOpHIHA W KPUTHYHA

nHGpaCTPyKTypa

Pesyarar ot yuene 20.3

VYrpasnsiBa BHEAPSIBAHETO U YCTOMUMUBOTO Pa3BUTHE HA MHOBAIIUU B
CHUTYPHOCTTA




3HaHud

e [lo3naBa (pa3uTe Ha HOBAIIMOHHUS UKD - OT HIACHTU(DUITUPAHE HA
HY’XJ1a, TWJIOTHO TECTBAHE, OIICHKA Ha €()eKTUBHOCTTA, JI0
Marnabupane U moIpbhKKa

e O0siCHSIBA CHITHOCTTA HAa MojienHTe 3a 1udposa 3psutoct (Digital
Maturity Models) 1 kak ce U3MOA3BAaT 3a IUIAHUPAHE HA
TEXHOJIOTUYHA TpaHC(HOPMAIHS B OpraHU3aIusaTa

e [l03HaBa MPUHIMIIUTE HA YIPABICHUE HA IPOMSHATA, BKJIFOUUTEITHO
yIpaBlieHUE Ha ChIIPOTUBATA, aHTAKUPaHe Ha 3aMHTEPECOBAaHU
CTpaHU ¥ BbBEXKaHE HA MHOBAIIMN C MUHUMAJICH PUCK

e [lo3HaBa cTaHgapTHTE M HACOKHUTE, CBBP3AHH C TEXHOJIOTUYHO
ynpasienue, kato ISO/IEC 42001 (Al Governance), ENISA
NPENOPBHKU U IPYTH

YMmenns

e Pa3paboTBa cTpaTerus 3a BHEApPSIBaHE HA HOBA TEXHOJIOTHS,
CbOOpa3eHa ¢ Hy>KJIUTE Ha OPraHU3alMsITa, HATUYHUS KanaluTeT u
peryjaaToOpHUTE OTPAaHUYCHUS

e [IpoBexa aHanu3 Ha pa3xoau U moy3H (cost-benefit analysis) npu
n300p Ha MHOBAIIMOHHO PEIIeHUE B 00J1acTTa Ha KHOEPCUTypHOCTTA

o HnaHHpa HeﬁHOCTH 3a Ha6JHOI[€HI/IC, NOAAPBIKKA U YCBBBPIICHCTBAHC
Ha BCYC BHCAPCHATA TCXHOJIOTHUA

L] Opr aHU3npa 06yquI/1$[ U KOMYHHKAIITMUOHHU HeﬁHOCTH, CBbpP3aHHU C
MMPUEMAHCTO 1 U3IIOJ3BAHCTO HAa HOBU PCLICHUA B CKUIIA WA
OopraHu3anuAaTa

KomMmnerenTHocTH

e Crioco0eH € 1a pbKOBO/IM MIPOIIeca Ha TEXHOJIOTMYHO OOHOBJICHUE B
OpraHu3aIMsITa, KaTO OCUTYPsIBa CHIVIACYBAHOCT MEXK/y NHOBAIUHTE,
CUT'YpHOCTTa U OM3HEC IeTUTe

e JleMoHCTpHUpa CITIOCOOHOCT /1a B3eMa 0OOCHOBAHH PEIICHUS 32
BHEJIPSIBAHE HA MHOBAIIMH, 0a3MpaHU Ha KOJUYECTBEHU U KaU€CTBEHH
aHaIIM3H

e Cp3/1aBa cpeqia Ha QIANTHBHOCT M YCTOMYHMBOCT YPE3 CUCTEMATUIHO
pa3BUTHE HA TEXHOJOTUYHUS KaMalUTET Ha OpraHU3aIlusiTa,
BKJIFOYUTEIIHO YNPABIICHUE HA TEXHOJOTUYHHU MTapTHHOPH,
JIOCTABYMITY M )KM3HEHUS IIUKBJI HA PEIICHHUAITA

Kpurepumn 3a oueHnsipane
Ha EPY

Yact o Teopust Ha podecusTa:

e O0sICHSIBA OCHOBHU MPUHIUIIN U TIOJIXO/IU 32 U3TPaKJaHe Ha
TEXHOJOTUYHU apXUTEKTYpHU B KHOEPCUTYPHOCTTA, C (POKYC BBPXY
CTPYKTYPUPAHOCT, TPOCAECAUMOCT U YCTONUHUBOCT




e [I03HaBa BE3MOKHOCTUTE U OTPAaHUYCHUATA HA CbBPEMEHHHU
TEXHOJIOTMM ¥ MHOBALIMY, U3II0JI3BAHU 34 3alIUTa HA
MH(POPMALMOHHU CHCTEMH U aKTHBH

o AHaHI/I3Hpa poJIAiTa Ha apXUTCKTYPHUTC U TCXHOJIOTMYHUTC PCUICHUA
34 IOCTHUTI'aHC HA CTPATCTUYCCKU LI, CBbpP3aHH CbC CUTYPHOCTTA U
CBbOTBCTCTBHUECTO

Yact o npakTHKa Ha ipodecusiTa:

o I/ISB’prHBa [OAJIOCTHA OLICHKA HAa TEXHOJIOTMYHA CpCaa € Orjica Ha
CUT'YPHOCTTA, HAJIMYHUTC MCXAaHU3MH U TIOTCHIHMAJIHU PUCKOBC

e [IpoekTpa KOHILENTyaaHa apXUTEKTypa WIX MIpeajiara KOHKPETHO
peleHre 3a TEXHOJIOIMYHO OOHOBJIEHHE, ChOOPA3EeHO C HYKAUTE Ha
opraHu3anusTa

e I3roTBs TUTaH WM JOKJIA]] 32 BHEAPSBAaHE, OLICHKA WU MOA00peHne
Ha TEXHOJOTMYHO PEHIEHUE C SICHA JIOTUKA U CTPYKTypa

CpencrBa 3a ouensiBane | Yact mo Teopus Ha npodecusra:
e [lucmeH u3nuT
YacT no mpaktuka Ha npodecusTa:

e lI3mbHeHne HA MpaKTUYECKa 3a/1a4a 10 MHAUBUIYAIHO 3aJaHue 10
MPAKTHKA

4. CbBKYIIHOCT OT €JMHHUIIM Pe3yJITATH OT y4eHe, KOUTO popmMupar
Nnpua00NBaHeTO HA KBadn(pukanus no yact ot npodecusita ""Kubepcurypnocr'.

Crenen Ha npodecnonanna | Huso mo EPVY Ne ..ot criuchka o T. 3.1. (muH. 3 6pos EPY,
KBaJTA(DUKAITHS EKP/HKP none 1 EPY e ot cnenuduunara I11T)
111 4 EPVY 6, EPY 9, EPVY 10, EPVY 3, EPVY 4;

EPV 6, EPY 8, EPV 15, EPV 5;
EPY 10, EPV 11, EPY 13, EPV 3, EPY 5;
EPV 5, EPY 7, EPV 10, EPY 14;

EPY 6, EPY 9, EPV 12, EPV 3;

EPV 3, EPV 5, EPV 6, EPV 4;

EPY 4, EPY 5, EPV 15, EPV 3;

EPV 5, EPV 7, EPV 14, EPY 15;

IV 5 Henpunoxumo

5. U3uckBaHusi KbM MaTepHaJHaTa 6a3a



5.1. U3uckBaHusi KbM KaOHHeTHTE 32 00y4eHHe 10 TeopHusl Ha NPoecHsTa -
XapaKTepuCTHKH, 003aBeik1aHe, 000pyaBaHe, copTyep

OO6yuenuero no teopus Ha npodecusra "Kubepcuryproct” ce npoBexaa B yueOHU
KaOMHETH U 3aJii, 000pyIBaHU C HEOOXO0AMMaTa eJIEKTPOHHA, KOMIIIOThPHA U MPEXKOBa TEXHHKA,
ocurypsiBaiia e(pekTuBeH I0CTHII 10 yUeOHU PeCypcH U CUMYJIHMpaHa cpefa 3a 00yueHHe.

VYyeOHata cpeia TpsiOBa J1a IPeI0CTaBsl Bb3MOXKHOCT 332 MHAMBHUAYaIHA U TPYIOBa
paboTa, KaKTo U 3a MpeJCTaBsIHe, aHAJIN3 U BU3yaJIM3alisl Ha CII0KHU UH(OPMAIIMOHHH
CTPYKTYpH, IPOIIECH U aPXUTEKTYPH 33 CUTYPHOCT.

OcHoBHO 000pyABaHe U 003aBeKIaHE BKIIOYBA!

e Y4yeOHU Macu U CTOJIOBE, ChoOpa3eHu ¢ Oposi o0ydyaemu;

e bsia rbcka wim (GIUmIapT 3a BOJeHE Ha OCJIeKKU U JICMOHCTPAIUY;

e [IIxacoBe i cTenaxku 3a CbXpaHeHWE Ha y4eOHU MaTepuaIl U TEXHUYECKU
CpEJICTBA;

e PaboTHO MSCTO 32 BCEKH 00y4aBaH C MHANBHUIYAJICH KOMITIOTHD, MHUIIKA, KIIaBUATypa
U CITYLIAJIKH;

e CtabwiHa Bpb3Ka C HHTEPHET C TapaHTHpaHa CKOPOCT U CUTYPHOCT;

e MynTumenuiiHa cucreMa (IpOeKTOp, UHTEPAKTUBHA IbCKA WIIM TOJISIM JIUCILIEH ¢
ayJlno BB3IPOU3BEKIAHE), CBbP3aHA C IPENOIAaBATEICKATa CTAHLIUSA;

® BB3MO0KHOCT 32 KOHTPOJIMPAHO CHOJENISHE HA €KPaHU OT MPENOJABATENSI KbM
yUEHHUIUTE U 00paTHO (HampuMep upe3 JIOKaJeH ChPBBP WIM CHEeNHaIU3UpaH coPpTyep).

3agpinKuTeNeH cO(Tyep U AUTHUTAIHHA PECYPCH:

e Oduc maket (TeKCTOOOPaOOTKA, EICKTPOHHH TAOHIIN, TIPE3CHTAIINN );

e bpay3bpH 1 IPOrpaMu 3a CUTYPEH JIOCTHII 10 HHTEPHET;

e O0yuyuTeITHN BEpCUU Ha coPTyep 3a KNOEPCUTYPHOCT, BKIIFOUUTEIHO:

e Wireshark, Kali Linux, VirtualBox unu VMware;

e Co(ryep 3a cuMmynanus Ha aTaky U 3aI1lUTa;

e lncrpymentu 3a nor-ananu3 u SIEM (manpumep Wazuh, ELK Stack);

e [IporpaMHM NpOAYKTH 3a KpunTorpadus U JUruTaaIHa HIEHTUYHOCT;

¢ Co(ryepHH HHCTPYMEHTH 3a yNpaBJIeHUE Ha TIOJIUTUKHU 32 JIOCTBI U MIPaBa.

OmnarnensBaHe U METOANYECKA OJKPETa:

e YyeOHu Tabina, niaakatu u rpadpuuan cxemu (Hanpumep OSI Mozen, CTpyKTypa Ha
SOC, *u3HEeH MUKBJI HA UHIHICHT);

e MoaynHu y4eOHHU Bujiea U JJEMOHCTPALMK Ha peajHH aTaky U 3alluTH;

e IIHTEepaKTUBHU OHJIAliH PECYPCU U CUMYJIATOPH;

e JlokanHa 6a3a ¢ Ka3ycu U yueOHU ClIEHApHUU.

5.2. M3uckBaHusi KbM y4yeOHaTa 0a3a 32 o0yueHHe M0 MPaKTHKA Ha npodecusita
-XapaKTepuCTHKHU, 003aBexkaaHe, 00opyaBaHe, codpryep

Cnenuanusupanute yueOHu 0a3u 3a MPOBEKIAAHE Ha IPAKTUYECKO 00yUYeHHE 1O
npodecusara "KubepcurypHoct" BKIIOYBAT:

JlabopaTtopus mo kubepcurypuoct (CyberLab) - yueOHa 3aa, mpeaHasHaueHa 3a
CHUMYJIMpaHe Ha KuOep3aryiaxu, MHIUISHTH 1 3aIIuTa Ha cucteMu. Jlaboparopusita TpsiOBa na
pasnosara cbc:

e CbpBbpU WU BUPTYAIHU MALIMHU 32 U3rPakJlaHe Ha KOHTPOJIMPAaHa MPEXOBa Cpeia;

e HaGop ot xoctore, IDS/IPS, SIEM u 3amuTHY CTEHU;

e Co(ryepHr HHCTPYMEHTH 32 MOHUTOPHUHT, aHAJIN3, PEAKIIUs U Bb3CTaHOBSBAHE;



e I305mnpana BpTpemiHa mpexa ("sandbox" cpena), mo3possiBaiia 6€30macHo
CHUMYJIMpaHEe Ha aTaKy;

e TexHMuecka B3MOXKHOCT 3a padoTa C MpEKOB TpapuK B peaHO BpeMe U 3a
NPOBEXJaHE Ha TECTOBE 32 IPOHUKBAHE;

e Cucrema 3a JIOTHpaHe U OLIEHKA Ha JAeWCTBUATA HA 00ydYaeMuTe.

TpennpoBbYCH HEHTHP 3a pearupane npu uHImIeHTH (Cyber Range) - pyHKIIMOHAITHO
000c00€HO MTPOCTPAHCTBO, B KOETO CE MPOBEXKIAT MPAKTUKH MO CIICHAPHH 32 KNOCPUHIIUCHTH,
BKITIOYHTEITHO:

e Msrpanena uadpactpykrypa 3a cumynanus Ha SOC (Security Operations Center);

e OOyunTenHa muaTdopma 3a pasnpeeisHe Ha pOJid U eKUITHa paboTa Mpu KPU3H;

e Codryep 3a cHMyIallMK HA aTaKW | 3aIIUTH (HAIp. purple team miathopmn);

e Cuctema 3a MpocIie/siBaHe Ha PEaKIMUTe Ha EKUITUTE, C I1eJ1 aHAJIN3 U CaMOOIICHKA.

[TapTHROPCKH yUeOHM Cpe B peajiHa WM BUPTyaliHa cpelia - 0a3H, OCUTYPEHH upe3
CBHTPYIHHYECTBO C OpraHu3anuu oT cekropa Ha UT u kubepcurypHoOCTTa, B KOUTO 00ydaeMHTe
Morar Jia pujiaraT CBOMTE 3HAHUS B MPAKTHYECKa 0OCTaHOBKA:

o O6naunu nnappactpykrypu (CloudLabs) 3a yrpakHsBaHE Ha CUTYPHOCT B 00JIadHa
cpena;

o Crieruav3upaHu Cpeiy 3a YIpaBlIeHHUE Ha YA3BUMOCTH M OIIEHKU Ha PUCKA;

e Jloctsn 10 TpeHupobuHM tatpopmu kato TryHackMe, Hack The Box u ap.

6. U3uckBaHusi KbM 00y4yaBalmre

[TpaBo na mpenogaBar 1o TEOpUs U MPaKTHKa Ha MpodecusTa UMaT JIUIa ¢ BUCIIE
obOpasoBanHue B 00pa3zoBaTETHO-KBATHU(UKAIIMOHHA CTETICH "MarucTop" win "dakaiaBwp" 1Mo
CHELMATHOCTH OT NpodecnoHaaHu HanpasieHus "Haruonanna curypaoct” u "BoenHo aeno" ot
oOnactTa Ha Bucle oOpa3zoBanue "CurypHocT u orOpana", oT mpopecHOHaTHN HalPaBJICHUS
"TIpaBo", "Ilcuxonorus", "OO1IECTBEHN KOMyHHKAIIMK U UH(OPMAIIMOHHU HayKH",
"AIMUHHUCTpAIUA U yIpaBieHne" oT 00acTTa Ha Bucie oopazoanue "ColralHA CTONAHCKH U
IpaBHU HayKu'", oT npodecrnoHa Hu HanpasneHus "MHpopMaTuka 1 KOMIIOTBPHU HAyKH'" U
"Maremartuka" oT o0JacTTa Ha BUcHie oopa3oBanue "l[IpupoaHn Hayku, MaTeMaTHKa U
uHpopmartuka", oT npopecuoHaTH! HanpaBieHus "EnekTpoTexHuka, eneKTpoHUKa U
aBromaruka', "KoMyHHKalimoHHa U KOMIIOTbpHA TeXHUKA", "TpaHcnopt, kopaboriaBaHe U
aBuanua" ot obractra Ha Buciie oopazoBanue "TexHUYeCKH HayKH'", KAKTO U BCUYKH
CHEIMAIHOCTH M0 KUOEPCUTYPHOCT, MH(OPMALIMOHHA CUTYPHOCT, KOMYHUKAIIMOHHA CUTYPHOCT
WIN CUTYPHOCT Ha MPEXH U CUCTEMH, KOUTO MONaaT B IOCOYEHUTE MPO(ECHOHAIHU
HanpasyieHus ot Knacugukaropa Ha 06acTuTe Ha BUclie 00pa3oBaHue U NPOPECHOHATHUTE
Hanpasnenus ([IB, 6p. 64 ot 2002 r.), choTBeTCTBAIM Ha NTpodecusdra.

VYuurencka AIbKHOCT MO0 yuyeOeH MpeIMeT WIK MOIYJI OT NpodecroHanHaTa
MOJTrOTOBKA MOYKE JIa C€ 3aeéMa U OT JIMLA ChC 3aBBPIICHO BUCIIE 00pa30BaHUE 10 ChOTBETHATA
crernuanHocT u 6e3 npodecruoHanHa kBanudukanus "yauren".

I[To yueben npeaMeT WM MOAYJI OT IpOodecuOHaTHATa OATOTOBKA, 38 KOWTO HAMa
CHOTBETHO NMpodecnoHaTHO HanpaBieHue B Kiacudukaropa Ha obacture Ha BUCIIIE
o0Opa3oBaHue U NPOoPeCcCHOHATHUTE HAIIPAaBIIEHHs, MOTaT Jja MPeroiaBart Jiuia 6e3 BUCIIe
obpasoBanue u 0e3 npuaodbuTa npodecnoHarHa KBanudukanus "yauten", ako ca IpuI00mIn
ChOTBETHATa NMpodecuoHaIHa KBATU(UKALUS IPU YCIOBUATA U 110 peia Ha 3aKOHa 3a
npodecuoHanTHOTO 00pa3oBaHKe U 00yUEHHE.



[IpemopbuuTENHO € HAa BCEKU TPU FOJUHHU 00y4yaBalIuTe Ja MpeMUHaBaT KypcC 3a
aKTyaJu3upaHe Ha TPOo(eCHOHATHUTE CH 3HAHUSI, YMEHUS U KOMIIETCHTHOCTH.

CnuchbK Ha U3MO0JI3BAHUTE ChKPalleHHs

I. Cbkpamenus Ha OBJITapCKH €3HK

J3U - [IppxaBHU 3pEIIOCTHU U3IUTH

EKP - EBponeiicka kBaqu(uKalOHHA paMKa

EPY - Enunuia pe3yaTtaT OT y4EHETO

3BYT - 3npaBocioBHH U 6€30IIaCHU YCIOBUS Ha TPYA
33JI]] - 3akoH 3a 3amuTa HA JIMIHUTE JaHHA

3KC - 3akoH 3a KHOEpPCUTYPHOCT

WU - N3KyCTBEH UHTENEKT

UT - UudopMaimoHHN TEXHOJIOTUU

K3JI/I - Komucus 3a 3amuTa Ha TMIHUTE JaHHA

KPC - Komucus 3a perynupane Ha CbOOLICHUATA
HAII - HanimonanHa areHnus 3a NpuxXoauTe

HK - HakazareneH kogekc

HKP - Hanmonanna kBanu@ukanoHHa paMKa

IIT - ITpodecronanHa moaAroToBKa

CIIK - Crenen Ha mpodecroHanHa KBaTH(pUKAIH
CIIITOO - Cnucek Ha npodecunte 3a NpoPecuoHaTHO 00pa3oBaHue U 00yUeHHE

I1. ChkpaleHusi Ha AHTVIHICKH €3UK
ABAC - Attribute-Based Access Control
AES - Advanced Encryption Standard

Al - Artificial Intelligence

BCP - Business Continuity Plan

BIA - Business Impact Analysis

BIOS - Basic Input/Output System

UEFI - Unified Extensible Firmware Interface
BYOD - Bring Your Own Device

CA - Certificate Authority

CIRT - Computer Incident Response Team
CISO - Chief Information Security Officer
CSIRT - Computer Security Incident Response Team
DDoS - Distributed Denial of Service

DNS - Domain Name System

DORA - Digital Operational Resilience Act
DoS - Denial of Service

DPIA - Data Protection Impact Assessment
DPO - Data Protection Officer

DRP - Disaster Recovery Plan

ECSF - European Cybersecurity Skills Framework
ELK - Elasticsearch, Logstash, Kibana

FTP - File Transfer Protocol

FTPS - File Transfer Protocol Secure

GDPR - General Data Protection Regulation



GPG - GNU Privacy Guard

HDD - Hard Disk Drive

HTTP - Hypertext Transfer Protocol

HTTPS - Hypertext Transfer Protocol Secure

IAM - Identity and Access Management

IDS - Intrusion Detection System

IPS - Intrusion Prevention System

IEC - International Electrotechnical Commission

IoC - Indicators of Compromise

IoS - Internet of Services

IP - Internet Protocol

ISO - International Organization for Standardization

KPI - Key Performance Indicator

KRI - Key Risk Indicator

LAN - Local Area Network

LUKS - Linux Unified Key Setup

MFA - Multi-Factor Authentication

NAT - Network Address Translation

NIST - National Institute of Standards and Technology
NIST SP - National Institute of Standards and Technology Special Publication
OTP - One Time Password

PESTLE - Political, Economic, Social, Technological, Legal, Environmental
PGP - Pretty Good Privacy

PIA - Post-Incident Analysis

PIN - Personal Identification Number

PKI - Public Key Infrastructure

RBAC - Role-Based Access Control

RCA - Root Cause Analysis

RFID - Radio Frequency Identification

RPO - Recovery Point Objective

RSA - Rivest-Shamir-Adleman

RTO - Recovery Time Objective

S/MIME - Secure/Multipurpose Internet Mail Extensions
SFTP - SSH File Transfer Protocol

SFTP - Secure File Transfer Protocol

SHA - Secure Hash Algorithm

SIEM - Security Information and Event Management
SMART - Specific, Measurable, Achievable, Relevant, Time-bound
SMS - Short Message Service

SMTP - Simple Mail Transfer Protocol

SOAR - Security Orchestration, Automation and Response
SOC - Security Operations Centre

SSH - Secure Shell

SSL - Secure Sockets Layer

STAR - Situation, Task, Action, Result

SWOT - Strengths, Weaknesses, Opportunities, Threats
TCP - Transmission Control Protocol



TLS - Transport Layer Security

UEBA - User and Entity Behavior Analytics
UEFI - Unified Extensible Firmware Interface
URL - Uniform Resource Locator

USB - Universal Serial Bus

VPN - Virtual Private Network

Wi-Fi - Wireless Fidelity

XDR - Extended Detection and Response



